Chapter 1: Kernel Workspace Setup

Internal Graphics Mode [Disabled]
¢« UMA Frame Buffer Size 1Z8MB
Surround View Disabled
Onboard UGA output connect D-SUB/DVUI
Init Display First [PEG]
Virtualization [Enabled]
AMD K8 Cool&Quiet control [Autol
Hard Disk Boot Priority [Press Enter]
First Boot Device [Hard Disk]
Second Boot Device [USB-HDD]
Third Boot Device [CDROM]
Password Check [Setup]
HDD S.M.A.R.T. Capability [Enabled]
Away Mode [Disabledl
Backup BIOS Image to HDD [Enabledl

= General
Display Motherboard Processor | Acceleration
& Storage
# Audio

=P Network
B serial Ports

System

Hardware Virtualization: & Enable VT-x/AMD-V
& Enable Nested Paging



File Machine
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Activities @® optical Drives »
&P Network »
& uss 3
@ webcams »
[ Shared Folders »
[] shared clipboard »
&Y prag and Drop

+ Insert Guest Additions CD image...

Insert the Guest Additions disk file into the virtual optical drive
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Ubuntu 18.04 - Settings

= General General

System

Basic Advanced Description Encryption
Display —_—

cnapshot Folder: |B8 /home/tecmint/VirtualBox VMs/Ubuntu 18.04/Snapshots

Storage

Audio Shared Clipboard: | Bidirectiocnal -
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Serlal Ports
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File Machine View Input Devices Help
Activities [ Terminal ~ Mon 07:29

Terminal

File Edit View Search Terminal Help

$ lsb_release -a

No LSB modules are available.

Distributor ID: Ubuntu

Description: Ubuntu 18.04.4 LTS

Release: 18.04 VirtualBox - About
Codename: bionic

S

$ uname -a ORACLE

Linux 1lkd-vbox 5.3.0-53-generic #47~18.04.1

020 x86_64 x86_64 x86_64 GNU/Linux VM
$

$

$ free -h

Mem:
Swap:

S
N | BM
V" tua[ 1

VirtualBox

N 6.1

VirtualBox Graphical User Interface
Version 6.1.4 1136177 (Qt5.9.5)
Copyright © 2020 Oracle Corporation and/or its affiliates. All rights reserved.

¥ Close

B o0E® GG Right ctrl




~ § tldr ps

pPs

Information about running processes.

List all running processes:
ps aux

- List all running processes including the full command string:
pPS auxww

- Search for a process that matches a string:
ps aux | grep string

- List all processes of the current user in extra full format:
ps --user 5(id -u) -F

- List all processes of the current user as a tree:
ps --user $(id -u) f

- Get the parent pid of a process:
ps -o ppid= -p pid

~s



€ > C {d @& https//wwwkernel.org/doc/html/latest/core-api/kernel-api.html#basic-c-library-Functions

B Core APl Documentation

File Tools Window Help

the name of the hlist_node within the struct.

Basic C Library Functions

When writing drivers, you cannot in general use routines which are from the C Library.
Some of the functions have been found generally useful and they are listed below. The
behaviour of these functions may vary slightly from those defined by ANSI, and these

deviations are noted in the text.

String Conversions

unsigned long long simple_strtoull(const char * cp, char ** endp, unsigned int base)

convert a string to an unsigned long long

Parameters

const char * cp
The start of the string

char ** endp

A pointer to the end of the parsed string will be placed here

unsigned int base
The number base to use

Description

This function is obsolete. Please use kstrtoull instead.
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[ --- PROCMAP . 1
Process Virtual Address Space (VAS) Visualization utility
https://github.com/kaiwan/procmap

Sun Dec 27 09:47:44 IST 2020

[=====--- Start memory map for l:systemd ---=====

[Pathname: /usr/lib/systemd/systemd ]

VAS mappings: name [ size,perms,u:maptype,u:0xfile-offset]

Fomm e KERNEL VAS end kva -------------mnann + FEFFFfffffffffff
|<... K sparse region ...> [ 8.00 MB,--- ] |

| |

e e R R T L T + fiffffffff7ffoee

LR T T TR + FFFfffffff579000 <-- FIXADDR_START

e + fFffffffffoeEe0 <-- MODULES_END

module region [1008.00 MB,rwx ]

e T + fFffffffcoOPREOO <-- MODULES_VADDR
<... K sparse region ...> [ 40.60 TB,--- ]

- ———

ffffd764bfffffff <-- VMALLOC_END
| vmalloc region [ 31.99 TB,rw- ]
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= VERIFICATION CENTER

OF THE OPERATING SYSTEM ll nux

[l Online Linux Driver Verification Service (alpha)

o About Center
o Qur Team

o MNews
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o Contacts

Projects

-

Linux Kemel Space
Verification

LSB Infrastructure
Testing Technologies
Tests and Frameworks
Portability Tools

+ Contribution
o Publications
+ Events

v v

Start Verification Verification History Rules

Rules

Login | Registration

This page contains the list of verified rules. You can see more detailed information on them by clicking on the corresponding rule

name.

Mutex lock/unlock

NOIO allocation under usb_lock
Madule getiput
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Delay in probe_irq an/off

Memory allocation inside spinlocks
Linked list double add

Usb alloc/free urb

Spinlocks lock/unlock



Chapter 2: Building the 5.x Linux Kernel from Source - Part 1

|. © | & https://github.com/torvalds/linux/releases

v5.5-rci

< e42617b [Dzip [)targz

on Dec 9, 2019 ©

v5.4

© 219d543 [Dzip [I)targz

on Nov 25, 2018 ©

v5.4-rc8

< af4zd34 [Dzip [D)targz

on Nov 18, 2019 ©

v5.4-re?

© 3174fs5h [Dzip [I)targz

on Mov 11, 2019 ©

v5.4-rcb

< a99dses [Dzip [D)targz

on Nov 4, 2019 ©

Next
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S 1s
archf
block/
certs/
COPYING
CREDITS

$

A The Linux Kernel Archi X

O a

www.kernel.org

The Linux Kernel Archives - Mozilla Firefox (Private Browsing)

The Linux Kernel Archives

About Contact us FAQ Releases Signatures

e wo o IN D e =

Site news

Protocol  Location

HTTP https://www.kernel.org/pub/
GIT https://git.kernel.org/
RSYNC rsync://rsync.kernelorg/pub/

mainline: 5.4
stable: 5.4.1
stable: 5.3.14
longterm: 4.19.86
longterm: 4.14.156
longterm:  4.9.205
longterm: 4.4.205
longterm: 3.16.78
linux-next:

Latest Stable Kernel:

2019-11-25 [tarball] [pgp] [patch]

2019-11-29 [tarball] [pgp] [patch]

2019-11-22 [tarball] [pgp] [patch] [inc. patch]
2019-11-24 [tarball] [pgp] [patch] [inc. patch]
2019-1-24 [tarball] [pgp] [patch] [inc. patch]
2019-11-29 [tarball] [pgp] [patch] [inc. patch]
2019-1-29 [tarball] [pgp] [patch] [inc. patch]
2019-1-22 [tarball] [pgp] [patch] [inc. patch]

next-20191129 2019-11-29

[view diff]
[view diff]
[view diff]
[view diff]
[view diff]
[view diff]
[view diff]
[view diff]

® 5.4.1

[browse]

[browse] [changelog]
[browse] [changelog]
[browse] [changelog]
[browse] [changelog]
[browse] [changelog]
[browse] [changelog]
[browse] [changelog]
[browse]

crypto/ include/ kernel/
Documentation/ 1init/ 1ib/
drivers/ ipc/ LICENSES/
firmware/ Kbuild MAINTAINERS
fs/ Kconfig Makefile

mm/

net/
README
samples/
scripts/

security/
sound/
tools/
usr/
virtf



1lkd linux-5.4 $ 1s archfarm/configs/

am200epdkit_defconfig
aspeed_g4 defconfig
aspeed_g5_defconfig
assabet_defconfig
at91_dt_defconfig
axm55xx_defconfig
badge4_defconfig
becm2835_defconfig
cerfcube_defconfig
clps711x_defconfig
cm_x2xx_defconfig
cm_x300_defconfig
cns3420vb_defconfig
colibri_pxa270_defconfig
colibri_pxa300_defconfig
collie_defconfig
corgi_defconfig
davinci_all_defconfig
dove_defconfig
dram_0x00000000.config
dram_0xc0000000.config
dram_0xd0eeeeee.config
ebsa110_defconfig
efm32_defconfig
em_x270_defconfig
ep93xx_defconfig
eseries_pxa_defconfig
exynos_defconfig

1lkd linux-5.4 s ]

ezx_defconfig
footbridge_defconfig
gemini_defconfig
h3600_defconfig
h5000_defconfig
hackkit_defconfig
hisi_defconfig
imote2_defconfig
imx_v4_v5_defconfig
imx_v6_v7_defconfig
integrator_defconfig
iop32x_defconfig
ixp4xx_defconfig
jornada720_defconfig
keystone_defconfig
lart_defconfig
lpci8xx_defconfig
1pc32xx_defconfig
1pd270_defconfig
lubbock_defconfig
magician_defconfig
mainstone_defconfig
milbeaut_mi@v_defconfig
mini2440_defconfig
mmp2_defconfig
moxart_defconfig
mps2_defconfig
multi_v4t _defconfig

multi_v5_defconfig
multi_v7_defconfig
mv78xx0_defconfig
mvebu_v5_defconfig
mvebu_v7_defconfig
mxs_defconfig
neponset_defconfig
netwinder_defconfig
nhk8815_defconfig
omapl_defconfig
omap2plus_defconfig
orion5x_defconfig
oxnas_v6_defconfig
palmz72_defconfig
pcm@27_defconfig
pleb_defconfig
prima2_defconfig
pxal68_defconfig
pxa255-idp_defconfig
pxa3xx_defconfig
pxa910_defconfig
pxa_defconfig
qcom_defconfig
realview_defconfig
rpc_defconfig
53c2410_defconfig
53c6400_defconfig
s5pv210_defconfig

sama5_defconfig
shannon_defconfig
shmobile_defconfig
simpad_defconfig
socfpga_defconfig
spear13xx_defconfig
spear3xx_defconfig
spear6xx_defconfig
spitz_defconfig
stm32_defconfig
sunxi_defconfig
tango4_defconfig
tct_hammer_defconfig
tegra_defconfig
trizeps4_defconfig
u300_defconfig
u8500_ defconfig
versatile_defconfig
vexpress_defconfig
vf610m4_defconfig
viper_defconfig
vt8500_v6_v7_defconfig
xcep_defconfig
zeus_defconfig
zx_defconfig

.config - Linux/x86 5.4.0 Kernel Configuration

Linux/x86 5.4.0 Kernel Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features.
<Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded
< > module capable

Highlighted
Press
<M> module

I *%% Compiler:
General setup
64-bit kernel
Processor type and features --->
Power management and ACPI options
Bus options (PCI etc.) --->
Binary Emulations ---=
Firmware Drivers --->
Virtualization --->
ceneral architecture-dependent options
Enable loadable module support ---=>
Enable the block layer --->
I0 Schedulers --->
Executable file formats
Memory Management options
Networking support --->
Device Drivers --->
File systems --->
Security options
cryptographic API
Library routines
kernel hacking

-

.-

-

-3
-

---3
-3

--->

-

< Exit = < Help > < Save = < Load =




.config - Linux/x86 5.4.0 Kernel Configuration
> General setu
General setup
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in
[ ] excluded <M> module < > module capable

[ ] Automatically append version information to the version string
() Build ID salt
Kernel compression mode (Gzip) ---=
((none)) Default hostname
[*] Support for paging of anonymous memory (swap)
[*] System V IPC
[*] POSIX Message Queues
[*] Enable process_vm_readv/writev syscalls
[*] uselib syscall
-*- Auditing support
IRQ subsystem --->
Timers subsystem --->
Preemption Model (Voluntary Kernel Preemption (Desktop)) ---=
CPU/Task time and stats accounting ---=
[*] CcPU isolation
RCU Subsystem --->
:m
Enable access to .config through /proc/config.gz
< > Enable kernel headers through /sys/kernel/kheaders.tar.xz

< Exit = < Help = < Save > < Load =

.config - Linux/x86 5.4.0 Kernel Configuration
> General setu
Kernel .config support
CONFIG_IKCONFIG:

This option enables the complete Linux kernel ".config" file
contents to be saved in the kernel. It provides documentation

of which kernel options are used in a running kernel or in an
on-disk kernel. This information can be extracted from the kernel
image file with the script scripts/extract-ikconfig and used as
input to rebuild the current kernel or to build another kernel.

It can also be extracted from a running kernel by reading
/proc/config.gz if enabled (below).

Symbol: IKCONFIG [=m]
Type : tristate
Prompt: Kernel .config support
Location:
-> General setup
Defined at init/Kconfig:602




RCU Subsystem --->
<*> Kernel .config support
Enable access to .config procfconfic
(18) Kernel log buffer size (16 => 64KB, 17 => 12BKB)
(12) cPU kernel log buffer size contribution (13 => 8 KB, 17

Do you wish to save your new configuration?
(Press <ESC><ESC> to continue kernel configuration.)

Search Configuration Parameter
Enter (sub)string or regexp to search for (with or without "CONFIG ")

vbox

.config - Linux/x86 5.4.0 Kernel Configuration
> General setup > Search (vbox)
Search Results
Symbol: DRM_VBOXVIDEO [=m]
Type : tristate
Prompt: Virtual Box Graphics card
Location:
-> Device Drivers
(1) -> Graphics support
Defined at drivers/gpufdrm/vboxvideo/Kconfig:2
Depends on: HAS_IOMEM [=y] && DRM [=m] && X86 [=y] && PCI [=y]
Selects: DRM_KMS HELPER [=m] && DRM_VRAM HELPER [=m] && GENERIC_ALLOCATOR [=y]

Symbol: VBOXGUEST [=m]
Type : tristate
Prompt: Virtual Box Guest integration support

Location:

-> Device Drivers

(2) -> virtualization drivers (VIRT_DRIVERS [=y])

pDefined at drivers/virt/vboxguest/Kconfig:2

Depends on: VIRT_DRIVERS [=y] &% X86 [=y] && PCI [=y] && INPUT [=y]

< Exit >




166 which is done within the script "scripts/setlocalversion".)

167

168 config LLKD OPTION1

169 bool "Test case for LLKD book/Ch 2: creating a new menu item in kernel config"
178 default n

171 help

172 This option is merely a dummy 'test’; it's simply to have readers of our book
173 - 'Learn Linux Kernel Development', Kaiwan NB, Packt - try out the creation of
174 a few menu items within the kernel config.

175

176 Try setting this option to 'Y' (true), save and exit, and see the effect this
177 has by doing:

178 grep "CONFIG_LLKD OPTION1" .config

179

180 If unsure, say N

181

182 config BUILD SALT

183 string "Build ID Salt"

184 default ""

Configuration

General setup 7
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters
are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to exit, <7>
for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

[ ] compile also drivers which will not load
[ ] compile test headers that should be standalone compilable
(-11kd®1) Local version - append to kernel release
Automatically append version information to the version string
ﬁ Test case for LLKD book/Ch 2: creating a new menu item in kernel config
() Build ID salt
kernel compression mode (Gzip) --->




Chapter 3: Building the 5.x Linux Kernel from Source - Part 2

Kernel image
{in RAM) f’ ) Root filesystem
— bin (on disk partition)
— oot
— dev
— eftc
— home

e | |3 =oALl ES

s(uname -r)— kernel J/ fs

——7
e WA
Kernel image
(in RAM)
| bin Minimal root filesystem
as Initramfs image; it's in
|l conf RAM (loaded by bootloader)
[ etc Root filesystem

|— bin {on disk partition)
[— lib —modules
|— boot

s{uname -r)—kernel / fs
-+l reiserfs.ko
[— dev

[— etc

— scripts
home
— usr

— var — lib —modules

s${uname -r)— kernel / fs

" | reiserfs.ko |

—Lsr

— ar




GNU GRUE wersion

bt

#Advanced options for Ubuntu
Memory test (men EEG+)
Memory test (mem 5+, serial console 1152

3 ] and 1 5 ot whi g : d.
nter to L - . B  commands
> hooting or F " '

GMU GRUE wersion 2

Ubuntu, with < 5.

Ubuntu, with LI . (recovery mode)
Ubuntu, with Li . 26~ T

Ubuntu, with LI 3.8-26- (recovery mode)
Ubuntu, with ]

Ubuntu, with Linus ] - (re 1y mode)
#llbuntuy, with Linux

MEML .




Minimum Emac ' screen editing is supported. TAB lists
completions. Press Ct ~ F1é to boot, Ctrl-c or F2 for g
command-1ine or ESC to o ard edits and return to the GREUE
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Chapter 4: Writing Your First Kernel Module - LKMs Part 1

User Space

Processes, Threads,
Libraries, Daemons
= =

Kernel Space

Major Subsystems

Other Components

Hardware Platform




Processes, Threads,

Libraries, Daemons
User Space .o
Kernel Space
Major Subsystems init security
Kernel Memory
[{user and kernel) thread creation/destruction, management
CPU scheduling, synchronization primitives,
signaling, timers, interrupt handling,
namespaces, cgroups, module support, etc VFS arch-specific
Metworking Virt sound IPC Block 10 A \

Device Drivers & MMU /
RAM

Network (NIC) Character Storage CPU(s)

) )
| mEEEEEEE | | f |
Hardware Peripherals
make
helloworld Ikm.c y » helloworld Ikm.ko
insmod
Makefile
Kernel module directory

Y

helloworld Ikm. ko

Kernel space

Kernel subsystems

Other kernel modules




1lkd ~ $ 1s /lib/modules/5.0.0-36-generic/kernel/drivers/net/ethernet/

3com/ amd f chelsio/f ethoc.ko mellanox/ nif samsungf tehuti/
8390/ aquantia/ cirrus/ fealnx.ko micrely nvidia/ sfc/ tif
adaptec/ atheros/ cisco/ fujitsu/f microchip/ packetenginesf silan/f viaf
agere/ aurora/ decf hpf msccf qlogic/ sis/ wiznet/
alacritech/ broadcom/ dlink/ huaweif myricom/ qualcommf smsc/ xircomf
alteon/ brocade/f dnet.ko intelf natsemif rdcf stmicrof

altera/ cadence/ ec_bhf.ko jme.ko neterion/ realtek/ sunf

amazon/ caviumf emulex/ marvell/ netronome/ rocker/f synopsys/f

1ikd ~ s |
S s -1
total 8

-rw-rw-r-- 1 1lkd 11kd 1211 Jan 24 13:05 helloworld 1lkm.c
-rw-rw-r-- 1 1lkd 11kd 333 Jan 24 13:05 Makefile
S make
make -C flib/modules/5.4.08-11kd01/build/ M=/home/11kd/11kd book/Learn-Linux-Kernel-
Development/ch4/helloworld_1lkm modules
make[1]: Entering directory '/home/llkd/kernels/linux-5.4"

cC [M] /home/1lkd/11kd book/Learn-Linux-Kernel-Development/ch4/helloworld lkm/he
1loworld_1lkm.o

Building modules, stage 2.

MODPOST 1 modules

cC [M] /home/1lkd/11lkd book/Learn-Linux-Kernel-Development/ch4/helloworld lkm/he
1loworld lkm.mod.o

LD [M] /home/1llkd/1l1lkd book/Learn-Linux-Kernel-Development/ch4/helloworld_lkm/he
1loworld 1lkm.ko
make[1]: Leaving directory '/home/1llkd/kernels/1inux-5.4"'
S 1s -1 helloworld lkm.ko
-rw-rw-r-- 1 1lkd 11kd 217224 Mar 17 17:29 helloworld lkm.ko

s il

% lsb_release -a|grep Description

Description: Cent0S Linux release 8.0.1905 (Core)

& uname -r

5.4.0-11kdol

$ 1s

helloworld lkm.c Makefile

% make

make -C /lib/modules/5.4.08-11kd01/build/ M=/home/11kd/bookwork/Learn-Linux-Kernel-Development/chd4/helloworld lkn
modules

make[1]: Entering directory '/home/1lkd/bookwork/linux-5.4"
cC [M]  /home/11lkd/bookwork/Learn-Linux-Kernel-Development/chd/helloworld 1km/helloworld lkm.o
Building modules, stage 2.
MODPOST 1 modules
cC [M]  /home/11lkd/bookwork/Learn-Linux-Kernel-Development/chd/helloworld 1km/helloworld lkm.mod.o
LD [M] /home/Lllkd/bookwork/Learn-Linux-Kernel-Development/chd/helloworld_lkm/helloworld_Llkm.ko

make[1]: Leaving directory '/home/1lkd/bookwork/linux-5.4"

$ 1s -1 ./helloworld lkm.ko

-rw-rw-r-- 1 11kd 1lkd 202592 Nov 27 18:24 ./helloworld_lkm.ko

% sudo insmod . /helloworld lkm.ko

% dmesg |tail -nl

[ 4731.967653] Hello, world

% lsmod |grep helloworld lkm

helloworld Llkm 16384 0

% sudo rmmod helloworld Llkm

% dmesg |tail -n2

[ 4731.967653] Hello, world

[ i?ﬁ?.551584] Goodbye, world

$



Fpi =

rpi # cat /proc/sys/kernel/printk

3 - 1 3

rpi #

rpi # insmod ./printk_loglvl.ko

[ 257.712077] Hello, world @ log-level KERN_EMERG [0]
[ 257.719735] Hello, world @ log-level KERN_ALERT [1]
[ 257.727371] Hello, world @ log-level KERN_CRIT [2]
rpi #

Message from syslogd@raspberrypi at Dec 17 ©5:36:01 .
kernel:[ 257.7120877] Hello, world @ log-level KERN EMERG [e]

CTRL-A Z for hel 115200 8N1 Minicom 2.7.1 VT102 Online 3:5 USBO

rpi #
rpi # cat /proc/sys/kernel/printk
3 - 1 3

rpi # echo "8 4 1 3" = [proc/sys/kernel/printk

rpi # cat /proc/sys/kernel/printk

8 - 1 =

rpi # rmmod printk_loglvl

[ 481.197569] Goodbye, world @ log-level KERN_INFO [6]
rpi # insmod ./printk_loglvl.ko

[ 488.427733] Hello, world @ log-level KERN_EMERG [@]

[ 488.435585] Hello, world @ log-level KERN_ALERT [1]

[ 488.443264] Hello, world @ log-level KERN_CRIT [2]

[ 488.450865] Hello, world @ log-level KERN_ERR [3]
rpi # [ 488.450868] Hello, world @ log-level KERN WARNING [4]
[ 488.450870] Hello, world @ log-level KERN_NOTICE [5]

[ 488.450873] Hello, world @ log-level KERN_INFO [6]

Message from syslogd@raspberrypi at Dec 17 ©5:39:52 .
kernel:[ 488.427733] Hello, world @ log-level KERN_EMERG [@8]

CTRL-A Z for hel 115200 8N1 Minicom 2.7.1 VT102 Online 3:5 USBo




Message from syslogd@raspberrypi at Mar 18 11:37:15 ...
kernel:[ 975.271766] Hello, world @ log-level KERN_EMERG [@]
printk loglvl 16384 0

975.271766] Hello, world @ log-level KERN EMERG 0

975.277729] [k world KERN ALERT

975.283662] Hello, world log-level KERN_CRIT [2]

975.289561] Hello, world log-level KERN_ERR [3]

.295394] Hello, world log-level KERN_WARNING [4]

975.301176] Hello, world log-level KERN NOTICE [5]

975.3069087] Hello, world log-level KERN_INFOQ [6]

975.312625] Hello, world log-level KERN_DEBUG [7]

975.312628] Hello, world via the pr_devel() macro (eff @KERM_DEBUG) [7]

[ s W e B e T s M s W s B e B |
o
=]
L

< mE D E S E



Chapter 5: Writing Your First Kernel Module - LKMs Part 2

1km_template $ make

all clean help install sa_cppcheck sa gcc tarxz-pkg
checkpatch code-style indent sa sa flawfinder sa sparse

lkm_template $ make help

=== Makefile Help : additional targets available ===

TIP: type make <tab><tab> to show all valid targets

--- usual kernel LKM targets ---

typing "make" or "all" target : builds the kernel module object (the .ko)

install : installs the kernel module(s) to INSTALL_MOD_PATH (default here: /lib/modules/5.4.0-58-generic/)
clean : cleanup - remove all kernel objects, temp files/dirs, etc

--- kernel code style targets ---

code-style : "wrapper" target over the following kernel code style targets

indent : run the indent utility on source file(s) te indent them as per the kernel code style
checkpatch : run the kernel code style checker tool on source file(s)

--- kernel static analyzer targets ---

sa : "wrapper" target over the following kernel static analyzer targets

sa_sparse : run the static analysis sparse tool on the source file(s)

sa_gcc : run gcc with option -Wl1 ("Generally useful warnings") on the source file(s)
sa_flawfinder : run the static analysis flawfinder tool on the source file(s)

sa_cppcheck : run the static analysis cppcheck tool on the source file(s)

TIP: use coccinelle as well (requires spatch): https://www.kernel.org/doc/html/v4.15/dev-tools/coccinelle.html

--- kernel dynamic analysis targets ---

da_kasan : DUMMY target: this is to remind you to run your code with the dynamic analysis KASAN tool enabled; requires conf
iguring the kernel with CONFIG_KASAN On, rebuild and boot it

da_lockdep : DUMMY target: this is to remind you to run your code with the dynamic analysis LOCKDEP tool (for deep locking is
sues analysis) enabled; requires configuring the kernel with CONFIG PROVE LOCKING On, rebuild and boot it

TIP: best to build a debug kernel with several kernel debug config options turned On, boot via it and run all your test cases

--- misc targets ---
tarxz-pkg : tar and compress the LKM source files as a tar.xz into the dir above; allows one to transfer and build the modul
e on another system
Tip: when extracting, to extract into a dir of the same name as the tar file,
do: tar -xvf lkm template.tar.xz --one-top-level
help : this help target
lkm_template $

rpi $ cat /proc/fversion
Linux version 5.4.51-v7+ (kaiwan@kaiwan-T460) (gcc version 4.8.3 20140303 (prerelease) (crosstool-NG
linaro-1.13.1+bzr2650 - Linaro GCC 2014.03)) #1 SMP Thu Jul 23 12:36:25 IST 2020

rpi $

rpi § modinfo ./helloworld_lkm.ko

filename: /home /pi/booksrc/ch5/cross/. /helloworld_lkm.ko
version: 0.1

license: Dual MIT/GPL

description: LLKD book:ch5/cross: hello, world, our first Raspberry Pi LKM
author: Kaiwan N Billimoria

srcversion: 7DDCE78A55CFOEDEEE7B3FF

depends:

name: helloworld_lkm

vermagic: 5.4.51-v7+ SMP mod_unload modversions ARMv7 p2v8

rpi $§ sudo dmesg -C

rpi $§ sudo rmmod helloworld_lkm 2=/dev/null
rpi § sudo insmod . /helloworld_lkm.ko

rpi § dmesg

[ 3302.140940] Hello, Raspberry Pi world
rpi § lsmod |grep helloworld_1lkm

helloworld_lkm 16384 @
rpi § sudo rmmod helloworld_lkm 2=>/dev/null
rpi $§ dmesg

[ 3302.140940] Hello, Raspberry Pi world
[ 3312.406669] Goodbye, Raspberry Pi world
rpi §




1ttng_probe_irq 16384 0

1ttng_probe_gpio 16384 0
1lttna_probe_compaction 16384 o
Lttna_probe_block 36864 0
lttng_probe_asoc 24576 8

Lttng_ring_buffer_metadata_mmap_client 16384 @

Lttng_ring_buffer_client_mmap_overwrite 20480 0

Lttng_ring_buffer_client_mmap_discard 20480 @

Lttng_ring_buffer_metadata_client 16384 @

1Lttng_ring_buffer_client_overwrite 20480 @

1ttng_ring_buffer_client_discard 20480 0

Lttna_tracer 1523712 35 lttng_probe_udp,lttng_probe scsi,lttng_probe sched,lttng_probe compaction,lt
tng_probe_net,lttng_probe_wmscan,lttng_probe_writeback,lttng_probe_power,lttng_probe rcu,lttng_probe module,l
ttng_ring_buffer_client_mmap_overwrite,lttng_probe_statedump,lttng_ring_buffer_client_discard,lttng_probe_pri
ntk,1ttng_probe_sock,lttng_probe_asoc,lttng_probe irg,lttng_ring_buffer_client_mmap_discard,lttng_probe_kvm,1
ttng_probe_random,lttng_probe_timer,1lttng_probe workqueue,lttng_probe jbd2,1ttng_probe v412,1ttng_probe_signa
1,1ttng_probe_skb,1ttng_probe_block,1ttng_probe_napi,lttng_ring_buffer_metadata_client,lttng_probe_kmem,1ttng
_ring_buffer_metadata_mmap_client,lttng_probe_gpio,lttng_ring_buffer_client_overwrite,lttng_probe_regulator,l
ttng_probe_sunrpc

1ttna_statedump 737280 1 lttng_tracer
Lttna_kprobes 16384 1 lttng_tracer
lttng_clock 16384 5 lttng_ring_buffer_client_mmap_overwrite,lttng_ring_buffer_client_discard,lttn

g_tracer,lttng_ring_buffer_client_mmap_discard,lttng_ring_buffer_client_overwrite

1ttng_lib_ring_buffer 57344 23 lttng_probe_scsi,lttng_probe_sched,lttng_probe_net,lttng_probe_power,lttng
_probe_rcu,1ttng_probe_module,lttng_ring_buffer_client_mmap_overwrite,lttng_probe statedump,lttng_ring_buffer
_client_discard, lttng_probe_printk,lttng_probe_sock,lttng_tracer,lttng_probe_asoc,lttng_probe_irg,lttng_ring_
buffer_client_mmap_discard,lttng_probe_kvm,lttng_probe_random,lttng_probe_napi,lttng_ring_buffer_metadata_cli
ent,lttng_ring_buffer_metadata_mmap_client,lttno_ring_buffer_client_overwrite,lttng_probe_regulator,lttng_pro
be_sunrpc

lttni_kretprobes 16384 1 lttng_tracer

=5

: inserted

AR I CP!.I 1 PID 3524 at Llib/vsprintf.c:2366 format_decode+0x3f4/0x400

0o : fp_in_lkm(0E+) vboxsf(OE) vboxvideo(DE) vmwgfx drm_kms_helper syscopyarea snd_intel8x® sysfillrect snd_ac97_
mde: cr:thde _pclmul sysmgh‘l.t crec32_pclmul fb_sys_fops ac97_bus ghash_clmulni_intel ttm snd_pcm aesni_intel glue_helper drm snd_seq crypto_
simd joydev cryptd snd_timer snd_seq_device input_leds intel_rapl_perf snd serio_raw soundcore vboxguest(OE) video mac_hid sch_fq_codel min_sy
sinfo(0) parport_pc ppdev lp parport ip_tables x_tables autofs4 hid_generic usbhid hid ahci e1080 psmouse libahci i2c_piix4 pata_acpi

5732.200683] : 1 PID: 3524 Comm: insmod Tainted: G 0E 5.4.0-1lkdo1 #1

5732.200683] : innotek GmbH VirtualBox/VirtualBox, BIOS VirtualBox 12/01/2006

5732.200683] RIP: Oela:fomat_de:odemﬂﬂf@xm

5732.2008685] : ff ff 48 8d 42 82 b9 4c OO B0 OO 48 89 45 e8 e9 cd fc ff ff ©f be f2 48 c7 c7 68 e3 3b a0 c6 05 5e 4b c1 60 01 e8 2c 95 6
ff-:ﬁf:@bﬂ8h45e8e9fffeffff9@89f0cleﬂﬂs cl f8 08 89 c2

?32‘ 1 0018:Ffffb57fclae3a70 EFLAGS: 00010086

. 5 RAX: 0ODODDDOBEOEOAEO RBX: ffffb5Tfclae3abd RCX: GOOO0O0OOOOBOEOO
00000OEOOOOE0O0O3 RSI: FFFFFfffad3be358 RDI: FFFf987dfdb15488
ffffb57fclae3a88 RO8: 0OOOEOOOOEO00000 RA9: FFFfffffadb30s600
00000000a0b30221 R11: 0000000OFFFFFFff R12: FFFFffffcO600047
: 0POOEEODOOERO3ed R14: FFFFffffc T R15: FFFfffffc T
00007fa67a2ce540(0000) GS:ffff987dfdbooooe(e000) knlGs:0000000000000000
: 0010 DS: 00O ES: 0000 CRO: 0ODOOOODEOO50033
. R7: 0ODO560T51F8FT88 CR3: 0OODO0OO5F560005 CR4: O00000DDOOO6O6e0
JCchC] Call Trace:
.208691] wvsnprintf+0x66/0x510
2806911 wvscnprintf+0xd/ex30
.280692] wvprintk_store+0x3e/0x220
2886921 7 vprintk_func+8x47/0xcO
.288692] vprintk_emit+0xa9/@x2d0
.200692] 7 oxfFFFFffffco605000
.280693]  wvprintk_default+0x29/0x50
.288694]  vprintk_func+0x47 f@xcO
.200694]  printk+0x52/0x6e
.280694]  fp_in_lkm_init+8x5e/ox1000 [fp_in_lkm]
.280695] do_one_initcall+0xda/0x1fa
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CHAPTER
TWO

HOWTO DO LINUX KERNEL DEVELOPMENT

This is the be-all, end-all document on this topic. It contains instructions on how to become a
Linux kernel developer and how to learn to work with the Linux kernel development community.
It tries to not contain anything related to the technical aspects of kernel programming, but will
help point you in the right direction for that.

If anything in this document becomes out of date, please send in patches to the maintainer of
this file, who is listed at the bottom of the document.

* Introduction

So, you want to learn how to become a Linux kernel developer? Or you have been told by
your manager, “Go write a Linux driver for this device.” This document’ s goalis to teach you
everything you need to know to achieve this by describing the process you need to go through,
and hints on how to work with the community. It will also try to explain some of the reasons
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Process

*high™ Zddr

Userspace

virtual addresses

P1

Process

main() stack [rw-]

P2

v

Library mappings

*

main() stack [rw-]

D?EI

Library mappings

+

Process

Pn

main() stack [rw-]

YO

Library mappings

e

L -4
Heap Heap Heap
Uninitialized Uninitializad Uninitialized main() thread app thread
Initialized Initialized Initialized
i Text [Fx] i| Text [Fx] 5 i Text [r-x]i D usermode app
; 7 - _ . thread stack
main main 4 thrd2 thrd3 main "
L eeld aind 2 ? Pthrdz
User Space
Kernel Space
P |  pz iaii thra2 thrd3 | |Pn main thra2 |
| task_struct . | task_struct i} task struct::task struct | : . task struct ii task struct: .
! Kermnel : | Kernel Kernel! Kernel i = "' 1 Kerne! Kemnel:
i stack | | stack stack stack | | stack stack |
task struct task struct task_struct
Kernel
vAS kthrdl kthrd2 kthrdn
Kernel Kemnel Kernel
stack stack stack
Process Process Process
'high' addr p2 Pn
main() stack [rw-] main() stack [rw-] main() stack [rw-]
¥ Y ¥ |l
: o' :
. . .
Library mappings Library mappings Library mappings
. . .
. . .
Userspace . . .
virtual addresses f f *
Legend
Heap Heap Heap
Uninitialized Uninitialized Uninitialized main() thread app thread
Initialized Initialized Initialized
i Text [r-x] i  Text [r-x] 5 i Text [T'X]s D usermode app
? main maing § thrd2 thrd3 ?main thread stack
—1_ oxo L 2 Qthra2

User Space




Kernel Space

= .’,”; ------- | . p2 imain thrd2 thrd3 I | pn (i thra2 I
| task struct | task struct ii task struct::task struct i : : task struct ii task struct: .
| | it | o |
; Kernel : Kernel Kernel Kernel = Kernel Kernel:
i stack | I stack stack stack I | stack stack I
7 : I
| b n |
I_____'l DO s s s g R AN I Lo i i
- ; task_struct task struct task struct
erne
VAS zkthrdl §H11rd2 zkthrdn
Kernel Kernel h Kernel
stack stack stack
$ make

gcc -Wall -UDEBUG helloworld.c -o helloworld
strip --strip-all helloworld
gcc -9 -ggdb -gdwarf-4 -080 -Wall -Wextra -DDEBUG helloworld.c -o helloworld_dbg

5 1s

helloworld* helloworld.c helloworld_dbg* Makefile runit.sh*
& .frunit.sh

sudo stackcount-bpfcc -p 1497640 -r .*sys write.* -v -d

Tracing 10 functions for ".*sys_write.*"... Hit Ctrl-C to end.
o

ffffffffb24dde21 b'__x64 sys write'
ffffffffb2en008c b'entry_SYSCALL_64_after_hwframe'
7fa56dbednsy b'[unknown]'
495p2021646c726fF b' [unknown]'

1

ffffffffb24ddd41 b'ksys_write'
ffffffffb22044c7 b'do_syscall_o4'
ffffffffb2en008c b'entry_SYSCALL_64_after_hwframe'
7fa56dbednsy b'[unknown]'
495p2021646c726fF b' [unknown]'
1

Detaching...

s
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—1__ ox06
User Space
Kernel Space / kernel segment
P | - pg i thrd2 thrd3 | | pn imaln thrdZ |
| fask_struct . task struct if task struct:i:task struct i : . task struct ii task structi .
! Kernel Kernel Kernel Kemnel i+ "t Kemel Kemeli
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CPU scheduling, synchronization primitives,
signaling, timers, interrupt handling,
namespaces, cgroups, module support, etc VFs .
Kernel kemel Kernel
stack stack stack
Networking | | Virt sound | IPC | | Block 10 |

Device Drivers

| Network (MIC) | Character | | Storage
f 1 /
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The task structure

Inherited
across fork{)

OFDT
{open files)

VFS data

Hardware
Context

Pending/blocked
signals

FID, PPID

Credentials | Caps

Paging Tables

Signal Handling

AlD

Locks

Timers, Alarms

(PTEs)
Sched info Resource Limits
Namespaces Profiling info
Thread TLS
Security —
- LSMs IPC Structures
- seccomp

Audit Info

semop adj

Not inherited
across fork() i




= 4% FEFE LD AN

4 —
|

uname -r

sudo

7605.
7605.
7605.

.4.0-11kde1

insmod . /current_affairs.ko ; dmesg

102692 ]

nt affairs: inserted

109628] current:affairs:shuw_ctx():39

109639]

ent_affairs: in process context

PID 5 2205
TGID 5 2205
UID 5 ]
EUID : ® (have root)
name : insmod

current (ptr to our process context's task struct) :
oxffffeafd4aesdil6co (Oxffffafd4aesd116cO)
stack start : exffffoda3ciedseee (exffffoda3ciedsees)

sudo rmmod current_affairs ; dmesg | tail
7616.002865] current _affairs: in process context

PID g 2209
TGID 5 2209
UID 5 ]
EUID : @ (have root)
name : rmmod

current (ptr to our process context's task struct) :
exffffafq4afez3adase (exffffaf4afez3adse)
stack start : exffffoda3ceelcene (exffffoda3ce6lcoea)

7616.043353] current_affairs: removed



Threads

[16287.
[16287.
[16287.
[10287.
[10287.
[16287.
[16287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[16287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[10287.
[16287.
[10287.
[10287.

TGID  PID Current Stack-start

419993] 881 881 oxffffobeobss5f80e0 Oxffffbaffce998000
421278] 912 912 oxffffobooes58c2d8e® oOxffffbaffcoas8000
422776] 913 913 oxffffobooesoe0non oOxffffbaffcoas4000
424430] 938 938 oxffffobogesgedbod oxffffbaffcoboceoe
425889] 938 940 oxffffobeoe9g496cd® oxffffbaffcobil4000
427307] 938 941 oxffffobeofc3eca4e oxffffbaffcoad4000
428704] 938 942 oxffffobeofcc596c0 Oxffffbaffcoa8coo0
430202] 938 943  exffffobeofcc5adg8e exffffbaffcobiceee
431569] 938 944 oxffffobooesges4440 oxffffbaffcob24000
432960] 938 945 oxffffobooesgel6cd® oxffffbaffcob2ceoe
434417] 938 946 oxffffobeob65fads8e oxffffbaffcob34e00
435852] 938 947 oxffffoboob6ae2ds8® oxffffbaffcob3ceoe
437194] 979 979 oxffffobo9e5aadbod oxffffbaffco6e0000
438539] 981 981 oxffffobo9e9s84ads8e oxffffbaffcoaf4000
439832] 982 982 oxffffobooess48000 oxffffbaffcosf4000
441266] 1082 1082 oxffffobeofe3s444e oxffffbaffceo20000
442807] 1083 1083 oxffffoboofe3s16ce® oOxffffbaffco81co00
444219] 1427 1427 oxffffobo9a34denee oxffffbaffc10dcooe
445680] 1427 1428 oxffffoboosfc3nadse oxffffbaffcl10e4000
446959] 1427 1429 oxffffobeofc3e96ce oxffffbaffcl0ecoo0
448340] 1748 1748 oxffffobeob64eadse oxffffbaffcean8000
449635] 1750 1750 oxffffobeofae916cd Oxffffbaffc14f0000
451182] 1750 1759 oxffffobegeob7adse oxffffbaffcOae4000
452580] 1758 1760 Oxffffobege9b7dbee oxffffbaffc1528000
454007] 1844 1844 Oxffffobeofds5cc440 Oxffffbaffc17c0000
455235] 1873 1873 Oxffffob09a34d4440 Oxffffbaffc1820000
456450] 1878 1878 Oxffffobe9a34di6cd oOxffffbaffc1888000
457668 ] 1879 1879 Oxffffobeoa34d2dse oxffffbaffc1810000
459160] 1882 1882 oxffffobe9a34dsbee oxffffbaffc1768000
460920] 1887 1887 oxffffoboofdsc96cd® oxffffbaffc18a0000
462270] 2280 2280 oxffffobooesgeads8e oxffffbaffclacs8eoe
463463] 2281 2281 oxffffobeofe212dgse exffffbaffcla48000
464738] thrd_showall: total # of threads on the system: 159

Thread Name MT?#

(e e W o W

kerneloops
VBoxClient
VBoxClient
VBoxService
RTThrdPP
control
timesync
vminfo
cpuhotplug
memballoon
vmstats
automount
sshd

systemd
(sd-pam)
sshd

bash
packagekitd
gmain

gdbus

cupsd
cups-browsed
gmain

gdbus
kworker /u4:0]
kworker/0:1]
kworker/1:1]
kworker fu4:2]
kworker /u4:1]
km

sudo

insmod
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63

Oxffff fIff =

4 GB

PAGE_OFFSET

Kernel
Virtual Address
Space (VAS)

The
'‘Kernel
Segment'

0x3000 00 = 2 GB

virtual addresses

VAS

0x0

Process

Stack [rw-]

07 g

Library mappings

Library mappings

T

Heap

Uninitialized

Initialized

m.ar'ni iTEXt [H'I]s
¢ Sthrd2 thrd3
; 37

48 47 39 38

30 29 2120

12 11

Kva: 1111 ...

<unused>

1111

U va: 0000 ...

<unused>

PGD PUD

0000

PMD PTE

offset

16 bits

9 bits 9 bits

9 bits 9 bits

12 bits




Oxffff fTff Tfff fffT-5 16 EB
Canonical
1P8TE higher half:
kermnel segment

xffff 8000 DODO 0ODOO

Naon-canonical

addresses »
{unused)
Oxopool 7fff FFfFff FFFT 128 TE
Canonical
128718 fower half:
user WAS
0x0
With standard 4 KB Page size
N- Userspace Kernel-space
Addr s
Arch Le Bits VM “Split Start
vel vaddr End vaddr Start vaddr End vaddr
|A-32 2 32 3GB:1GB 0x0 Oxbfff Tfff OXcORO 0000( OxFfff ffff
ARM 2 32 2GB:2GB 0x0 OX7TfT TTff Ox8000 0EEO| OxFfff ffff
oxe000 7Tff Oxffff ffff
4| 48 | 128 TB:128 TB 0x0 FEEF FEFF oxffff 8000 POOO 0000 FEFE FFFF
x86_64 OxPOff Tfff OxXFFff ffff
X X
5* | GG 64 PB: 64 PB 0x0 FEFF FFFE Oxffoe 00RO PEEO OO FEEF FEFF
Ox0OE0 007f oxffff ffff
3| 39 | 512GB:512 GB Ox0 FFEF FFFF oxffff ffeee 0e00 eOO FEFE FRFF
Aarch64 OxP0E0 TTff OxFFff fTff
4| 48 | 256 TB: 256 TB oOx0 FFFE FFFF OXTTfT 0000 EEEE 0O FFEF FFFF

* >=4.14 Linux



OxffEfEEET
Kernel Segment Kernel Space
OxbffffEFT
Stack [rw-] Stack [rw-] Stack [rw-]
Y Y Y
| | " | |
| | | ]
Library mappings Library mappings Library mappings
Process Process aEs Process User Space
P1 . P2 u P'n [
L] n [ ]
L] ™ [
Heap Heap Heap
Uninitialized Uninitialized Uninitialized
Initialized Initialized Initialized
Text [r-x] Text [r-x] Text [r-x]
0x0
$ cat fproc/self/maps
555d83b65000-555d83b6d0A0 r-xp POOEOEEO B8:01 524313 /bin/cat
555d83d6c000-555d83d6d0E0 r--p POOO7000 08:01 524313 /binfcat
555d83d6d0O0-555d83d6e000 rw-p OOOO8EOO B8:01 524313 /bin/cat
555d840a7000-555d840c8000 rw-p 00OOOE0O 0O:00 O [heap]
7f7d1e7eP000-7f7d1f1afeee r--p EOAEEEEA A8:01 1186501 Jusr/lib/locale/locale-archive
7f7d1f1afee0-7f7d1f396000 r-xp 00000000 08:01 2102698 /1ib/x86_64-1inux-gnuflibc-2.27.s0
7f7d1f396000-7f7d1f596000 ---p 001e7000 A8:01 2102698 /1ib/x86_64-1inux-gnu/libc-2.27.s0
7f7d1f596000-7f7d1f59a000 r--p 001e7000 08:01 2102698 /1ib/x86_64-1inux-gnuflibc-2.27.s0
7f7d1f59a000-7Ff7d1f59c0680 rw-p ©01eb0o® 08:01 2102698 Jlib/x86_64-1inux-gnu/1libc-2.27.s0
7f7d1f59c000-7f7d1f5a0000 rw-p 00OOOOOO OO:00 O
7f7d1f5a0000-7f7d1f5c7000 r-xp 00000000 08:01 2102670 /1ib/x86_64-1inux-gnufld-2.27.s0
7f7d1f78c000-7f7d1f7bOOAO rw-p OOOEOEEO BO:00 O
Tf7d1f7c7000-7f7d1f7c8000 r--p 00027000 08:01 2102670 /1ib/x86_64-1inux-gnufld-2.27.s0
7f7d1f7c8000-7f7d1f7c9000 rw-p 00028000 08:01 2102670 /1ib/x86_64-1inux-gnu/1d-2.27.s0
7f7d1f7c9000-7f7d1f7cav@d rw-p GOOOOEOO 0O:00 O
7fffee9eaddd-7fffeecadbodd rw-p OOOOOEEH BO:00 O [stack]
Tfffeea43000-7fffeead46000 r--p 0OOOOO00 00:00 O [vvar]
Tfffeead6000-7fffeead8000 r-xp OOOOOOOO 00:00 O [vdso]
frffffrfff600000-fFFffffffff601000 r-xp 00000000 00:00 O [vsyscall]
S

kaiwan $ procmap --pid=5$(pgrep FAHViewer)

Detected machine type: x86_64, 64-bit system & 0S5

[ PROCMAP 1
Process Virtual Address Space (WAS) Visualization utility
https:/fgithub.com/kaiwan/procmap

Sun Aug 2 14:59:40 IST 2020

[=====--- Start memory map for 6190:FAHViewer ---=====]
[Pathname: fusr/bin/FAHViewer ]
$rmmmmm e ———————— KERNEL VAS end kva ---------ememeeaa- + FFFFFEFFFFFFFFFF

|<... K sparse region ...> [ 8.80 MB,--- ]
I I



$ommmmmmmssmeem———— USER VAS end uva ~--------semeeeeaa-
| fusrfbin/FAHViewer [ 4.33 MB,r-x,p,0x5foe0]

<... Sparse Region ... [ 13.01 GB,---,-,0x0]

T S OO DO OO DD D oD DD D DO D DD DD D D D D D D D D D D D DD D D 55 D 5 D 5 D S D S D D D D D S O e
| [vdso] [ 4 KB,r-x,p,0x0]
T S OO DO OO DD D oD DD D DO D DD DD D D D D D D D D D D D DD D D 55 D 5 D 5 D S D S D D D D D S O e
| [vwar] [ 12 KB,r--,p,0x@8]
Lo o o e S e T T T T T e T e T T T e ) e T ) T 1 7 1 ) 7 e 1 e e e 1 e e e e e e e

<... Sparse Region ... [ 92.71 GB,---,-,0x0]

eeeeTFFFFFFFfrfff

peea7fErfffrifet

BeeaTTfcbedd1000
BeeETTFcbeda00oa

Boea7ffcbed7do0O

BEEATTfcbecc40mm

aeeeTffcbeca3men

BOEETe591422000
BOEETTe591421000
BOBOT7fe591420000
BeEETe591417000
BeEETe591412000

BeEETe591416000



T B EEEE... + HOOOAOOOEO400HB0

| < Sparse Region =[ 3.99 MB,---,-,0x0]
I I
I I
A + 0BOBEEBEB1bFHAEE
| [heap] 6.46 MB,rw-,p,0x08]
I I
I I
T o o + BOOREBOOE1584000
| = Sparse Region = [ 2.98 MB,---,-,0x0]
I I
I I
A + 0BOBEEDOD1285060
| [-unnamed- ] [ 48 KB,rw-,p,0x8]
0 + 0BOBEEBOD127cBE0
| Sfusr/bin/FAHViewer [ 28 KB,rw-,p,0xe74000] |
A + 0BOBEEBOD1275060
| Sfusr/binf/FAHViewer [ 296 KB,r--,p,0xe2af®o] |
I I
A + 0BOBEEBOD1223060
|  fusr/bin/FAHViewer 9.45 MB,r--,p,0x4b5000] |
I I
I I
A + 0BOBEEBEDEDO10GO
[ < NULL trap > [ 4 KB,---,-,0x08] |
$rmmmmmmmememeeaeas USER VAS start uva -----=-=-scememau- + 0000000O0O0O0BO0
[=====--- End memory map for 6190:FAHViewer ---=====
[!] stats display being skipped (see the config file)
kaiwan $ |

User VAS . Kernel Segment

ox0 - oxbfff ffff : 3 GB

0xco00 0000 - oxffff ffff : 1 GB

User virtual address space

user virtual addresses fUva's)

0x0 - OXDFFf ffff (3 GB)

Direct-mapped RAM:
lowmem regfon

kernel fog!q.a'] addresses

Includes the vmalloc/ioremap, moedules, DMA, reserved,
[+ arch vector page/vD50y..], etc regions

kernel virtual addresses (kva's)

0x0

#19xc000,0000
(PAGE-OFFSET)

Physical RAM
page frames
(platform RAM)

0x0Q Physical addresses (pa's)

Oxffff £fff



rpi $ sudo rmmod show kernel seg 2>/dev/null ; sudo dmesg -C
rpi $ sudo insmod ./show kernel seg.ko ; dmesg |grep -v "Journal effective setting"
[ 9930.611526] show kernel seg: inserted

[ 9930.617597] 11kd minsysinfo(): minimal platform info:
CPU: ARM-32, little-endian; 32-bit 0S.

[ 9930.650276]
Some Kernel Details [by decreasing address]
S S +

[ 9930.650291] |vector table: ffffoeee - ffffleee | [ 4 KB]

[ 9930.689147] | [ .. .1 |
|fixmap region: ffcoooee - fffeEEEO | [ 3 MB]

[ 9930.689166] |vmalloc region: bbg8eoeee - ff8e0000 | [1888 MB = 1 GB]

[ 9930.715765] |lowmem region: 80000000 - bb4000GO | [ 948 MB = 0 GB]
| (above:PAGE OFFSET - highmem) |

[ 9930.715776] |module region: 7f000000 - 80000000 | [ 16 MB]

[ 9930.715786] | [ |

[ 9930.715800] 4-------cmmmmmmmm oo oo e eeo oo +

[ 9930.749197] show _kernel seq: skipping show userspace...

rpi $

Nuil trap Loadabie kernel modules

page 0 space (16 MB) Kernel VAS / kernel segment

? +—4 (16+2048 = 2064 MB) +
:Jtsei:,‘?asta, Direct-mapped RAM : Iap'i';')em V¥malloc / leremap region

libs, sta cks}"'

oxo

t  (uva's’= user virtual
4095 7

tkernel logical addresgbs) (kva's = kernel virtual addresses)

RAM sfze'.(‘ 948 MB) vmalloc size (1088 MB)

VMALLOC_START
(oxb880 0000)

Physical RAM
page frames
{platform RAM,

Bxbb40 0000

PAGE_OFFSET
(0x8000 0000)

TASK SIZE-1
Lox7eft TFff)

948 MB)

VMALLOC_END Oxffff FIff

oxffso egoo
(ox hxreda o000 O nan
Axmap

region (3 MB) page

DMA memory,
reserved regions



rpl S fprucmap --Dld 1 Verbuse

L dlsplLay =TI y d[ 4 PHEss =1

[v] kernel 1nLt kernel LKM and get details:

[v]l] debugfs location verfied

[i] kernel: building the procmap LKM now...

FatalError :: procmap: suitable build env for kernel modules is missing! Pl install the Linux
kernel headers (via the appropriate package)

[frame #1] ./err_common.sh:cli_handle_error:116 <-- top of stack
[frame #2] ./ferr_common.sh:FatalError:178

[frame #3] ./lib_procmap.sh:build_lkm:289

[frame #4] ./1ib_procmap.sh:init_kernel_lkm_get_details:317

[frame #5] ./procmap:main:d

.f1ib_procmap.sh: line 521: ftmp/procmapfarch_dtl: Mo such file or directory

rpl $ fprucmap --pld 1 --verbuse

L WLLL d1splLay =L or process =1

[ ] kernel 1n1t kernel LKH and get details:

[¥v] debugfs location verfied

[v] LEM inserted into kernel

[v] debugfs file present

[v] Parsing in various kernel variables as required

[v] set config for Aarch32:
Detected machine type: ARM-32, 32-bit 05

VECTORS_BASE = ffffoone
MODULES_VADDR = 7foo0ooe
MODULES_END = 80080000

VMALLOC_START = bb8ooooe

VMALLOC_END = ff3c06006
PAGE_OFFSET = 80000000
high_memory = bb4Gooas

TASK_SIZE = Tfooo080

ARCH = Aarch32

IS 64 BIT =0

PAGE_SIZE = 4096
KERNEL_WAS_SIZE = 2164260864
USER_WVAS_S5IZE = 2130706432
HIGHEST _KVA = Oxffffffff
START_KvA = 7foeonoo
START_EVA_DEC = 2130706432
END WA = Teffffff
ENMD_UVA_DEC = 21306706431
START_UVA = OxB



[ - PROCMAP -
Process Virtual Address Space (VAS) Visualization utility
https://github.com/kaiwan/procmap

Mon Aug 3 B85:18:15 BST 2020

[s====--- Start memory map for l:systemd ---=====]
[Pathname: /lib/systemd/systemd ]

VAS mappings: name [ size,perms,u:maptype,u:0xfile-offset]

T KERNEL VAS endkva =---ecececena-

|<... K sparse region ...> [ 59 KB,--- ]

vmalloc region [  1.06 GB,rw- ]

B e e .
| lowmem region [ 948.00 MB,rwx ]

|

|

|

|

|

1
| Kernel data [ 1.46 MB,... ]

|

|

| [rremrommemmem s s
| Kernel code [ 11.96 MB,... ]

|

|

|

|

L S O o OO A o S S O T D T e O e e S e e O S e e e e S e 1 ) e e e e e e e e S e
| module region: [ 16.00 MB,rwx ]

|

|

|

|

frmmmmememececenaas KERNEL VAS start kva =---cceceeeae-
LPosocscammemonnoss USER VAS end uva --------------
B3 Sparse Region = [ 1.38 MB,---,-,0x8]

|

|

B e e .
| [vdso] [ 4 KB,r-x,p,0x0]
S
| [wear] [ 4 KB,r--,p,0x0]

B e e .

frfie00

ffffooon

ffaono00

bbaooeaa

bb4coeea

80e784bT7

88bfffff

80000000

Teffffff

Teebl000
Teebbood

Teeafoon

<-- VECTORS_BASE

<-- VMALLOC_END

<=-- VMALLOC_START

<-- high_memory

<-- MODULES_EMD/PAGE_OFFSET



rpi $ uname -r
5.4.51-v7+
rpi $ sudo rmmod show kernel seg 2>/dev/null ; sudo dmesg -C
rpi $ sudo insmod ./show kernel seg.ko show uservas=1 ; dmesg |grep -v "Journal effective setting"
[10224.062806] Voltage normalised (0x00000000)
[10235.740208] show kernel seg: inserted
[10235.744027] 1lkd minsysinfo(): minimal platform info:
CPU: ARM-32, little-endian; 32-bit 0S.
[19235.771252]
Some Kernel Details [by decreasing address]

dececmecicasssssssssssssssssssssssssssssssssssssssssssssssssas +
[10235.810117] |vector table: ffffooee - ffffleee | [ 4 KB]
[10235.810130] | [...]1 I

|fixmap region: ffcooeoe - fffoepEe | [ 3 MB]
[10235.810142] |vmalloc region: bbseeeed - ff800000 | [1088 MB = 1 GB]
[10235.836752] |lowmem region: 80000000 - bb40000O | [ 948 MB = 0 GB]

| (above:PAGE OFFSET - highmem) |
[10235.836763] |module region: 71000000 - 80000000 | [ 16 MB]
[10235.870125] | [ oo ol |
[10235.870159] +------------ Above is kernel-seg; below, user VAS ---------- +

I [...] [

|Process environment 7ec9a8df - 7ec9afef | [ 1808 bytes]

| arguments 7ec9a8b4 - 7ec9aBdf | [ 43 bytes]

| stack start 7ec9a7a0

| heap segment 01260000 - 01a81000 | [ 132 KB]

|static data segment 0003fc48 - 00040038 | [ 1008 bytes]

| text segment 00010000 - 00021430 | [ 125 KB]

| [...1] |

B T T T L +
[10235.909717] Above: TASK SIZE = 2130706432 size of userland [ 2032 MB]

# userspace memory regions (VMAs) = 40

Above statistics are wrt 'current' thread (see below):
[10235.909736] 003) insmod :3989 | .N.@ /* show userspace info() */
rpi $



S sudo . /ASLR_check.sh

L T B o B R o
Simple [Kernel] Address Space Layout Randomization [ [K]ASLR checks:

Usage: ASLR_check.sh [ASLR_wvalue] ; where 'ASLR_wvalue' is one of:

B = turn OFF ASLR

1 = turn ON ASLR only for stack, VDSD, shmem regions

2 = turn ON ASLR for stack, VD50, shmem regions and data segments [0S default]

The 'ASLR_value' parameter, setting the ASLR walue, is optional; in any case,
I shall run the checks... thanks and wisit again!
B s B =
[+] Checking for (usermode) ASLR support now ...

{(in fproc/sys/fkernel/randomize va_space)

Current (usermode) ASLR setting = 2

=> (usermode) ASLR ON: mmap(2)-based allocations, stack, vD50 page,

shlib, shmem locations and heap are randomized on startup
B o = S
[+] Checking for kernel ASLR (KASLR) support now ...

(this kernel is ver 5.4.8-11lkde1, need == 3.14)

Kernel ASLR (KASLR) is On [default]
B N e o & NS WS
ASLR quick test:

Doing

egrep "heap|stack" fproc/self/maps

twice:

5660915f82000-560915Fa3000 rw-p OOOOERO0 00:00 O [heap]
Tffdbo4dseee-7ffdbo4fe0e8 rw-p OOOEOERG0 GB:00 O [stack]
55852f9f10008-55852fa12008 rw-p OOOEEREE AR:080 A [heap]
Tffc8ccO4000-7ffc8cc25000 rw-p OOBOOOO0 BO:00 @ [stack]

With ASLR:
enabled: the uva's (user virtual addresses) should differ in each run
disabled: the uva's (user virtual addresses) should be the same in each run.



5 sudo . /ASLR_check.sh @
o T B o T B B
Simple [Kernel] Address Space Layout Randomization [ [K]ASLR checks:

Usage: ASLR check.sh [ASLR_wvalue] ; where 'ASLR_wvalue' is one of:

B = turn OFF ASLR
1 = turn ON ASLR only for stack, VDSO, shmem regions
2 = turn ON ASLR for stack, VDSO, shmem regions and data segments [0S default]

The 'ASLR_value' parameter, setting the ASLR walue, is optional; in any case,
I shall run the checks... thanks and wvisit again!
B o S L o =
[+] Checking for (usermode) ASLR support now ...

(in fproc/sys/kernel/randomize_va_space)

Current (usermode) ASLR setting = 2

=» (usermode) ASLR OM: mmap(2)-based allocations, stack, vDSO page,

shlib, shmem locations and heap are randomized on startup
B L R T L L B S 3
[+] Checking for kernel ASLR (KASLR) support now ...

(this kernel is ver 5.4.8-11lkd@1, need == 3.14)

Kernel ASLR (KASLR) is On [default]
B N e N e
[+] Setting (usermode) ASLR value to "0" now...
ASLR setting now is: @

=> (usermode) ASLR is curently OFF
B L R T L L B S 3
ASLR quick test:

Doing

egrep "heap|stack" [fproc/self/maps

twice:

555555782000 -5555557achEd rw-p DOOOOOOE OO:00 @ [heap]
Tffffffdend-7FHffffffooe rw-p OOOOEHO0 O0:060 O [stack]
555555782000 -5555557achod rw-p DOOOOBEE BO:00 O [heap]
TEfffffdenpo-7FHffffffond rw-p OOOOGRGE BO:00 O [stack]

With ASLR:
enabled: the uva's (user virtual addresses) should differ in each run
disabled: the uva's (user virtual addresses) should be the same in each run.



AMD Bulldozer [32 GB]

Socket P#0 [16 GB]

NUMA Node P#0

Phy RAM 8 GB on bank

Zone 1

Zone n

o

SMP cores (0 - 7)

LI It
0 7

¥ 3

page frames

17

page frames

\| A 4

N

RAM controller [

NUMA Node P#1

Phy RAM 8 GB on bank

Zone 1

=

Zone n

1
SMP cores (8 - 15)

CLICT I
B 15

F

page frames

page frames

1\\ h 4
RAM controller [

Socket P#1 [16 GB]

NUMA Node P#2

Phy RAM 8 GB on bank 2

Zone 1

Zone n

SMP cores (16 - 23)
 a—
3

page frames

)

page frames

\I\ h 4

N\

RAM controller [

NUMA Node P#3

Phy RAM 8 GB on bank 3

Zone 1

Zone n

va

SMP cores (24 - 31)

LLILEIEL L

page frames

page frames

I\ v

N "4

RAM controller

b4

Interconn

ect




Node O

... Zone DMA ...

o Zone DMA3Z ...

.o Zone NORMAL ...

Legend

Node N-1

.. Zone DMA ...

.. Zone DMA32 ...

... Zone NORMAL ...

D Node
D Zone
D Page frame

User VAS "

Kernel Segment

o0x0 - oxbfff ffff : 3 GB

0xc000 0000 - Oxffff ffff : 1 GB

User virtual address space , K
0x0 - Oxbfff i Direct-mapped RAM:
4 lowmem regfon
nEn 2

kernel fogh;a'] addresses

user virtual addresses fliva's)

Includes the vmalloc/ioremap, modules, DMA, reserved,
[+ arch vector page/vDS0y..]. etc reglons

kernel virtual addresses (kva's)

0x@ 2 #10Xcg00 0000
’ PAGE-OFFSET)

PhySIcaLRAM

Pégé frames &
» latl:pi'm RAM)

snal

0x0 Physical addresses (pa's)

Oxffff ffff



Chapter 8: Kernel Memory Allocation for Module Authors -

Part 1

Kernel Subsystem

(sched f VFS /IPC /net/ ...)

- Device Driver

Page Allocator (or Buddy System Allocator)

Buddy System
freelist
.._Or'fjl?r_.._.._.._.._.._ Page Frames
= 5 |5 - 2~0 _ 1
- .. f—
1 2~1 = 2
‘ 2 JJ 272 = 4
|9 —= —= ~ _
273 = 8
e I

MaX_ORDER- 10

— g e

Ty
K

279 = 512

2710 = 1024

KB / MB

4 KB

8 KB

16 KB
32 KB

2 MB

4 MB




S cat /proc/buddyinfo

Node ©, zone DMA 35 24 37 28 13 5 4 1 6 0 ©o
Node @, zone DMA32 3173 1378 562 678 146 51 23 5 © 6 ©
$
order O order 1 [...] order 10
| \
I \
| Zone Zone Zone ‘
I \
I
| \
I \
I \
- . Fallback

3 list




rpi4 $ lsmod |grep lowlevel mem Llkm
Llowlevel_mem_Llkm

rpid $
rpid $

[

[
[
[
[
[
[
[
[

[
[
[
[
[
[
[
[
[
[
[
[
[

[
[
[

rpi4 $

7769.
[ 7769.
7769.
7769.
7769.
7769.
7769.
7769.
7769.
7769.

7769.
7769.
7769.
7769.
7769.
7769.
7769.
7769.
7769.
7769.
7769.
7769.
7769.

7769.

7791
7791

% sudo

[
[

sudo]
12747.

16384 ©

sudo rmmod lowlevel mem lkm ; dmesg

763984]
764001]
764012]
764026 ]
764039]
764051]
764063]
764075]
764093]
764131]

764143]
764155]
764166 ]
764178]
764190]
764202]
764213]
764225]
764237]
764249]
764260]
764278]
764295]

764313]
.066874]
.066905]

lowlevel mem: ©. Show identity mapping: RAM page frames :
start kaddr c0000000, len 20480, contiguity check is on

show

- pg#_
00000
00001
00002
00003
00004
lowle

phy pages():
____Va____
0xcO000000
Oxc0001000
0xc0002000
0xc0003000
0xc0004000

0x0000000000000000
0x6000000000001000
0x6000000000002000
0x0000000000003000
0x0000000000004000

kernel virtual pages :: 1:1
-PFN-

0

1

2

3

4

vel mem: 1. get free page() alloc'ed 1 page from the BSA @ 2b8441ff (d6350000)

Lowlevel mem: 2. get free pages() alloc'ed 2°3 = 8 page(s) = 32768 bytes
from the BSA @ b0al4090 (d73e8000)
(PAGE SIZE = 4096 bytes)

show phy pages():
-pg#-  ----va----
00000 0xd73e8000
00001 0xd73e9000
00002 0xd73eab00@
00003 0xd73eb00o
00004 0xd73ec000
00005 0xd73ed00O
0xd73ee000

0xd73efo00

mem:

0x00000000173e8000
0x00000000173e9000
0x00000000173ea000
6x00000000173eb0BO
0x00000000173ec000
6x00000000173ed000O
0x00000000173ee000
0x00000000173eT000

start kaddr d73e8000, len 32768, contiguity check is on

-PFN-
95208
95209
95210
95211
95212
95213
95214
95215

mem: 3. get zeroed page() alloc'ed 1 page from the BSA @ a81b4775 (d63b2000)
mem: 4. alloc page() alloc'ed 1 page from the BSA @ 396e9eaf (d676e000)

page addr=026b942c (dd8364a0))

mem: 5. alloc pages() alloc'ed 32 pages from the BSA @ 83cbb79d (d6200000)
mem: free-ing up the BSA memory chunks...

removed

rmmod lowlevel mem lkm 2>/dev/null ; sudo dmesg -C; sudo insmod ./lowlevel mem lkm.ko ; dmesg
password for llkd:

kernel virtual pages :: 1:1

start kaddr ffff888000000000, len 20480, contiguity check is on

--PFN--

BEWNFE

vel mem: 1. _ get free_page() alloc'ed 1 page from the BSA @ ffff88804e835000 (ffff88864e835000)

start kaddr ffff88805d820000, len 32768, contiguity check is on

--PFN- -
383008
383009
383010
383011
383012
383013
383014
383015

vel mem: 3. get_zeroed page() alloc'ed 1 page from the BSA @ ffff88804e2dfeee (ffff88804e2dfo00)

967238] lowlevel mem: 0. Show identity mapping: RAM page frames :
.969619] show phy pages():
.971982] -pg#- ------- V@-------  meeeee-- pa--------
.974140] 00000 Oxffff888000000000 @x0000600000000000
.976262] 0eEE1 Oxffff888000001000 OxPOEAEEAEEAOE1O0O
.978384] 00002 Oxffff888000002000 ©xB000000000002000
.980340] 00003 O0xffff888000003000 ©xBEEE00OOOEEE3000
.982356] 00004 Oxffff888000004000 Ox0000600000004000
.984246] lowle
.988101] lowlevel mem: 2. _ get_free_pages() alloc'ed 2*3 = 8 page(s) = 32768 bytes
from the BSA @ ffff88865d820000 (ffff88805d820000)
.992492] (PAGE SIZE = 4096 bytes)
.994432] show_phy pages():
.996710] -pg#- ------- - R pa--------
.998893] 00000 Oxffff88805d820000 ©xBEEEOOOO5dB20000
.001197] 00001 Oxffff88805d821000 ©x0000E0005d821000
.003358] 00002 Oxffff88805d822000 ©x000060005d822000
.005417] eeeE3 Oxffff88805d823000 OxPOEEOEEO5d323000
.007451] 00004 Oxffff88805d824000 ©xBEEE00005d824000
.009418] 00005 Oxffff88805d825000 ©x0000E0005d825000
.011368] 00006 Oxffff88805d826000 @x000060005d826000
.013327] eeee7 0xffff88805d827000 OxPOEROEEO5d327000
.015712] lowle
.019612] lowle

.025924]

vel mem: 4. alloc page() alloc'ed 1 page from the BSA @ ffff88804e2de00@ (ffff88804e2deddd)

(struct page addr=ffffea®@@138b780 (ffffead®d0138b780))

lowlevel mem: 5. alloc_pages() alloc'ed 32 pages from the BSA @ ffff88800fe20000 (ffff88800fe20000)



$ sudo vmstat -m|head -ni1

Cache Num Total Size Pages
$ sudo vmstat -m |grep --color=auto "“kmalloc"
kmalloc-8192 45 54 8448 3
kmalloc-4096 3444 3542 4352 7
kmalloc-2048 844 975 2176 15
kmalloc-1624 891 1274 1152 14
kmalloc-512 2303 2676 640 12
kmalloc-256 1169 1248 320 12
kmalloc-192 1198 1408 256 16
kmalloc-128 1612 1617 192 21
kmalloc-96 2080 3552 128 32
kmalloc-64 5247 7014 96 42
kmalloc-32 2967 3400 48 85
kmalloc-16 5888 5888 32 128
knallnc—ﬂ 5333 6290 24 170
$

[ 1 kmalloc() succeeds, (actual KVA) ret value = d8af6800

[ 1 gkptr before memset: 000EOEOO: 00 70 af d8 GO 0O GO 00 OO 00 0O GO 0O 0O 00 0@ .P.......ovvvn..
[ . 1 gkptr before memset: 0OPEOOLO: OO 0O GO GO GO OO GO 00 OO OO0 0O GO 0O 6O 0O 00 ................
[19808.874017] ogkptr after memset: 00000000: 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d mmmmmmmmmmmmmmmm
[ 1 gkptr after memset: 00000010: 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d 6d mmmmmmmmmmmmmmmm
[ ] slabl: context struct alloc'ed and initialized (actual KVA ret = d8594000)

[ ] ctx: 000CO0E0: GO 60 OA GO 60 OM GO 60 0P GO 60 00 00 00 00 B0 .........c.vvu..

[ ] ctx: 0000OO10: GO 0O OO GO OO OO GO OO OO GO OO0 OO 0O 00 00 OO ...........0uu.n

rpid slabl $
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slab3_maxsize: inserted

kmalloc( 0) = 0xed21e872
kmalloc{ 200808) = @x018a5208
kmalloc({ 400000) = Oxeef720d6
kmalloc( 60E000) = Bxc442a50c
kmalloc({ 800808) = Oxcd42as50c
kmalloc(10@0800) = @xcd42as50c
kmalloc(1200000) = Bxc442a50c
kmalloc(1400000) = 0xc442a50c
kmalloc(1600800) = @xcd442a50c
kmalloc(1800800) = @xcd42as50c
kmalloc(2000000) = Bxc442a50c
kmalloc(2200000) = 0x4a074daa
kmalloc(2400000) = Gx4ab74daa
kmalloc(2600000) = Gx4aB74daa
kmalloc(2800000) = Ox4aB74daa
kmalloc(3000000) = Ox4ad74daa
kmalloc(3200800) = Gx4ad74daa
kmalloc(3400000) = 0x4aB74daa
kmalloc(3600000) = 0x4a074daa
kmalloc(3800000) = @x4ad74daa
kmalloc(4008000) = Gx4ab74daa

------------ [ cut here ]
AR Z CPI.I. 2 PID: 1249 at mm/page_alloc.c:4731 __alloc_pages_nodemask+0x230/0xeb8

» : in: slab3_maxsize(0+) rfcomm cmac bnep hci_uvart btbcm bluetooth ecdh_generic ec
c BB21q garp stp 'I.'I.l: brmfnal: bremutil sha256_generic libsha256 cfg88211 rfkill bem2835_codec(C) bem2835_isp(

C) v4l2_mem2mem bcm2835_v4l2(C) raspberrypi_hwmon bcm2835_mmal_vchiq(C) videobuf2_dma_contig videobuf2_vmallo
¢ videobuf2_memops videobuf2_v4l2 videobuf2_common snd_bcm2835(C) videodev snd_pcm mc snd_timer ve_sm_cma(C)
snd uio_pdrv_genirqg ulo fixed i2c_dev ip_tables x_tables ipvé nf_defrag_ipvé [last unloaded: slabi]

[ s K R M K e K B K K K K L

391.
391.
391.
391.
391.15
391.
391.
391.
391.
391.
391.
391.
391.
391.15

153130]

PU: 2 PID: 1249 Comm: insmod Tainted: G
i are name: BCM2835

co 5.4.51-v7+ #1

[«8010cb68>] (dump_backtrace) from [<8010cedc>] (show_stack+0x20/0x24)
r6:b5ea2000 r5:fFFFfFff r4:00000000 r3:eb02066f

[<8010ce2c>] (show_stack) from [<80885f21c>] (dump_stack+0xd4/0x120)

[<8085Ff148>] (dump_stack) from [<8011e9fc>] (__warn+0xed/0x108)

r9:0000127b r8:802ab194 r7:00000009 r6:80ab4918 rS5:00000000 r4:00000000
[=8011e91c>] (__warn) from [<801leab8>] (warn_slowpath_fmt+8x94/0xa0)
ro:0000000b r8:0000127b r7:00000009 r6:80ab4918 r5:802ab194 r4:00000000
[«B011ea28>] (warn_slowpath_fmt) from [<802abl94>] (__alloc_pages_nodemask+0x230/0xeb8)
r8:802c004c r7:00000ccl r6:00401640 rS5:ad800000 r4:00000000

[<802aaf64>] (__alloc_pages_nodemask) from [<80288e60>] (kmalloc_order+0x2c/0x84)
ri0:7f1ace88 r9:0000000b r8:802c004c r7:00000cc r6:00401640 r5:ad8eooon
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391.153320
391.153323
3921.153328
391.153334
391.153338
391.153343
391.153347
391.153352
548.838970

[<801bdbca>] (sys_finit_module) from [<80101000>] (ret_fast_syscall+ox6/0x28)
Exceptton stack(®xb5ea3fad to OxbSea3ffa)
5 31fa8700 TefllT7c4 OOOOOOO3 00024064 OOOEOOOO DODOEOO4
1: 31faB700 Tefil7cd 0003fce8 BOOOO17b 01b237e0 00000000 OOOODOOZ DODOODOO
1: Tef115f8 Tef115e8 00022cb8 Tecd6afo

rB 801011c4 r7:0000017b r6:0003fce8 r5:7ef117cd r4:31fa8700
-==[ end trace 95ab43fba62b2d3a ]---

RMdllnc fail, size2alloc=4208000

slab3_maxsize: inserted

kmalluc( @)

]

]

13

]

153

]

]

]

]s
548.838988] = OxeB21e872
548.839003] kmalloc( 266080) = Gxeef720d6
548.839020] kmalloc( 486080) = OGxeef720d6
548.839039] kmalloc( 66GEAO) = Bxcd42a50c
548.839054] kmalloc( 88GEAO) = Bxcd42a5bc
548.839068] kmalloc(1086080) = Bxcd42asbc
548.839091] kmalloc(1286080) = Bxc442as6c
548.839124] kmalloc(1486080) = Oxc442as6c
548.839464] kmalloc(1666000) = Oxc442as6c
548.839490] kmalloc(1886000) = Bxc442as6c
548.839510] kmalloc(20686600) = Bxcd42a56c
548.839554] kmalloc(2260000) = Gx4a074daa
548.839589] kmalloc(2460000) = Gx4a074daa
548.839624] kmalloc(2600000) = Gx4a074daa
548.839658] kmalloc(2800000) = Gx4a074daa
548.839691] kmalloc(3000000) = Gx4a074daa
548.839726] kmalloc(3200000) = Ox4a074daa
548.839759] kmalloc(3400000) = Ox4a074daa
542.839793] kmalloc(3600000) = Gx4a074daa
548.839826] kmalloc(3800000) = Ox4a074daa
548.839860] kmalloc(4060000) = Gx4a074daa

]

548.

kmalloc fail, sizeZalloc=4208000
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92.257218] s ze: inserted
92.259948] Actual :
92.261041] 128 :
92.261826] 262144
92.262615] 524288
92.267690] : 1048576 :
92.269786] : 1048576 :
92.2714108] : 1048576
92.272284] : 2097152
92.272994] + 2097152 @
92.273695] : 2097152
92.274337] kr : 2097152
92.275292] kr » 2097152
92.276297] : 4194304
92.277615] : 4194304
92.277698] : 4194304
92.278395] | : 4194304
92.279326] k + 4194304
92.280145] | : 4194304
92.280829] k : 4194304
92.281511] | : 4194364
92.282192] | : 4194304
92.282994] k : 4194304
92.283765] - ----[ cut here 1-----
92.284281] &

92.285225] Modules

S LinKed

o
-

994204 :
794204 :
594204 :
394204 :
194204 :

Wastage :
28 :
62044 :
124188 :
448476 :
248476 :
48476 :
897852 :
697852 :
497052 :
297852 :
97052 :
1 1994204 :
: 1794204 :
: 1594204 :
1394204 :
+ 1194204 :

Waste %

31%
31%
T4
31%
4%
T4
49%
31%
16%
4%
966
Ta%
61%
49%
39%
31%
23%
16%
166
4%

: CPU: 1 PID: 1525 at mm/page_alloc.c:4738

__alloc_pages_nodemask+0x40d/0x520
slabd_actualsize(0E+) vboxsf(0E) vboxvideo(OE) vmwgfx snd_intel8x®

m_kms_helper snd_timer aesni_intel glue_helper syscopyarea crypto_simd snd_seq_device cryptd sysfillr
92.2%0634

1 PID: 1525 Comm: insmod Tainted: G

video mac_hid vboxguest(OE) sch_fq_codel parport_pc ppdev lp parport ip_tables x_tables autofs4 hid_g
[ 92.290634] CPU:

]C
[ 92.291549]
[ 92.292446]
[ 92.294196] C
4c 8b 3c 25 co f
[ 92.299994] RSP

100

GB:I.E:

*
-

are name:
dime s

0018: FFFf888035977728 EFLAGS: 00010246

OE

Slab/Page Allocator: Requested vs Actually allocated size Wastage in Percent

5.4.8-11kd02-kasan #4
innotek GmbH VirtualBox/VirtualBox, BIOS VirtualBox 12/01/2006
__alloc_pages_nodemask+0x40d/0x520

le: Bf 84 2a fe ff ff BO ce 01 e9 22 fe ff ff 4c 89 ff e8 c7 21 fa ff 49 89 c7 e9 bb
hG
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Chapter 9: Kernel Memory Allocation for Module Authors -
Part 2

[25016.805844] slab_custom: inserted
[25016.80891088] slab custom: sizeof our ctx structure is 328 bytes

using custom constructor routine? yes
[25016.816516] [ker wver = 2.6.38 cache name deprecated...]
[25016.820293] slab_custom:our_ct cr( in ctor: just alloced mem object is @ @xffff8880537f6440
[25016.823825] slab _custom:our_ctor in ctor: just alloced mem object is @ Oxffff888053775e40
[25016.827274] slab_custom:our_ctor in ctor: just alloced mem object is @ Oxffff888053774640
[25016.8305108] slab_custom:our_ctor in ctor: just alloced mem object is @ @xffff8880537f6d40
[25016.8332108] slab_custom:our_ctor in ctor: just alloced mem object is @ Oxffff8880537f6a40
[25016.835664] slab_custom:our_ctor in ctor: just alloced mem object is @ Bxffff8880537f4940
[25016.837871] slab_custom:our_ctor in ctor: just alloced mem object is @ Oxffff8880537F7340
[25016.840003] slab custom:our_ctor in ctor: just alloced mem object is @ Oxffff8880537f4c40
[25016.841913] slab_custom:our_ctor in ctor: just alloced mem object is @ Oxffff8880537f6740
[25016.843975] slab_custom:our_ctor in ctor: just alloced mem object is @ @xffff8880537f5b4o
[25016.845800] slab _custom:our_ctor in ctor: just alloced mem object is @ Oxffff888053775240
[25016.847559] slab_custom:our_ctor in ctor: just alloced mem object is @ OxffffB888053774340
[25016.849319] slab_custom:our_ctor in ctor: just alloced mem object is @ OxffffB8880537F7640
[25016.851086] slab_custom:our_ctor in ctor: just alloced mem object is @ Oxffff8880537f4f40
[25016.852843] slab _custom:our_ctor in ctor: just alloced mem object is @ Oxffff888053775840
[25016.8545308] slab _custom:our_ctor in ctor: just alloced mem object is @ @xffff8880537Ff7040
[25016.856354] slab_custom:our_ctor in ctor: just alloced mem object is @ @xffff8880537Ff7940
[25016.858116] slab_custom:our_ctor in ctor: just alloced mem object is @ Oxffff8880537f6140
[25016.859915] slab custom:our_ctor in ctor: just alloced mem object is @ Oxffff888053774040
[25016.861667] slab_custom:our_ctor in ctor: just alloced mem object is @ OxffffB880537f7c40
[25016.863448] slab_custom:our_ctor in ctor: just alloced mem object is @ Oxffff8880537F5540
[25016.865210] Our cache oh]ect (@ fsssasa?f544a, actual=ffff8880537f6440) size is 328 bytes; ksize=328

—h\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.
=y s s8 mE es Ee 8 S8 88 S8 se S8 8 &e 84 S8 e8 sa es se se #

L S

[25016.867948] obj: GOEEEOGO: GO GO GO GO GO OO GO OO OO OO0 OO 6O B0 B0 00 B  .....cvvveennnuae
[250816.8708022] obj: COEEEO10: GO GO GO GO GO OO GO OO OO OO0 OO 60 B0 B0 00 B  .....cvvveennnaee
[25016.8720834] obj: DOGOEO20: GO GO GO GO OO OO GO OO0 OO OO OB OO BB B0 0D B  .......cccusuaes
[250816.8735976] obj: DOGOEO30: GO GO GO GO OO OO0 GO OO0 OO OO OB OO B0 B0 0D B  ......ccccusuues
[250816.875954] obj: GOEEEO40: GO GO GO GO GO OO GO OO OO OO0 OO 6O B0 B0 00 B  .....cvvveennnuee
[250816.877816] obj: COEEEOS0: GO GO GO GO GO OO GO OO OO OO0 OO 60 B0 B0 00 B  .....cvvveennnaee
[25016.879668] obj: DOGOAOG0: GO GO GO 0O OO OO GO OO0 OO OO OB 0O BB B0 0D BO  ......ccccusuaes
[250816.881543] obj: 0OGEEOTO: GO GO GO 0O OO OO0 GO OO0 OO OO OB OO B0 B0 0D BO  .......cccusuaes
[250816.883415] obj: GOEOEOS0: GO GO GO GO GO OO GO OO OO OO0 OO GO0 B0 B0 00 B  ....cvvveennnuen
[250816.885245] obj: GOEEEO%0: GO GO GO GO GO OO GO OO OO OO0 OO GO0 B0 B0 00 B  ....cvvveennnnne
[25016.8865987] obj: DOGOEO20: GO GO GO 0O OO OO0 GO OO0 OO OO OB OO B0 B0 0D BO  ......ccccusuues
[25016.888742] obj: 0OGEEODO: GO GO GO GO OO OO0 GO OO0 GO OO OB 0O BB B0 0D B  .......cccusuaes
[25016.890364] obj: GOGOEOCH: GO GO GO G0 OO G0 GO OO OO 0D GO GO B0 00 00 B0 ......ccceveeees
[25016.892120] obj: GOEEEAHO: GO GO GO GO GO OO GO OO OO OO0 OO 6O B0 B0 00 B  ....cvvveennnuee
[25016.894580] obj: GOEEAOe0: GO GO GO GO GO OO GO OO0 GO OO OO 0O B0 B0 0D B  ....cvvveennnaaes
[250816.896177] obj: 0OGEEOfE: GO GO GO GO OO OO0 GO OO0 OO OO OB 0O B0 B0 0D BO  .......cccesuaes
[25016.898166] obj: GOODA100: OO GO GO G0 GO 60 B0 60 38 38 37 35 2e 38 38 37 ........ 8875.887
[25016.900042] obj: GOEOA110: 35 2c 38 2e 33 2c 39 36 2c 30 GO 6O GO 0O 00 B 5,0.3,96,0......
[250816.9081562] obj: GOEEE120: 6O GO GO GO GO OO GO A0 GO OO OO OO B0 B0 00 B  .....cvvveennnnne
[250816.%03193] obj: 0OEEE130: 60 GO GO G0 OO OO0 GO OO0 OO OO OB OO B0 B0 0D B  .......cccusuues
[25016.904737] obj: OOOBA140: OO GO GO 66 GO BB BB BE L.
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17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

28
28
28
28
28
28
28
28
28
28
28
28
28
28
28
28

fed31
fed31
fed31
fed31
fed31
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fed31
fed31
fed31
fed31
fed31
fed31
fed31
fed31
fed31
fed3l

17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed31
17:28 fed3l
17:28 fed3l
17:28 fed3l
17:28 fed3l
17:28 fed3l
17:28 fed3l
17:28 fed3l

kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

poison_test: custom cache destroyed; removed

poison_test: inserted

poison_test: sizeof our ctx structure is 152 bytes

using custom constructor routine? no

[ker ver > 2.6.38 cache name deprecated...]
Our cache object (@ OxOREAEEAEAO154%9e39, actual=0xffff8f7632123d80) size is 152 bytes; ksize=152
obj: DDBEEEEA: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk

obj: DBEEEE18: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk

obj: 0DDBOO28: 6b 6b 6b &b &b &b &b &b &b &b &b &b &b &b &b &b kkkkkkkkkkkkkkkk

obj: DDDBOO38: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk

obj: ooooeB4e: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk

obj: DBEEBESE: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk

obj: DDBEEEGA: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
obj: DBEEEATA: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
obj: DDBOEESA: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
obj: DBEEEE98: 6b 6b 6b 6b 6b 6b 6b as kkkkkkk .

—————————————— after memset s, 'z", 16 : ------------
obj: GAOEEAAAA154%e39; Ta TaTaTa 7Ta Ta Ta TaTa Ta Ta 7a 7Ta 7a Ta Ta ZZrZZzZZZrIiiiii
obj: DDDEDOOOOT22b8ab6: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
obj: oopoooBBf6326296: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
obj: DDBDBOBBBG8cca351l: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
obj: DoBOOEBRGef6d99d: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
obj: DDODOOOBR248f0168: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
obj: DDODDOOBB48899857: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
obj: 0DDDOOBBfe8d82f0: 6b 6b &b &b 6b &b &b 6b 6b &b &b 6b 6b 6b &b 6b kkkkkkkkkkkkkkkk
obj: Dooooooa4sfonfe3: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk

obj: PEPEEEARReatTect6: 6b 6b 6b 6b 6b 6b 6b as kkkkkkk .
obj: PAORERGReasTect6: 6b 6b 6b 6b 6b 6b 6b as kkkkkkk.
BUG poison_test (Tainted: G B [+] 3 ): Poison overwritten

INFO: Gx0000000001549e39-0x00000000d178cT62. First byte Ox21 instead of ©x6b
INFO: Allocated in OxFfffffffcOdafOc8 age=45508 cpu=0 pid=7757

__slab_alloc+dxic/ox30

kmem_cache_alloc+0x23e/0x270

OxFFFFFFffcodafocs

do_one_initcall+0Ox6e/0x254

do_init_module+0x5c/0x230

load_module+0x2758/0x2a20

__do_sys_finit_module+Oxaa/0x110

do_syscall_64+0x5b/0x180

entry_SYSCALL_64_after_hwframe+0x44/0xa9
INFO: Freed in slab_custom_exit+0x13/0xf2d [poison_test] age=15 cpu=0 pid=7785

kmem_cache_free+0x2df/ox300

slab_custom_exit+0x13/0xf2d [poison_test]

__x64_sys_delete_module+0x13f/0x280

do_syscall_64+0x5b/0x180

entry_SYSCALL_64_after_hwframe+0x44/0xa9
INFO: Slab Ox0E0000002a6b69d9 objects=14 used=0 fp=0xE0OO00M001549e39 flags=0xfffedO0010200
INFO: Object @x0000000001549e39 @offset=7552 fp=0x000000007b344c6b
Redzone ©00000003e2471ad: bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb  ......ccvviuanns
Redzone ©0000000406bedd4: bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb .......civiuanns
Redzone ©00000001badcd95: bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb  ......cciviuanns
Redzone ©0000000475f60c2: bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb
Object 0OOEEEOO01549e39: 21 21 21 21 21 21 21 21 21 21 6b 6b 6b 6b 6b 6b
Object POEEOROO722bBab6: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
Object POEEOROOT6326296: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
Object POEEOROR6Bcca351: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
Object POEEOROR6ef6d99d: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
Object 0OEEOROO248f0168: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
Object POEEOROR48099057: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
Object 0OEEOPOOFeBdB2f0: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
Object DOEEOROR45FIOFe3: 6b 6b 6b 6b 6b 6b 6b sh 6b 6b 6b 6b 6b 6b 6b 6b kkkkkkkkkkkkkkkk
Object DOOPODOPeatTect6: 6b 6b 6b 6b 6b 6b 6b a kkkkkkk .
Redzone BEOOOOBO8937cab7: bb bb bb bb bb bb bb hb
Padding ©0000A0Acle31d5b: 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a IZ7Z7I7777772777
Padding eeeeeeeAdldbl0a0: 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a 5a IZ7Z77I7777772777
Padding 0000000001d18bd2: 5a 5a 5a 5a 5a 5a 5a 5a Z1Z77272




[ 65.792406] wvmalloc_d
[ 65.792439] wmalloc_d

mo 2 ading out-of-tree module taints kernel.

- tainting kernel

65
65
65
65
65
65

L M W W N W |

65
65
65
65
65

L W M M W e |

1199
1199
1199
1199
1199
1199

[ W N W W W |

1199
1199
1199
1199
1199
1199
1199
1199
1199
1199
1199
1199
1199
1199
49 cb
f ff
1199
1199
1199
1199
1199
1199
1199
1199
1199
1199
1199

[ W W s I s W s W W s B s W W e W s W W W |

1199
1199
1199
1199
1195
1195
1195
1195
1199

Lo W W s W s W s W s W s W s W s W s s W s W s W o s W I s W s W s W W |

1199.

.792943] vmalloc_demo: inserted

L792949] 1. wvmalloc():  wvptr_rndm = Ox080080000FccTTedd (actual=0xffffaB58cO80doaa)

.792951] content: 4Ff OO0 06 GO GO0 OO0 GO GO OO OO0 6O OO0 60 60 00 B O..c..vveennaan.

L792955] 2, wvzalloc():  wptr_init = Ox00080088c35b38e5 (actual=0xffffaB58c08210680)

.792956] content: OO GO0 GO OO0 00 G0 OO0 00 OO0 OO0 OO0 OO0 OO0 60 00 B0 .....vvvevrenaas

.793562] 3. kvmalloe() : kv = OxPROEBEEROTb2af97f (actual=0xffffa8s58c2cA9808)
(for 5242880 bytes)

.793564] content: ca of OO OO0 OO0 OO0 OO0 00 cc 12 61 OO0 60 60 60 B  ...c.vvveenncans

.793573] 4. kcalloc() : kvarr = OxBOAEEAEAdE418057 (actual=ExffffE89f97b42a000)

.793574] content: OO GO0 G0 OO0 00 60 OO0 00 600 OO0 OO0 OO0 OO0 60 B0 B0 ...c.vvvevnenaas

.793596] 5. _ wmalloc(): vrx = BxBOOEEBRAd4d28888 (actual=Bxffffa858c1971008)

.793597] content: 75 70 08 2e 61 6e 6e 6f 62 69 6e 5F 67 72 6f 75 up..annobin_grou

.357144] vmalloc_demo: inserted

L357154] 1. wvmallec():  wptr_rndm = Gx00000000203F6102 (actual=0xffffass8co16d000)

.357156] content: dd 63 60 60 66 060 G0 60 b2 G0 60 00 60 60 60 BY ......cicecveeane

L357163] 2. vzallec():  wptr_inlt = GxE00000001F29018a (actual=0xffffa8s8ce197000)

.357165] content: G0 OO 60 G0 GO0 00 OO0 60 OGO G0 60 G0 OO 60 00 BY  .....cvcecveaans

.358586] 3. kvmalloc() : kv = Ox000000007c6T6bad (actual=pxffffad58c2ba90m0n)
(for 5242880 bytes)

.358589] content: 63 cd GO B0 PO OO OO B0 £4 13 O1 OO B BO BB B C...vvvevwcnacaas

.358591] 4. kecalloc() : kvarr = OxPOBERERO2829c3ec (actual=0xffffa9f97bceebnn)

.358593] content: OO OO GO G0 PO OO OO OO OO OO OO BO B BO BB B .......cecnacaaa

.358609] 5. _ wvmalloc(): vrx = Ox00PREERA8ddean24 (actual=0xffffa858c1a39000)

.358610] content: 55 16 1f b7 @3 b8 o6 04 OO OO OO0 BO B0 BO BB B U.......ccvueunn

.358615] BUGE : 2cla3son

.358726] #PH r write access in kernel mode

.358727] #PFE L (@x@003) - permissions violation

.358729] PGD 7d544867 PAD 7d544867 PUD 7d545067 PMD 341d1867 PTE 80000R0875bd6061

.358735] Oops: 0063 [#1] SMP PTI

.358739] CPU: 1 PID: 3012 Comm: insmod Tainted: G 0E 5.4.0-11lkdo1 #2

.358748] Hardware name: innotek GmbH VirtualBox/VirtualBox, BIOS VirtualBox 12/01/2006

.358745] RIP: @0l10:vmalloc_demo_init+0x2c9/0x1000 [vmalloc_demo]

.358747] Code: d2 b9 10 00 OO0 00 6a 10 41 b8 01 00 00 0O 48 c7 c6 B3 cO 49 cb 48 c7 c7 8e cb

eB fO 07 65 c3 58 53 48 8b 05 77 d2 fFf ff <48> 7 40 04 ba 60 00 00 31 cO c3 48 8b 3d 75 d2

ed 20 13 el

.358749] RSP: @018:FfFfaB58c09cTc78 EFLAGS: POO10286

.358751] RAX: FFFfaBS58c1a39080 RBX: GOOEOPOOELEOEORE RCX: OOBEOEOOOODODODE

.358753] RDX: £ODOODOOODOOROO1 RSI: FFFFFFFFB445c358 RDI: FFFFE9F97dbl7cBO

.358754] REF: FFFFFFffco4al000 ROS: GOOEOPOOPEAOOODE RO9: OOOAOEOOAOOOOOLE

.358756] R10: AODGOPOOOGOODOS1 R11l: GOOMOPOOPOOOEOOL1 R12: FFFFB9f9T7842aT720

L358757] R13: FFFFE9T933107830 R14: FFFFFFFfcod9e140 R15: FFFFFFFfcod9e1%0

L358759] FS:  00ROTFF3fafid740(0000) GS:fFFfa9fordboopoa(one0) knlGS:0000000000000000

.358761] C5: @010 DS: GOOGE ES: 0000 CRO: 0OGOHOOOBOOS50033

.358762] CR2: FFffaB58cl1a3®084 CR3: OOOPOPOOT2a7a005 CR4: 0OOOODOODODGO6ED

.358767] Call Trace:

.358772] do_one_initcall+Bxéef0x254

358789] ? _cond_resched+8x15/0x30

.358792] ? kmem_cache_alloc_trace+0xldafex280

.358797] do_init_module+Bx5c/0x230

.3582804] load_module+0x2758/0x2a20

.358810] 7 vfs_read+0x148/0x170

.358816] ? __deo_sys_finit_module+Bxaa/ox110

.358818] __do_sys_finit_module+Oxaa/Ox110

.358824] do_syscall_64+0x5bfox180

.358827] entry_SYSCALL_64_after_hwframe+8x44/0xa9

.358832] RIF: @033:0x7FF3fbO6715d

mo: module verification failed: signature andfor required key missing



Core: Kernel Subsystem
(sched / VFS [ IPC [ net [ ...etc)

\ \\ Non-core: LKM [ device driver, ...

y Y
—get_free_page[s](), get_zeroed_page(), alloc_page[s](), alloc_pages_exact()

Page (or Buddy-System) Allocator

__alloc_pages_nodemask()




Use the slab APIs to create
a custom slab cache, use it and destroy it

No, it's for a
‘custom’ data structure

kmem_cache_[create|destroy]()
kmem_cache_[alloc|free]()

Yes,

Is it for a device driver?

(typically probe{) /init code)

i devm_kzalloc()

| Use the resource-managed APls:
devm_kmalloc() or

Use the slab allocator:
kmalloc() or kzalloc()

(If via kvm|zalloc(), first preference
is kmj|zalloc())

?

Use kvm|zalloc()

Yes

Depending on the size,
becomes either kmj|zalloc()
or vm|zalloc()

I kvm)|zalloc(): fallback
L s vm|zalloc()

Yes
Use vmalloc{) or vzalloc()

Again, is virtually
contiguous memaory
acceptable?
('software-only'
buffer)

Yes

Mo, must be physically
contiguous

(this is the common case!)

Is the size = 2~MAX_ORDER-1

Start here

The requirement is
for generic memory?

Yes

Amount of
memory required
< 1 page?

No. It's larger

Is virtually
contiguous memory
okay?
('software-only'
buffer)

No,
physically contiguous
memory required

pages? (typically 4 MB)

No

DMA memory:
use CMA via the Linux
DMA[Engine] APls

Use the page allocator:
alloc_pages_exact() or
__get free_page[s]()




Lo W W W W W U W W W W W W W W W W W K K|

122.685801] oom_killer_try invoked oom-killer: gfp_mask=0x106cca(GFP_HIGHUSER_MOVABLE), order=08, oom_score_adj=0
122.685884] CPU: © PID: 2032 Comm: oom_killer_try Mot tainted 5.4.8-1lkdol #2

122.685805] Hardware name: innmotek GmbH VirtualBox/VirtualBox, BIOS VirtualBox 12/81/2006
122.685806] Call Trace:

122.685836] dump_stack+0x66/0x90

122.685847] dump_header+0x4a/0x27c

122.685853] oom_kill_process.cold+8xbfex18

122.685856] out_of_memory+0x24d /Oxded

122.685860] __alloc_pages_slowpath+0xcfl/oxf60

122.685871] __allec_pages_nodemask+0x368/0x3bo

122.685875] pagecache_get_page+@xc3/ex3a0

122.685878] Filemap_fault+8x70b/0xacd

122.685885] 7 extd_filemap_fault+Bx25/0x3f

122.685889] extd_filemap_fault+0x2d/ex3f

122.685896] __do_fault+0x37/0x1a0

122.685899] __handle_mm_fault+0x10b9/0x1ade

122.685905] handle_mm_fault+0x116/0x240

122.685208] do_user_addr_fault+8x208/0x480

122.685912] do_page_fault+8x31/0x190

122.685916] page_fault+Ox3e/0x50



Chapter 10: The CPU Scheduler - Part 1




CPUO CPU1 e

rungueue :

stop-sched rungueue :
deadliine

rungueue :

stop-sched rungueue :
deadiine

RT (reai-time) rungueue :

: RT (reai-time) rungueue :
fair (CFS)

fair {CF5)

D rungueue :
idle

D rungueue :
idle

I runguele : | I Fungueue : |

For this processor (CPU #n; n =0, 1, 2...):

Core scheduler
(running in process |
context ‘current) |

| Scheduler Classes
(SS -> DL -> RT -> CFS -> Idle)

stop-sched (S5):
any candidates
to run?

deadline (DL):
any candidates
to run?

real-time (RT):
any candidates
to run?

fair (CFS):
any candidates
to run?

No, system is idle

stop-sched class code deadline class code RT class code fair class code idle class code
picks an S5 thread X picks a DL thread X picks an RT thread X Ks a fair thread X picks swapper/n
for this CPU #n

next <-- S5 thread X next <-- DL thread X next <-- RT thread X next <-- fair thread X

T
next <-- idle (swapper/n)

context switch to thread 'next'

CPUnN
thread 'next’ runs!




chl® $ ./query task sched.sh

PID

TID
1

2
3
4
6

9
10
11
12
13
14
15
16
17
18
20
21
22
23
24

Name
systemd
kthreadd
rcu_gp
rcu_par _gp
kworker/0:0H-kblockd
mm_percpu_wq
ksoftirqd/0
rcu_sched
migration/0
idle _inject/0
cpuhp/0
cpuhp/1
idle inject/1
migration/1
ksoftirgd/1
kworker/1:0H-kblockd
cpuhp/2
idle inject/2
migration/2
ksoftirqd/2

Sched Policy
SCHED OTHER
SCHED OTHER
SCHED OTHER
SCHED OTHER
SCHED OTHER
SCHED _OTHER
SCHED OTHER
SCHED OTHER
SCHED FIFO
SCHED _FIFO
SCHED OTHER
SCHED OTHER
SCHED FIFO
SCHED FIFO
SCHED OTHER
SCHED _OTHER
SCHED OTHER
SCHED FIFO
SCHED _FIFO
SCHED OTHER

@

CwvwocooooD e
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oo woe oo
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Chapter 11: The CPU Scheduler - Part 2

;3
-
-
4
@

s
n

4

q
]
a

e = 8 i Resources S+ Control Flow 52 [ Statistics L

= = Process TID| PTII Birth time 16:14:17.260 16:14:17.270 | 16:14:17.280 16:14:17.290 M

e

- swapper/1 0 16:13:58.19160 ‘
EBExperime |y g 1 16:13:58.21936 ¢

8 Traces [1 tor 17321 16:13:58.20415

Ittng-sessiond 14141 16:13:58.20660

systemd-journal 261 1 16:13:58.21941

- systemd-udevd 300 1 16:13:58.21941

X Losk Events

i= kernel(s) ¢ = 0 I
Timestamp Channel | CPU  Eventtype Contents
Y

& <srch> srch> <srch> sched_
16:14:17.276 116 300 channelo 1 1 rcu_utilization s tch I
< 16:14:17.276 117 431 channel0_1 1 sched_stat_runtime comm=gnome-shell, tid=2971, runtime=1078971, vruntime=159413731538
ez = O 4 sched_switch

] contextsw

ower_cpu_idle
&1 -
ower_cpu_idle
type filter text

cu_u tion

6:14:17 792 channelo 1 1 cu_utilization s
< 16:14:17.276 228051 channelo_1 1 sched_switch prev_comm=swapper/1, prev_tid=0, prev_prio=20, prev_state=0, next_comm=kworker/u8:3

B I

785299 ps-22922  2dN.. 149072.3087624: funcgraph_entry: | smp_reschedule_interrupt() {
785300 ps-22922  2dN.. 149072.387624: funcgraph_entry: 0.038 us | scheduler_ipi();
785301 ps-22922  2dN.. 1490972.307625: funcgraph_exit: 0.531 us |
785302 ps-22922  2dN.. 149072.387625: funcgraph_entry: | exit_to_usermode_loop() {
785303 ps-22922 2.N.. 149072.307625: funcgraph_entry: | schedule() {
785304 ps-22922  2dN.. 149072.387625: funcgraph_entry: | rcu_note_context_switch() {
7853085 ps-22922  2dN.. 149072.387626: funcgraph_entry: | __event_probe__rcu_utilization() {
785306 ps-22922  2dN.. 1490872.307626: funcgraph_entry: | 1lttng_event_reserve() {
785307 ps-22922  2dN.. 149072.307626: fTuncgraph_entry: 0.077 us | ktime_get_mono_fast_ns();|
# === => irqs-off
# / _----=> need-resched
# | / _---=> hardirqg/softirq
# || / _--=> preempt-depth
# [/
# CPU TASK/PID ||| DURATION FUNCTION CALLS
# | | | 111 [
0) kworker-2820 | d..1 1.416 us | stack_access ok();
786463 ps-22922  2dN.. 149872.308038: funcgraph_entry: 0.854 us | update_raq_clock();
786464 ps-22922  2dN.. 149072.308038: funcgraph_entry: 0.221 us | pick_next_task_stop();
786465 ps-22922  2dN.. 149072.308039: funcgraph_entry: 0.053 us | pick_next_task_dl();
786466 ps-22922  2dN.. 149872.308040: funcgraph_entry: | pick_next_task_rt() {
786467 ps-22922  2dN.. 149872.308040: funcgraph_entry: | put_prev_task_fair() {
786468 ps-22922  2dN.. 149872.308040: funcgraph_entry: | put_prev_entity() {
786469 ps-22922  2dN.. 149072.308048: funcgraph_entry: | update_curr() {
786470 ps-22922  2dN.. 1490872.308041: funcgraph_entry: 0.125 us | update_min_vruntime();



kernelshark(ps.dat)

File Filter Plots Capture Help

Pointer: 148452.652528 Cursor: 148452.654589 Markerfli 148452.601949 Marker[ll 148452.601949 A,B Delta: 0.000000

T
148452.653704 148452.655955

CPUO

CPU1

cev2 Tl el el el el el el el el cnll e B

CPU3

Page| 1 : Search: Column: | # ~ | contains v graph Follows

CPU | Time Stamp :I'ask PID Latency Everll: ) Info ]

2 148452.654588 ps 22545 dN. . funcgraph_exit 7.611 us | 1

2 148452.654588 ps 22545 dN. . funcgraph_entry 0.064 us | raw_spin_ lock();

2 148452.654588 ps 22545 dN.. funcgraph_exit 0.064 us | )

F 148452.654588 ps 22545 dN. . funcgraph_entry 0.862 us | update rq clock();

2 148452.654589 ps 22545 dN.. funcgraph_exit 0.062 us | 1

2 148452.654589 e funcgraph_entry | pick_next task fair() {

2 148452.654589 ps 22545 dN. . funcgraph_entry 0.864 us | update curr();

2 148452.654589 ps 22545 dN.. funcgraph_exit 0.064 us | }

2 148452.654590 ps 22545 dN.. funcgraph_entry 0.050 us | check cfs rq runtime();
2 148452.654590 ps 22545 dN.. funcgraph_exit 0.050 us | }

2 148452.654590 ps 22545 dN. . funcgraph_entry | pick next entity() {

2 148452.654591 ps 22545 dN.. funcgraph_entry 0.062 us | wakeup preempt entity.
removing override handler For event (1) Ftrace:function. Going back to default handler. (7]

¢ ./userspc cpuaffinity
Detected 12 CPU cores [for this process ./userspc cpuaffinity:335917]
CPU affinity mask for PID 335917:
335917 pts/11 00:00:00 userspc cpuaffi
T I R s s Th ik o It T
core# |11]|10| 9| 8] 7| 6| 5| 4] 3| 2| 1| 0]
T I R s s Th ik o It T
cpumask| 1| 1| 1| 1| 1] 1] 1] 1] 1] 1] 1] 1|
e s T S e

$




$ nproc
12
$ ps
PID TTY TIME CMD
275621 pts/11 00:00:00 bash
275896 pts/11 00:00:00 ps
$ ./userspc_cpuaffinity 275621 Oxdae
Detected 12 CPU cores [for this process ./userspc_cpuaffinity:276018]
CPU affinity mask for PID 275621:
275621 pts/11 00:00:00 bash
L s ST R SN S S S S S
core# |11|10| 9] 8] 7| 6] 5| 4| 3] 2| 1| O]
L s ST R SN S S S S S
cpumask| 1| 1] 1] 1| 1| 1| 1| 1| 1| 1| 1| 1}
L s T SRS SN S S S SR S

Setting CPU affinity mask for PID 275621 now...
CPU affinity mask for PID 275621:
275621 pts/11 00:00:00 bash
T, TIr JSpSr "R PR R RPN Ty T
core# |11|10| 9| 8| 7] 6| 5| 4| 3| 2] 1| 0]
T, TIr JSpSr "R PR R RPN Ty T
cpumask| 1| 1] @] 1| 1] o| 1| @] 1| 1| 1| o]
e e T R R S n (et (I I RS SR 3

$



* Kk

*Hk

) now ...

Verifying their
0::/test_group

0::/test group

./cgv2 cpu ctrl.
./cgv2_cpu_ctrl.
cat Istjob.txt

cat 2ndjob.txt

$

-

< c

presence...

sleep for 5 s

sh: line 185:
sh: line 185:

$ sudo ./cgv2 cpu ctrl.sh 800000
[+] Checking for cgroup v2 kernel support
[+] Adding a 'cpu' controller to the cgroups v2 hierarchy

[+] Create a sub-group under it (here: /sys/fs/cgroup/test_group)

[+] killing processes j1, j2 ...

Job j1 is in our new cgroup v2 test group

Job j2 is in our new cgroup v2 test group

8805 Killed
8826 Killed

[+] Insert processes jl and j2 into our new CPU ctrl sub-group

./j1 1 > ${0uT1}

Now allowing 800000 out of a period of 1000000 by all processes (j1,j2) in this
sub-control group, i.e., 80.000% !

./j2 900 > ${OUT2}

[+] Launch processes jl1 and j2 (slinks to /home/1llkd/Learn-Linux-Kernel-Development/chll/cgroups v2 cpu eg/simp.sh

1234567891011 1213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41
42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68

900 901 902 903 904 905 906 907 908 969 910 911 912 913 914 915 916 917 918 919 920 921 922 923 924 925 926 927 92
8 929 930 931 932 933 934 935 936 937 938 939 940 941 942 943 944 945 946 947 948 949 950 951 952 953 954 955 956
957 958 959 960 961 962 963 964 965
[+] Removing our cpu sub-group controller

& mirrors.edge kernel.org/pub/linux/kernel/projects/rt/5.4/

Index of /pub/linux/kernel/projects/rt/5.4/

-l_-.l'i

incr/

older/
patch-5.4.69-rt39.patch.qgz
patch-5.4.69-rt39.patch.sign
patch-5.4.69-rt39.patch.xz
patches-5.4.54-rt33.tar.gz
patches-5.4.54-rt33.tar.sign
patches-5.4.54-rt33.tar.xz
patches-5.4.69-rt39.tar.qz
patches-5.4.69-rt39.tar.sign
patches-5.4.69-rt39.tar.xz

sha256s5ums.asc

14-Aug-2020
B5-0ct-2020
B85-0ct-2020
B5-0ct-2020
B5-0ct-2020
14-Aug-2020
14-Aug-2020
14-Aug-2020
B5-0ct-2020
B5-0ct-2020
B5-0ct-2020
B5-0ct-2020

217K

228
178K
381K

228
270K
381K

228
270K
1443




General setup
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are
hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help,
</> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

Compile also drivers which will not load
Local version - append to kernel release
Automatically append version information to the version string
Build ID Salt
Kernel compression mode (LZ4) --->
((none)) Default hostname
[*] Support for paging of anonymous memory (swap)
[*] System V IPC
[*] POSIX Message Queues
[*] Enable process vm_readv/writev syscalls
[*] uselib syscall
-*. Auditing support
IRQ subsystem --->
Timers subsystem --->
l reemption Model (Voluntary Kernel Preemption (Desktop)) ---
CPU/Task time and stats accounting --->
[*] CPU isolation
RCU Subsystem --->
<M> Kernel .config support
[ 1 Enable access to .config through /proc/config.gz
< > Enable kernel headers through /sys/kernel/kheaders.tar.xz
(18) Kernel log buffer size (16 => 64KB, 17 => 128KB)
(12) CPU kernel log buffer size contribution (13 => 8 KB, 17 => 128KB)
(13) Temporary per-CPU printk log buffer size (12 => 4KB, 13 => 8KB)
Scheduler features --->
[*] Memory placement aware NUMA scheduler
[*] Automatically enable NUMA aware memory/task placement
-*. Control Group support --->
[*] Namespaces support --->
v(+)

< Exit > < Help > < Save > < Load >

Preemption Model
Use the arrow keys to navigate this window or press the
hotkey of the item you wish to select followed by the <SPACE
BAR>. Press <?7> for additional information about this

( ) No Forced Preemption (Server)
{X) Voluntary Kernel Preemption (Desktop)
) Preemptible Kernel (Low-Latency Desktop)

I )@Fully Preemptible Kernel (Real-Time)

<Select < Help >
<Select>) p




Hardware interrupt

(timer expiry)
time
|’ L L ] I L z L . T . 1 : T
1 A A ° A 2 ° A A ] A
t8 t2 t3 t4 Ut t6
enable  handle IRQ wakeup ct enable walt until ct has preempt current schedule() context switch ct process
IRQs process preemption top priority task (wait for code runs to process ct is running
et opportunity point) on CPU!

wQ

RQ T
| tprie

ct : the cyclictest process

WQ: a kernel wait queue
(holds sleeping tasks)

ct

RQ: a kernel run queue
(holds runnable tasks for that CPU)

rpi latency tests $ ./runtest

Thu 15 Oct 11:58:19 IST 2020
stress --cpu 6 --io 2 --hdd 4 --hdd-bytes 1MB --vm 2 --vm-bytes 128M --timeout 1h
stress: info: [1059] dispatching hogs: 6 cpu, 2 io, 2 vm, 4 hdd

Version info:
No LSB modules are available.
Distributor ID: Raspbian

Description: Raspbian GNU/Linux 10 (buster)
Release: 10
Codename: buster

Linux raspberrypi 5.4.70-rt40-v7-1lkd-rtl+ #1 SMP PREEMPT RT Thu Oct 15 ©7:58:13 IST 2020 armv7l GNU/Linux
Linux version 5.4.70-rt40-v7-1lkd-rtl+ (kaiwan@kaiwan-7550) (gcc version 9.3.@ (Ubuntu 9.3.0-17ubuntul~20.64)) #1 SMP PREEMPT_RT Thu Oct 15 67:

58:13 IST 2020

sudo /home/pi/rtl llkd/rt-tests/cyclictest --duration=1h -m -Sp9@ -i200 -h4@@ -q >output
stress: info: [1859] successful run completed in 3600s

Thu 15 Oct 12:58:19 IST 2020

Thu 15 Oct 12:58:19 IST 2020

rpi latency tests $ min/avg/max latency: 7 us / 26 us / 256 us

System Latency (us)

DUT (Device Under Test) :
Min

Avg

Max

standard kernel

Raspberry Pi 3B+ ; 5.4.70-1t40 RTL kernel 7 us 26 us 256 us
Raspberry Pi 3B+ ; 5.4.51-v7+ standard kernel 3 us 16.3 us| 14,595 us
x86_64 ; Ubuntu 20.04 5.4.0-48-generic 1 us 3.8 us| 21,027 us




Number of latency samples

Number of latency samples
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running ‘stress’: min/avg/max latency; 7 us/ 26 us/ 256 us ; kernel: 5.4.70-rt40-v7-llkd-rtl+

CPUO —
CPUl —
cPU2 — 1
cPU3
lﬂ"Lrﬂn nna n J‘VIl'."-ﬂ\\”Lﬂﬂn n 1 1 3
50 100 150 200 250 300 350 400

Latency (us): min 7 us, avg 26 us, max 256 us

running 'stress”. min/avg/max latency: 3 us / 16.25 us / 14595 us ; kernel: 5.4.51-v7+

CPUO —

CPUl ——
CPUZ —
CPU3 ——

50 100 150 200 250 300 350 400
Latency (us): min 3 us, avg 16.25 us, max 14595 us



Number of latency samples
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1x106 |

100000

10000

1000

100

10

running ‘stress’ minfavg/max latency: 1 us/ 3.75us / 21027 us ; kernel: 5.4.0-48-generic

CPUO
CPU1
CPU2
CPU3

50 100 150 200 250 300
Latency (us): min 1 us, avg 3.75 us, max 21027 us

400



Chapter 12: Kernel Synchronization - Part 1

Device Driver Wrong!!!

multiple threads executing critical
section code path [t1-t2] simultaneously!
read() method

t0
cpu #2 _,

Global / static data:
shared writeable data
"shared state"

" Critical section

3
—¢ COMPILER [, d Il ¥ [ Look after yourself, and, if you can, Sponsors Share || Other~ || Palicies =
— Add - viore ¥ x - B - S —/
EXPLORER I ) someone else too |nte| PC‘[Wf
C source #1 X [m s xB86-64 gee 10.2 (Editor #1, Compiler #1) C X O X
A B 4+~ v c - %86-64 gce 10.2 > & Compiler options... D
1 // Type your code here, or load an example. Lo
2 static int i = 5; A & T B + 4 ]
3 static veid foo(wvoid) 1 i
4 { — 2 .long 5
5 i ++; 3 foo:
5 ¥ 4 push rbp
5 mov rbp, rsp
6 mov eax, DWORD PTR i[rip]
7 add eax, 1
8 mov DWORD PTR i[rip], eax
9 nop
10 pop rbp
11 ret
Device Dnver Correct:

critical section [tI-t2] protected by a lock;

read() method

e

to

Global [ static data:
shared writeable data

t "shared state"

t3

exclusive access, only one thread at a time, serialized



Non-critical;
parallelized

shared writeable data
"shared state"

Critical
section

- serialized
.. Worked upon ...

............. e

A

driver_read_method( )

t1 [time t1] : < do work wi() =
L~ i
t2/] [time t2] < iterate ...
critictal
section . Over ...
. plobal ('shared-writable') array ...
3 | [time 3] : ... Of structures ... >
— — e e e — s — — s —
vy
time



£l

2

critical
section

t3

N

-

y

time

fdriver_read_method_withlocking( )

Lock mylock; tC Three threads attempt

z tA tB to acquire the lock 'mylock’
[time ti1] : < do work wi() =

tA and tC, the 'losers’,
now must wait upon the

acquire_lock(mylock); ‘unfock' by the winner

[time t2] : =... iterate ...

tB @ B is the 'winner,
o OVEFr ...

it runs through the critical section

. global ('shared-writable') array ...

[time £3] : ... OF structures ... =
unlock(mylock); @ te now unlocks; tA and t8 'fight'
for the lock; one of them will "win'
[...] and the scenario repeats ...



4+

+ + + +

static ssize t read miscdrv_rdwr(struct file *filp, char _ user *ubuf,
size t count, loff t *off)

size t count, loff t *off)
{
int ret = count, secret len = strnlen(ctx->oursecret, MAXBYTES);
int ret = count, secret len;
struct device *dev = ctx->dev;
mutex lock(&ctx->lock);
secret len = strlen(ctx->oursecret);
mutex unlock(&ctx->lock);

PRINT CTX();
dev info(dev, "%s wants to read (upto) %zd bytes\n", current->comm, count);

@@ -134,17 +140,20 @@

* member to userspace.
*/
ret = -EFAULT;

+ mutex lock(&ctx->lock);
if (copy to user(ubuf, ctx->oursecret, secret len)) {
dev warn(dev, "copy to user() failed\n");
- goto out notok;
+ goto out ctu;
}
ret = secret len;
// Update stats
- ctx->tx += secret_len; // our 'transmit' is wrt this driver
+ ctx->tx += secret_len; // our 'transmit' is wrt this driver
dev_info(dev, " %d bytes read, returning... (stats: tx=%d, rx=%d)\n",
- secret_len, ctx->tx, ctx->rx);
- out_notok:
- secret_len, ctx->tx, ctx->rx);
+out ctu:
+ mutex_unlock(&ctx->lock);
+out notok:

return ret;



(Start here)

... do some work ...

Lock avaiable?
(unlocked?)

Lock

'

[ ... critical section ... ]

v

Unlack




[28853.172825] miscd r():
scdrv_rdwr() */

[28853.178231] misc

rv_rdwr_spinlock:write miscdrv_rdw 004) rdwr_test secre :23578 | ...0 /* write mi

1lkd_mi i spinlock: rdwr_test_secre wants to write 24 bytes
[28853.181539] misc 1lkd mi rdwr_spinl 1 24 bytes written, returning... (stats: tx=7, rx=24)
[28853.184243] BUG: scheduling while atomic: rdwr_test secre/23578/0x00000002

[28853.187489] 1 lock held by rdwr_test_secre/23578:

[28853.189904] #0: ffff8880285c2d60 (&(&ctx->spinlock)->rlock){+.+.}, at: write miscdrv_rdwr.cold+0xde/0x247 [
miscdrv_rdwr_spinlock]

[28853.195078] Modules Linked in: miscdrv_rdwr_spinlock(OE) vboxsf(OE) vboxvideo(OE) crctlodif pclmul crc32_pcl
mul ghash_clmulni_intel vmwgfx snd_intel8x@ snd_ac97_codec ac97 bus snd_pcm aesni_intel glue_helper crypto_simd
cryptd joydev snd_seq snd_timer drm_kms_helper snd_seq_device input_leds serio_raw snd syscopyarea sysfillrect
sysimgblt fb_sys_fops ttm video mac_hid vboxguest(OE) soundcore drm sch_fq_codel parport_pc ppdev lp parport i
p_tables x_tables autofs4 hid_generic usbhid hid psmouse el1000 ahci libahci i2c_piix4 pata_acpi [last unloaded:

miscdrv_rdwr_s

pinlock]

[28853.211613] CPU: 4 PID: 23578 Comm: rdwr_test_secre Tainted: G OE 5.4.0-1lkd-dbg #2
[28853.214596] Hardware name: innotek GmbH VirtualBox/VirtualBox, BIOS VirtualBox 12/01/2006
[28853.217244] Call Trace:

[28853.219461] dump_stack+0xc2/0x1la

[28853.221692] __ schedule_bug.cold+6x2b/0x3c

[28853.223893] __ schedule+0xd4d/0x1090

[28853.226207] ? firmware_map_remove+0xe9/0xe9

[28853.228428] 7 _raw_spin_unlock_irqrestore+8x51/8x66

[28853.230741] 7 schedule_timeout+0x2b4/0x8c@

[28853.232891] 7 lockdep_hardirgs_on+0x1a2/0x280

[28853.235050] schedule+0x75/0x140

[28853.237118] schedule_timeout+0x2b9/0x8cO

[28853.239207] 7 __dev_printk+6xd6/0xf3

[28853.241276] 7 usleep_range+0x100/0x100

[28853.243310] 7 _dev_info+0xcd/0xfb

[28853.245421] 7 __next_timer_interrupt+0xef/0xed

[28853.247475] write_miscdrv_rdwr.cold+0xlea/0x247 [miscdrv_rdwr_spinlock]
[28853.249726] 7 display_stats+0x80,/0x80 [miscdrv_rdwr_spinlock]
[28853.251802] 7 apparmor_file permission+0xla/0x20

[28853.253814] ? security file permission+0x65/0x196

[28853.255871] _ vfs_write+0x4f/0x90

[28853.257885] vfs_write+8x14b/6x2d6

[28853.259744] ksys_write+0xd9/6x1860

[28853.261612] ? _ ia32_sys_read+0x50/0x50

[28853.263388] 7 mark_held_locks+0x29/0xbe

[28853.265119] 7 do_syscall_64+0x19/0x2cO

[28853.266842] 7?7 entry_SYSCALL_64_after_hwframe+0x49/0xbe

rdwr tes-2438  4.... 10860.741276: funcgraph entry: |

rdwr_tes-2438 4.. 1060.741276: funcgraph_entry: | rwverity area() {
rdwr_tes-2438 4.. 1060.741277: funcgraph_entry: | security file permission() {
rdwr_tes-2438 4.. 1060.741277: funcgraph_entry: | apparmor_file permission() {
rdwr_tes-2438 4.. 1060.741277: funcgraph_entry: | common_file perm() {
rdwr tes-2438 4.. 1060.741277: funcgraph entry: 0.244 us | aa_file perm();
rdwr_tes-2438 4.. 1060.741277: funcgraph_exit: 0.492 us | }

rdwr_tes-2438 4.. 1060.741277: funcgraph_exit: 0.715 us | }

rdwr_tes-2438 4.. 1060.741278: funcgraph_exit: 1.010 us | }

pdur tes-2438 4 1060 741278 funcgraph exit: 1273 us I 1

Fdwr_tes-2438 4.. 1060.741278: funcgraph_entry: | _ vfs write

rdwr _tes-2438 4.. 1060.741278: funcgraph entry: . |
rdwr_tes-2438 4.. 1060.741278: funcgraph_entry: | _dev—info

(dwrftes-2438 4.. 1060.741278: funcgraph entry: | __dev_printk() {




rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438
rdwr_tes-2438

4d...
4d...
4d...
4d...
4d. ..
ad...
4d...
ad.c.
ad.ss

ad...

.746698:
.746698:
.746698:
.746698:
.746698:
.746699:
.746699:
.746699:
.746699:
.746699:
.746699:
.746700:
.746700:
.746700:

Driver read method

funcgraph_entry:
funcgraph_entry:

schedule_timeout()

0 S _Se {

|

funcgraph_entry: 0.110 us | _raw_spin_lock_irqgsave();
funcgraph_exit: 0.318 us | }
funcgraph_entry: 0.104 us | detach_if _pending();
funcgraph_entry: 0.105 us | get_nohz_timer_ target();
funcgraph_entry: | __internal_add timer() {
funcgraph_entry: 0.110 us | calc_wheel index();
funcgraph_entry: 0.161 us | enqueue_timer();
funcgraph exit: 0.588 us | }
funcgraph_entry: 0.106 us | trigger dyntick cpu.isra.o();
funcgraph_entry: 0.117 us | _—Loek—text_start();
funcgraph_entry: | l
funcgraph_entry: | o—Tote_context switch() {

shared writea

(global) dat

Driver interrupt
thardirg) handier

time

to il t3 t t5 t6
hardware
nterrupt!
hardware peripheral
Legend t4 : interrupt (hardirg) handler

sL:
tl:
t2:
sU

t0 : driver's read method called

spin_lock(&slock);

read method enters critical section
read method leaves critical section
: spin_unlock({&slock);

t3: read method finishes

— > read method accessing
shared writeable data

entered
t5 : hardirg enters critical

section

t6 : hardirq leaves critical
section

t5 : interrupt (hardirq) handler
finishes

—1I» hardirg handler accessing
shared writeable data




Chapter 13: Kernel Synchronization - Part 2

linux-5.4 $ grep -iHnAl refcount kernel/user.c
.__count = _INIT(1),
.processes = ATOMIC INIT(1),

_inc(&user->_count);
return user;

if ( _dec_and lock irgsave(&up-> count, &uidhash lock, &flags))
free user(up, flags);

_set(&new-> count, 1);
ratelimit state init(&new->ratelimit, HZ, 100);

linux-5.4 §

$ dmesg
[ 7890.344169] : LLKD misc driver (major # 10) registered, minor#
= 55, dev node is 1lkd miscdrv_rdwr refcount
[ 7890.345642] : A sample print via the dev dbg(): driver initialized
[ 7904.871029] : 801) rdwr_test secre :8519 | ...®8 /* open_miscd
rv_rdwr() */
[ 7004.879384] ==eeeeennenn [ cut here J--=--vnuuuu-
[ 7904.879735]
: 1001/1001
[ 7904.880685] : CPU: 1 PID: 8519 at kernel/panic.c:677 refcount_error_report+0xfl/6x103
[ 7904.881301] : miscdrv_rdwr_refcount(0OE) vboxsf(0E) vboxvideo(OE) snd_intel8x8 vmwgfx snd_ac

97_codec ac97_bus snd_pem crctl@dif_pclmul crc32_pclmul ghash_clmulni_intel snd_seq aesni_intel glue_helper cry

pto_simd cryptd drm_kms_helper snd_timer snd_seq_device input_leds snd joydev syscopyarea serio_raw sysfillrect
sysimgblt fb_sys fops ttm soundcore vboxguest(OE) video mac_hid sch_fq_codel drm parport_pc ppdev lp parport i

p_tables x_tables autofs4 hid_generic usbhid hid psmouse el000 ahci libahci i2c_piix4 pata_acpi [last unloaded:
miscdrv_rdwr_refcount]

[ 7904.885282] : 1 PID: 8519 Comm: rdwr_test_secre Tainted: G W OE 5.4.1-tryl #1

[ 7904.886040] : innotek GmbH VirtualBox/VirtualBox, BIOS VirtualBox 12/061/2006

[ 7904.886668] : 0010:refcount_error_report+0xfl/0x103




[15186.312399] 2
[15186.314690]
[15186.315936]
[15186.317155]
[15186.318746]
[15186.320096] d
[15186.321285]
[15186.323010]
[15186.324379]
[15186.325785]
[15186.327019]
[15186.328396]
[15186.329868]
[15186.331487]
[15186.333013]
[15186.334436]
[15186.335747]
[15186.337013]
[15186.338401]
[15186.339648]
[15186.340825]
[15186.342129]
[15186.343285]

CPUO

rmw atomic bitops: inserted

1: at init: mem :
2: set bit(7,&mem): mem :

delta: 415 ns (= @ us = 0 ms)
J: set msb suboptimal: 7,&mem: mem :

7]

lta: 110101 ns (= 110 us = 0 ms)

(o) R, QN =

ret = 0

7: test and clear bit(0,&mem): mem :

ret (prev value of bit 0) =

0

ret (prev value of bit 1) =
9: test bit(7-0,&mem):
bit 7 (0x80) : set
bit 6 (0x40) : cleared
bit 5 (0x20) : cleared
bit 4 (0x10) : cleared

bit 3 (0x08) : cleared

bit 2 (0x04) : cleared

bit 1 (0x02) : set

bit 0 (0x01) : cleared
CPU 1

clear bit(7,&mem): mem :
change bit(7,&mem): mem :
test and set bit(0,&mem): mem :

1

:test and change bit(1,&mem): mem :

3]

128

129

128

130

= Ox00
128 =

0x80

0x80

= Ox00
128 =
= Ox81

0x80

0x80

Ox82

n L1 cache

Ll CEChe u

n 2 cacne

L2 cache

m Unified L3 cache




pcpa=0 pcpa=0 pcpa=0 pcpa=0

CPUD CPU1 CPU 2 CPU3
[ 2652.643407] inserted
[ 2052.646162] : **% kthread PID 34971 on cpu 0 now ***
[ 2052.646648] :  thrd 0/cpu@: pcpa = +1
[ 2052.647036] :  thrd 0/cpu@: pcp ctx: tx = 100, rx = 0
[ 2052.64;549] :  thrd 0/cpu@: pcpa = +2
[ 2052.647942] :  thrd 0/cpu@: pcp ctx: tx = 200, rx = 0
[ 2052.648506] :  thrd 0/cpu@: pcpa = 43
[ 2052.648884] :  thrd 0/cpu@: pcp ctx: tx = 300, rx = 0
[ 2052.649384] 000) [thrd ©/0]:34971 | .N.®@ /* disp vars() */
[ 2052.649979] : cpu O: pcpa = +3, rx = 0, tx = 300
[ 2052.650486] : cpu 1: pcpa = +0, rx = 0, tx = 0
[ 2052.650999] : Our kernel thread #0 exiting now...
[ 2652.655130] : *** kthread PID 34972 on cpu 1 now ***
[ 2052.655750] :  thrd 1/cpul: pcpa = -1
[ 2052.656255] :  thrd 1/cpul: pcp ctx: tx = 0, rx = 200
[ 2052.656932] :  thrd 1/cpul: pcpa = -2
[ 2052.657440] :  thrd 1/cpul: pcp ctx: tx = 0, rx = 400
[ 2052.658275] :  thrd 1/cpul: pcpa = -3
[ 2052.658746] :  thrd 1/cpul: pcp ctx: tx = 0, rx = 600
[ 2052.659370] : 001) [thrd 1/1]:34972 | .N.®@ /* disp vars() */
[ 2052.660051] : cpu O: pcpa = +3, rx = 0, tx = 300
[ 2652.660684] cpu 1: pcpa = -3, rx = 600, tx = 0
[ 2052.661280] : Our kernel thread #1 exiting now...

Functions calling this function: _ alloc_percpu

File Function Line

blk-stat.c blk_stat_alloc_callback 118 cb->cpu_stat = _ alloc_percpu(buckets * sizeof(struct blk_rq_stat),

blk-throttle.c  blk throtl init td->latency buckets[READ] = alloc percpu(sizeof(struct latency bucket) *

blk-throttle.c  blk_throtl init td->latency buckets[WRITE] = _ alloc_percpu(sizeof(struct latency_bucket) *

devres.c __devm_alloc_percpu pcpu = __ alloc_percpu(size, align);

iova.c init iova rcaches rcache->cpu rcaches = alloc percpu(sizeof(*cpu rcache), cache line size());

irg-gic.c gic_pm_init gic->saved_ppi_enable = _ alloc_percpu(DIV_ROUND_UP(32, 32) * 4,

irg-gic.c gic pm init gic->saved ppi active = alloc percpu(DIV_ROUND UP(32, 32) * 4,

irg-gic.c gic pm init gic->saved ppi conf = alloc percpu(DIV ROUND UP(32, 16) * 4,

libcxgb_ppm.c ppm_alloc_cpu_pool pools = _ alloc_percpu(alloc_sz, _ alignof__ (struct cxgbi_ppm_pool));

fc exch.c bool mp->pool = alloc percpu(pool size, alignof (struct fc exch pool));

percpu.h bool extern void _ percpu *_alloc_percpu(size_t size, size_t align);

percpu.h alloc_percpu (typeof(type)  percpu *) alloc percpu(sizeof(type), \

kexec core.c crash notes memory init crash notes = alloc percpu(size, align);

blktrace.c do_blk_trace_setup bt->msg data = _ alloc_percpu(BLK_TN_MAX MSG, _ alignof__ (char ));

blktrace.c blk trace setup queue 1689 bt->msg data = alloc percpu(BLK TN MAX MSG, alignof (char ));

test_vmalloc.c  pcpu_alloc_test 318 pcpuli] = _ alloc_percpu(size, align);

slab.c alloc_kmem cache cpus 1729 cpu cache = alloc percpu(size, sizeof(void *));

slub.c alloc kmem cache cpus 3344 s->cpu slab = alloc percpu(sizeof(struct kmem cache cpu),

z3fold.c z3fold_create_pool pool->unbuddied = _ alloc_percpu(sizeof(struct list_head)*NCHUNKS, 2);

soft-interface.c batadv softif init late bat priv->bat counters = alloc percpu(cnt len, alignof (u64));

route.c ip_rt_init ip_rt_acct = _ alloc_percpu(256 * sizeof(struct ip_rt_acct), _ alignof__ (struct
ip rt acct));

x_tables.c xt _percpu counter alloc 1842 state->mem = alloc percpu(XT PCPU BLOCK SIZE,

cls_u32.c u32_change 1035 n->pf = _ alloc_percpu(size, _ alignof__ (struct tc_u32_pcnt));
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Lock Debugging (spinlocks, mutexes, etc...) E
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

[§] Lock debugging: prove locking correctness

[*] Lock usage statistics
-*_ RT Mutex debugging, deadlock detection
-*_ Spinlock and rw-lock debugging: basic checks
- Mutex debugging: basic checks
- Wait/wound mutex debugging: Slowpath testing
- RW Semaphore debugging: basic checks
-*_ Lock debugging: detect incorrect freeing of live locks
[ ] Lock dependency engine debugging
*] Sleep inside atomic section checking
[ ] Locking API boot-time self-tests
< > torture tests for locking
< > Wait/wound mutex selftests

1021.429110]
TEPALEIAT| coooooanooooan0o0m00000000005000005080050000050a H0000aaE00aaa0000aa0005a880050a0
stack-start Thread Name MT? # thrds

1021.440804]
1021.442866] WARNING: possible recursive locking detected
1021.445129] 5.4.0-11kd-dbg #2 Tainted: G OE
1021.447157] memmeeeceeeceeseeeeeeesseassssssssammaaa—.
1021.449384] insmod/2367 is trying to acquire lock:
1021.451361] ffff88805de73f08 (&(&p->alloc_lock)->rlock){+.+.}, at: _ get_task comm+0x28/6x50
1021.453676]
but task is already holding lock:
1021.457365] ffff88805de73f08 (&(&p->alloc_lock)->rlock){+.+.}, at: showthrds_buggy+6x13e/0x6d1l [thrd_showall_buggyl
1021.461623]
other info that might help us debug this:
1021.465332] Possible unsafe locking scenario:

1021.468871] CPU@
1021.470563] =oeo
1021.472349]  lock(&(&p->alloc_lock)->rlock);
1021.474591]  lock(&(&p->alloc_lock)->rlock);
1021.476870]

**% DEADLOCK ***

1021.482086] May be due to missing lock nesting notation

1021.485550] 1 lock held by insmod/2367:
1021.487884] #0: ffff88sn5de73f08 (&(&p->alloc_lock)->rlock){+.+.}, at: showthrds_buggy+06x13e/0x6d1l [thrd_showall_buggy]



-static int showthrds buggy(void)
+static int showthrds fixed(void)

{

@@ =

struct task struct *g, *t; /* 'g' : process ptr; 't': thread ptr */
int nr_thrds = 1, total = 0;

60,7 +58,7 @@

read lock(&tasklist lock);

#endif

@@ =

do_each thread(g, t) { /* 'g' : process ptr; 't': thread ptr */
task lock(t);
task lock(t); /#*** task lock taken here! *#**/

snprintf(buf, BUFMAX-1, "%6d %6d ", g->tgid, t->pid);
70,12 +68,21 @@

snprintf(tmp, TMPMAX-1, " 0x%0161x", (unsigned long)t->stack);
strncat(buf, tmp, TMPMAX);

acq-bo

+ /* In the 'buggy' ver of this code, LOCKDEP did catch a deadlock here !!
+ * (at the point that get task comm() was invoked).
+ * the reason: get task comm() attempts to take the very same lock
+ * that we just took above: task lock(t); !! This is obvious self-deadlock...
+ * So, we fix it here by first unlocking it, calling get task comm(}), and
+ * then re-locking it.
+ *f
+ task unlock(t);
get task comm(tasknm, t);
-/*--- LOCKDEP catches a deadlock here !! ---*/
+ task lock(t);
$ sudo ./lock_stats_demo.sh
[+]1 Checking that locking statistics config is enabled  [0K]
[+] clearing lock stats ...
[+] enabling lock stats ...
cat/proc/self/cmdline[+] disabling lock stats ...
class name con-bounces contentions walttime-min waittime-max waittime-total waittime-avg
unces acquisitions holdtime-min holdtime-max holdtime-total holdtime-avg
dup_mmap_sem. rw_sem-R: ] ] 0.00 0.00 0.00 9.00
0 1 627.78 627.78 627.78 627.78
&mm->mmap_sem/1: (<] (<] 0.00 0.00 0.00 0.00
¢} 1, 624.38 624.38 624.38 624.38
&(&mm->page table lock)->rlock: (<] (<] 0.00 0.00 0.00 0.60
¢} 21 0.34 0.77 9.73 0.46
tasklist lock-W: 0 (] 0.00 0.00 0.00 0.00
2 B 2.14 20.39 29.36 9.79
tasklist lock-R: ] ] 0.00 0.00 0.00 0.00
i) B 0.38 2.51 3.45 1.15
&(&p->alloc_lock)->rlock: <] <] 0.00 .00 0.00 0.00
2 15 0.32 7l (5] 8.67 0.58
&mapping->i_mmap_rwsem: 2] 0 0.00 0.00 0.00 0.00
E 104 0.33 2.87 63.88 0.61
&mm->mmap_sem#2-W: [:] [¢] 0.00 0.00 0.00 0.00
0 32 0.35 626.64 986.59 30.83
&mm->mmap_sem#2-R: (<] (<] 0.00 0.00 0.00 0.00
i, 328 8.21 51.52 1803.33 5.58
mmu_notifier invalidate range start: (2] (2] 0.00 6.00 0.00 0.00
¢} 58 0.22 0.79 14.16 0.24
&mm->context.lock: (2] (2] 0.00 6.00 0.00 0.00
¢} 1, 8.53 0.53 .53 8.53
&(&mm->arg_lock)->rlock: (] [¢] 0.00 0.00 0.00 0.00
¢} 2 0.40 0.61 1.01 0.51
&ei->1 mmap_sem-R: (0] (°] 0.00 0.00 0.00 0.00
= 5 155 2.13 8.43 ah(=)
S




