Chapter 1: Tools of the Trade — Rust Toolchains and Project

Workspace: 1.. n packages

Structures
/ Workspace \

Package 1 ' Package: 0..1 library,0..n
7 ] binary, but minimum 1 crate

Crate: 0.. n modules

Package 2
'E kag s Module: 1 .. n source files
f’/'/Crate : , TN Source file: 0 .. n functions
,/ Crate 2 \
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Module 2
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Chapter 2: A Tour of the Rust Programming Language

Design of Arithmetic
Expression Evaluator

User

User enters an
arithmetic expression
at the command line

Display the result on
Read the entire the command line

mathematical @

expression

[ Scanner } ‘ Evaluator ‘

® Evaluate the value of the
expression encoded in
the AST

Parse the ®
expression into

tokens

[ Lexer (Tokenizer) }—@P Parser

Parse the tokens
into the AST

Programming Language



v CHAPTER2
v src
v parsemath
® astrs
® mod.rs
® parser.rs
® token.rs
® tokenizer.rs

® main.rs

> target
Cargo.lock

$ Cargo.toml

new() : Creates a new instance of
Tokenizer struct and stores the arithmetic
expression in expression field

Tokenizer data design

struct Tokenizer

Fields:

expr: Peekable=Chars<'a>>

methods: TBD

Token enum design

enum Token

pub enum Token {
Add

Subtract

Multiply

Divide

Caret

LeftParen

RightParen

Mum(f&4)

EOQOF

}

Tokenizer with methods

struct Tokenizer

Fields:

expr: Peekable<Chars<'a>>|

next() : Converts arithmetic
expression to Tokens

Public Methods:

new() = Tokenizer
next() == Option<Token=




Design of Tokenizer module

Has methods to convert arithmetic
expression to Tokens

enum Token struct Tokenizer

pub enum Token {
Add Fields:
Subtract
Multiply expr: Peekable<Chars<'as:
Divide
Caret Public Methods:
LeftParen
RightParen new() == Tokenizer
MNum(f&4) < next() > Option<Token>
EOF Y
}

User input:

5+22*(3-4)

Tokenizer output:

Num(3.0), Subtract,

Num(5.0), Add, Num(2.2), Mul, LeftParen,
i Num(4.0), RightParen, EOF
User

Example of Abstract Syntax Tree
for expression
2*3+6

Types of AST nodes ( )
defined in enum 2*3+6

L oy

d

enum Node

Ad
pub enum Node {
Add(Box<Node>, Box<Nodes), Multiply(Number(2.0), Numbe rM(M tiply( Number(2.0),Number(3.0)), Number(6.0}))
Subtract(Box<Node=, Box<hode=)
Multiply(Box<Nodes, Box<Nodes) Multiply
Divide(Box<Node=, Box<Node>)
Caret(Box<MNode>, Box<Node=)
Negative(Box<Node=) /
Number(f&4)
2 3 6

\ Number(2.0) Number(3.0) Number(6.0) /




Parser design

Has methods to convert
arithmetic expression to Tokens

struct Tokenizer

Has methods to convert
Fields: tokens to AST (nhode tree)

expr: Peekable<Chars<'a=:
P struct Parser

Public Methods:
Fields:

new() = Tokenizer 1-._.______________________
next() == Option<Token= rtokenizer: Tokenizer

current_token: Token

Public Methods:

new(expression: &'a sir ) == Result<Self,ParseError=
enum Token

pub enum Token {
Add

Subtract

Multiply

Divide:

Caret

LeftParen enum ParseError
RightParen pub enum ParseError {
Mum(fg4) UnableToParse(String),

EOF InvalidOperator(String)

: }

Arithmetic operators and numbers entered
by user are converted to one of these
Token types

parse(&mut self) <= Result<Node, ParseError>

Error type showing possible error values
generated from Parser



Parser with public and private methods

struct Parser

Fields:
tokenizer: Tokenizer

current_token: Token

Public Methods:

/f Creates a new instance of Parser
new(expression: &str ) > Result<Self,ParseError=

/f Parses the tokens returned by Tokenizer, and computes AST
parse(&mut self) = Result<Node, ParseError=

Private Methods:

ff Main method that is called recursively
generate_ast(&mut self, oper_prec: OperPrec) -> Result<MNode, ParseError=

#/ Retrieves number tokens
parse_number{&mut self) -> Result<Node, ParseError=

{/ Parses operators and converts to AST
convert_token_to_node(&mut self, left_expr: Node) -= Result<Node, ParseError=

ff Checks for matching parenthesis in expression
check_paren(&mut self, expected: Token) -= Result<(), ParseError=

/f Retrieves next Token from tokenizer and sets current_token field
get_next_token(&mut self) -= Result<(), ParseError=




Operator Precedence
Enum

enum OperPrec

pub enum OperPrec {
DefaultZero,

AddSub,

MulDiv,

Power,

Negative,

}
Error handling
approach
{ Tokenizer } { Parser J
ParseError
Option<Token> Result<f64, ParseError> custom error type
ParseError
AST Token pub enum ParseError {
UnableToParse(String),
InvalidOperator(String),
Result<64, Box<dyn error::Error> :::ui::; }




Chapter 3: Introduction to the Rust Standard Library

Rust Standard Library for managing system

resources
Cross-platform API for syscalls Rust standard library
Platform-specific syscall libc (or equivalent*)

wrapper APls

System call API interface

Kernel, the core module of
operating systems

Other Devices

Kaeyboard, mouses, monior, disk drive

File

svetorm | | CPU. | Networi |

System resources [Mamnry} [

Note: libe (or one of its variants) provides a wrapper for system calls on Unix-
like operating systems. For Windows, there are eguivalent APIs for syscalls

Rust Standard Library

/ Concurrency 11O Metworking Async \

Legend
i ] Memaory
OS-related | | Filesystem Collections !
allocation Standard
- Library modules
. Floating
FFI Errors Ascii Time point
Lower-level
f crates
core crate alloc crate
Foundation crate Allocation and
._{platform-agnostic) | .. collections library |

Rust Language Primitives ]
\ (implemented by compiler) /




Rust Standard Library modules

Concurrency Memory management File system

m“ m Error handling Compiler
omp J| rasn | o | =3 |t prmve |
e =n | prouce |

prelude
ffi Networking 10 08-specific Time-related

H




Rust standard library classification

Memory management

Syscalls-
oriented

Concurrency

=R 3

Async

future

File system

N N

~

/

Networking 10 0OS-specific Time-related
Computation- ‘
oriented
Data processing Error handling Compiler

=1 -0 T =
- ) G

prelude
i

Data types

any
array

ch

collections

<




Web designer
o generates static HTML
design of web page
Web designer

Template Engine

Template engine
parses template

Application
provides data to
template engine

HTML | | . [Template © [ HTML
Template | : Engine _ Page
: Template engine
' generates HTML by
i combining template
i Template designer adds | and data
9 template tags, variables, |
Template designer and filters i
Design / Dev cycle E Runtime
HTML Generation
from template
<h1>Welcome to XYZ Bank </h1> <p=>Welcome Bob </p>
{% if user_logged_in %}
<p=Welcome {{name}} </p= <p= Transaction Detail: </p=>
<p> Transaction Detail: </p=> <Ul>
<Ul= Generate
{% for txn in transactions %} Template dynamic <li=
<li= statements HTML page Date: 12-10-2019
Date: {{txn.date}} Temp_late — Ref: 12345
Ref: {{txn.ref}} | >|  Engine Amount: 24000
Amount: {{txn.amount}} <l
</l <li=
{% endfor %} Date: 24-11-2019
<lub> Data Ref: 12346
{% endif %} vahies Amount: 3243
</l
<ful=
. name: Bob
Template file user_logged_in: true
transactions: [..]
HTML output
Data source (generated)

{% if ... %} If tag

{% for ... %} for tag

Template variable




lllustrated working of

template engin
et empiate engine
A
r 3
Expression
.
r 3
<p> Welcome {{ name }} </p>

<p> Welcome {{ name }} </p>

l name = "Bob" ®

Template paracd values
Engine g
@

Token Parsed values
generated
Statement type: Template Variable Static literal: 'Welcome'

Template variable: {{ name }}



Design of Template Engine

a/ /’-l l-‘\ \\
/ struct Expmssianata\ [ [ main() ] A
Head P D ) HTML
enum ContentType arser \1,) \Z/
_ : Variable Generator
Literal(String)
) _ | Tail L
Template variabi{ExpresaienDala) [get_mnlenl_typen [generale_hlml_template_var[}
Tag(TagType) = N
(1a) (1b)
Unrecognized \ enum TagType iy T
ForTag theck_symbol_string() | ¢
\ IiTag /
| |

pet_expression_data()

Data Structures
(1d)

get_index_for_symbol()

._\
*,
-

i
[
I I

F'I'Og ram structure

Design of Parser

main()

Y
Token is returned:

Statement from )
template file « if-tag,

s for-tag

» lemplate-variable

get_content type()

[check_svmhnl_strlngn] [check_matchl ng_palr[}} {ge‘t_Index_for_symbnl{]] [ge‘l_expresslnn_data{] J

Checks if symbol is present Checks for matching pairs Gets index of substring Parses a template variable
within another string of symbols within string within a string statement into its constituent parts




main() program structure

[ main() ]
Parser |1_ ':ZI E II:E:] HTML
- i — Generator

[gm_mntem_twet] E [generate_mml_template_var{}

| T ‘
la) b i
, v e
nheck_symbnl_string:ﬂ 1e) i
Eheck_matching_pair{i i
Eet_expressinn_data{} i
I:J1_-:'|::u
[get_index_fﬂr_symbnl{}] i

5 i r




Chapter 4: Managing Environment, Command Line, and Time

ImageCLI tool - Features

size = small/mediumfarge

mode = single

srcfolder = home/ob/images/filename.extn .
Resized

Resize single image

images
User Resize |
~ image(s) | i
Destination folder
/home/oblimagestmp/ilename-small.exin
Resize all images

:’ ; Get image files stats \

Image stats |

Image
file stats

hJ

User

CLI tool with reusable library

CLI application / binary Library crate
s IMAGECLI
imagecli W imagix
(binary) J Lces (library)
mod.rs /
resize.rs

ctat c o~ ’
imagecli.rs -, I )
gitignore | !

Cargo.toml

Potential future web browser and desktop GUI clients



Design of imagix library

Library
resize.rs stats.rs
process_resize request() imagecli get_stats()
enum SizeOption enum Mode struct Elapsed
Small Single Duration
Medium All
Large
Code organisation for
Imagecli project
[ manes ) =
e ’ imagix
Design of CLI commands
Small! Medium / Large Single / All
Forresize | imagecli resize --srcfolder -size --mode
For stats imagecli stats --srcfolder
Command Sub-command Param 1 Param 2 Param 3

> &= <




Chapter 5: Memory Management in Rust

Managing system resources

User User User
process 1 process 2 process 3
Operating system
Memaory File and Directory Process Concurrency Terminal
Management Management Management| |Management Management

~

"




Memory management lifecycle

Memory allocation

« Static memory
= Dynamic memory

Memory use and

. . Memory release
manipulation Yy

Initialize + Programmer-controlled
Assign « Garbage-collected
Modify » Compiler-generated
Copy

Move

Create a reference

Pass a reference

By Kernel

Track memory usage

Is a memory location allocated to a process or free?
How much memory is allocated to which process?
How much memory is released by each process?
When should memory be allocated to a process?

Swapping / Paging

[

o

Kernel

: +—-—-—'5war—@
Main memaory




Process memory layout

Mot accessible to user programs

Command-line arguments
and environment variables

++++++++++++++}

Top of stack
Stack grows downwards

Shared memory, memory mappings,
shared libraries

Reserved for heap expansion

B E o ow oo ow s

Heap grows upwards

Uninitialized data
Initialized data

Program data

Reserved

Kernel data, text
heap, stack

argv, environ

Stack

Data segment

Text segment

Reserved

-

User space

\ -

| Kernel spm:é |




Rust program memory layout

Mot accessible to user programs €———

Reserved

Y
A

Kernel data, text

heap, stack
b "4
argv, environ
Address | Name | Value
1 r 4 P Stack fnget]){letn=3;r=4; n+r};
[} n 3 - l =,
.50 (linux) Shared memory/
Al (windows) libraries
Box<T=, Vector, String, collections Heap name.push_str("Jack”)

Data
segment

Rust code (from binary executable)
+ string literals
+ const parameters

R

Lol T I let mut name: String;

(bss)
Initialized data static NUM: i8 = 1;
Text segment const LIMIT: i32 = 10;
Reserved

. A

Memory management in various

program
Memory

allocation

High-level languages
(Java, Python, JavaScript

Programmer only
initiates, but language

Ruby) determines memory
layout
Low-level {system) Programmer
languages determines memory
(C/CH++) layout
Programmer
Rust determines memory
layout

ming languages

Memory use
and
. manipulation

| Memory release

Programmer has
some control but no
access to pointers

Automated using
garbage-collector

Programmer has
unrestricted control

Programmer-
controlled (Manual)

Smart-pointers (C++)

Programmer has restricted
control and needs to adhere to
Rust ownership & lifetime model.
For unrestricted access, unsafe
Rust can be used

Automated using Rust
Drop trait. Governed by
Rust ownership and lifetime
model and scoping rules



String smart pointer in Rust

(example for 64-bit arch)

Index

Name Value
8 bytes pointer
8 bytes length 4
8 bytes capacity 4

String smart pointer stored on
stack memory

In 64-bit computer architectures,
machine word size = 64 bits (8 bytes)

HTML Generation

<h1> Welcome to XYZ Bank </hi>
{% If user_logged_in %}
<p= Welcome {{name}} </p>
{% endif 95}
<p= Transaction Detail: </p>
<Ul=
{% for txn in transactions %)
<li=
Date: {{txn.date}}

Ref: {{txn.ref}}
Amount: {{txn.amount}}
<=
{3 endfor %}

\Y\

Template file

{% if ... %} if tag

{% for ... %} for tag

Template
statements

—

Template variable

Template

Engine

Data
values

nama: Bob

user_logged_in: true
transactions: [..]

Data source

Value

Actual value stored on the

from Template

heap memory

Generate
dynamic
HTML page
—

<p> Welcome Bob </p>

«p= Transaction Detail: </p>
<Ul>

<li=
Date: 12-10-2019
Ref: 12345
Amount: 24000
</li=
<li=
Date: 24-11-2019
Ref: 12346
Amount: 3243
</li=
</ut=

HTML output
(generated)




Changes to design of
template engine
Legend

Components to
be modified

struct Exprasslonnat / “ \

P . @ @G HTML
Template variable(ExpressionData)

enerator
generate_html_template_var()
Tag(TagType) @ @
Unrecognized \ enum TagType
ForTag theck_symbel_string()

\ g /

Data Structures et_expression_data()

enum ContentType

Literal(String)

get_index_for_symbol()

<

4

Program Structure



Chapter 6: Working with Files and Directories in Rust

Life Cycle Operations

4 _ N

B
| |
b

ra

Copy | Read
@
| Create Open Write
Query
Flename|
)
Set
wﬂ life cycle operations —metadata j
/ 1) create() B)  read() N
: " read_to_string() (8 set_permissions()
(2) open _ _
- el ©  write() 9 close()
3 copy() _
(7 is_dir() modified()
4 rename() is_file() accessed()
is_symlink() created()
read_only()  permissions()
Q'ﬂt API calls len() metadatal() /




Common directory and path operations

Read details of directory entries

) Get details of
Read directory . Get path
o ‘ contents ‘ each;:::actnry ‘ ‘ components ‘
_entry
Path Get path components
Get Path string >
Directory entry Get ancestors
fs:read_dir() » Get metadata
Get File type
\ Get File name /
Create directory structure Construct path strings
programmatically dynamically
Create a )
. Build a path
O drectoy \ o\ : \
‘ structure string
256829 drwx rwxr—:-c._3 ap ap 4896 Aug 28 12:53 rust
Shell command (rstat) design
Definition of custom error type
‘ errors.rs ‘ that is used for user messages
uses uses
| invokes |
‘ srcstats.rs |= | main.rs
struct SrcStats Code metrics definition Command-line struct Opt
parameter definition
function Calculate source metrics for i
i . - Program ent int.
get_src_stats_for_file()  gingle file Acc?apts mmrl?:wgﬁd-lina function main()
function Calculate source metrics for inputs and invokes
get_summary_src_stats() g files in a directory root functions in the

srcstats module



Chapter 7: Implementing Terminal 1/0 in Rust

Header Bar

Text area

Footer bar

Text Viewer - terminal screen layout

i lcome ta Supe

—

 —

X=1,Y=3, line-count=3 Filename: fUsers/prabhueshwarla/tmp/1.txt



Chapter 8: Working with Processes and Signals

Rust program memory layout

Reserved
s =
Mot accessible to user programs €—— : :Bh' '“FMH:IIH’ ml
p o "
argv, environ
Address | Name | Value
] " 4 - Stack fnget(){letn=23;r=4;n+}
(1] n 3 r ,
.50 (linux) Shared memory/
Al (windows) libraries
- T S
i .t
Box<T>, Vector, String, collections <% Heap name.push_str{"Jack™)

Data — | Uninitialized data
segment (bss)
Initialized data static NUM: i8 =1,

let mut name: String;

Rust code (from binary executable) — .
+ string literals <——  Text segment const LIMIT: i32 = 10;
+ const parameters ; :

Reserved




Working with processes in Linux

Check status of child process | 2 ) ~

Communicate with child process (3 )

Set env var of child process (4 )

User process Terminate own process |5 .| Operating system

(parent) (kernel)

A 4

Receive signals :N

Spawn process 'Z':1 )

User process
(child)



Chapter 9: Managing Concurrency

Concurrency basics

Sequential execution

Task A —h‘ Task B
A1 a2 s --

Process

Concurrent execution

N Task ’Tasﬁ Task ’Tasﬁ Task »

Al [B1 A2 B2 A3
Process
Parallel execution
~
Task A
Al A2 - A3
_— _—
‘ Task B ‘

\ Process kil




Process memory layout with threads

—
@ A process P1 with a pipeline of tasks
- _— Novout Stack for main
Task [Taskl Task [Task Task — thread .
A1 [B1| A2 |B2| A3 > ﬁ ( \
o o Stack for thread 3 <—— | A2
Process P1
Stack for thread 2 < A3
Stack forthread 1 o | 44
Memory layout of process P1 with Shared memory/
multiple threads of concurrent —4 libraries
execution N

Heap
Uninitialized data
bss!
Initialized data
.'/- .\'.

& p— A1 code executes here

«—— [ Main thread executes here |

Text segment
(Rust code) o — [ B1 code executes here l

N\ _/4——— | AZ code executes here

=
L




Chapter 10: Working with Device 1/0

Device I/0O in Linux

User program 2 User program 3
(Editor) (Command-line tool)

System call APls

User program 1
{Shell)

User space programs

Memory

Process

Network device

Block device

Character device

management management drivers drivers drivers
Protocol layer Protocol layer Protocol layer
Ethemet, Wi-fi SCSI, ATA UART, I2C, SPI
05 / Kernal
¥ h 4 ¥ :
__ L } Character
[ Memory l [ CPU ] ‘ [ Networking ] [Blnr:k devlnes] [ S ]

Hardware Layer )




Design of USB detector project

struct USBDetails

struct USBList

manufacturer
product
serial_number
bus_number
device_address
vendor_id
product_id
maj_device_wversion

min_device_version

list: Vec<USBDetails>

Traits

Display

struct USBError

err

Traits

Fromsstd::io::Errors

From<=libusb::Error=

fn write_to_file{usb: USBLIist) -> Result<(),
USBErrar=

[ fn main() -> Result<(), USBEmor=

fn get_device information(device,
device handle) -= Result<UUSBDetails, USBError=




Chapter 11: Learning Network Programming

Internet router connecting two networks

e ™
L] L] Network 1
[ 192.168.0.1 ] [ 192.168.0.2 ] 192.168.0.0

\_ vy

Router

e ™
L] L] Network 2
[ 192.168.1.1 ] [ 192.168.1.2 ] 192 168.1.0

h ,-’




Applications
(User space)

Kernel space

Network
hardware

I

I

Network communications with TCP/IP stack

Application layer
(HTTP, SMTP. FTP)

F

Application data

F
h 4

(e.E.HTTP messages)

Transport layer
(TCP/UDP)

[
™

Application layer
(HTTP, SMTP, FTP)

Y
h 4

TCP segments

A

Y

Network layer
{IF)

h 4

Transport layer
(TCP/UDP)

A

L 4

IP packets

A

Y

Data link layer
(Ethernet, wireless)

4

MNetwork layer
{IF)

A

L 4

Data frames

h 4

Data link layer
(Ethernet, wireless)

MNetwork medium
(wired, wireless)

Networking primitives in
the Rust Standard Library

| enum |
| struct |

ulé

~

. SocketAddr .

.

variant

SocketAddrvd

SocketAddrve

contai m

contains port
contains E

contains port




=

L

L

Web
Clients

=

L

A

Web
Clients

Types of proxy servers

x&-

I
J—

Reverse proxy setup

i
|

Internet :I —_—

[

g
T o
*5]

Reverse
proxy xA

Forward proxy setup

. =] — I: Imternet

E

/ L\
U LR

Forward g
proxy

Web

]
1]
<
o
=
o]



Chapter 12: Writing Unsafe Rust and FFI

No images



