Chapter 1: Optimizing Forests, Domains, and Trusts

& Add Roles and Features Wizard - O X
Select features
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection ) - The Active Directory madule for
Server Roles [] Network Load Balancing Windows PowerShel and the tools it

] Metwork Virtualization

! provides can be used by Active
] Peer Name Resolution Protocol Directory administrators to manage

Confrmation [ Quality Windows Audio Video Experience
] Remote Assistance
[] Remote Differential Compression
4 Remote Server Administration Tools
I [] Feature Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
I [] AD DS Tools
[] AD LD5 Snap-Ins and Cormmand-Line T:
[] Hyper-V Management Tools
[] Remote Desktop Services Tools
] Windows Server Update Services Tools
[] Active Directory Certificate Services Tools

»

< Previous. | | Mext = Insta

Active Directory Domain Services
[C] RAS Cennection Manager Administration Kit (CM2 (AD DS} at the command line.

Il Cancel

Raise domain functional level

Domain name:

lucempub.com

Cument domain functional level:

Windows Server 2012

Select an available domain functional level:

Windows Server 2016

A After you raise the domain functional level, it is possible that you may not be able to
~ reverse it. For more information an domain functional levels, click Help.

Cancel Help




Raise forest functional level

Forest name:

lucempub .com

Current forest functional level:
Windows Server 2012

Select an available forest functional level:

Windows Server 2016

PN After you raise the forest functional level, it is possible that you may not be able to

reverse it. For more information on forest functional levels, click Help.

Cancel

Help

Start

k.

Creating a domain
in an existing
forest?

— ves

T
no

¥

Trying to avoid
multiple hops
within a forest?

— ves

T
no

¥

Creating a trust with
a non-Windows
domain?

— yes

T
no

¥

Creating a trust with
a Windows NT4
domain?

— vyes

T
no

You
don’t
have to
do
anything

Create a
shortcut
trust

Create a
realm
trust

Create
an
external
trust

Create a

forest
trust




lucernpub.com Properties ? >

General Trusts  Managed By
Domains trusted by this domain {outgoing trusts):

Domain Mame Trust Type  Transitive Properties...

Remove

Domains that trust this domain (incoming trusts):

Domain Mame Trust Type  Transitive Properties...

Femove

Mew Trust...

Cancel Aoply Help

Mew Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

Status of changes:

[Truzt relationship created successfully. ~
Specified domain: wuhanpub .com

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can autherticate in the local domain.

Trust type: Forest trust

Outgoing trust authentication level: Forest-wide authentication in local and
specified forests.

To configure the new trust, click MNext.

< Back Mext = Cancel




lucernpub.com Properties ? >

General  Name Suffix Routing  Authentication

This Domain: | wuhanpub .com ‘

Cther Domain: |Iucempub.cnm |

Trust type: | Forest ‘

[] The other domain supparts Kerberos AES Encryption
Direction of trust:

Two-way: Users in the local domain can authenticate in the specified
domain and users in the specified domain can autherticate in the local
domain.

Transitivity of trust:

This trust is forest transitive. Users from indirectly trusted domains within
the enterprise may authenticate in the trusting enterprise.

To confim or reset this trust relationship and update its Validate
routed name suffixes, click Validate.

To save a file with the details about the status of the i
names associated with this trust, click Save As.

Corcal | [ oy | [ b

lucernpub.com Properties ? >
General MName Suffix Routing  Authentication
Select the scope of authentication for ugers in the lucempub .com forest.

{®) Forest-wide authentication
Windows wil automatically authenticate users from the specified forest
for all resources in the local forest. This option is prefemed when both
forests belong to the same organization.

() Selective authertication
Windows will not automatically authenticate users from the specified
forest for any resources in the local forest. After you close this dialog,
grant individual access to each domain and server that you want to
make available to users in the specified forest. This option is prefemed if
the farests belong to diferent organizations.

Cancel Apphy Help




a x

Com puter TASKS ¥ | | SECTIONS
Computer . )
Extensions
Managed By
Member OF Dial-in | Security |Location | Password Replication | Attribute Editor |
Policy Group or user names:
. 52 Everyone ~
Silo S CREATOR OWNER
Delegation £2 Domain Admins (LUCERMNPUE\Domain Admins)
BB sELF
Extensions HR Authenticated Users ~
< >
Add Remove
Permissions for Domain Admins Deny
Write O ~
Create all child objects |
Delete all child objects |
Allowed to autherticate 1
Change password | o
For special permissions or advanced settings,
click Advanced. ameal
() More Informati... oK | | Cancel

Add or Remove

Snap-ins

‘You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Selected snap-ins:

Snap-n Vendor ~ ;‘l Console Root

‘%Acﬁve Directory Do... Microsoft Cor... ﬁnchve B
Encﬁve Directory Sch.,. Microsoft Cor..,

Eﬂncﬁue Directory Site... Microsoft Cor...

: Active Directory Use,.. Microsoft Cor..,

=" ActiveX Control Microsoft Cor...

ADSI Edit Microsoft Cor... add >

Authorization Manager Microsoft Cor...

Gl Certificates Microsoft Cor...

:": Component Services  Microsoft Cor...

;&'Computer Managem...
.j.- Device Manager

[ Disk Management

2, DNS
A

Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...

Description:

Edit Extensions...

Remove

Mowve Up

Mave Down

Advanced...

View and edit the Active Directory Schema

Cancel




WARMIMNG: Creating schema objects is a permanent
operation. While these objects may be dizabled to prevent
their usage, they can not be deleted and will become a
permmanent part of your enterprise installation.

Schema Object Creation >

Create Mew Attribute

E Create a New Attribute Object

|dentification

Commaon Mame: ||

LDOAP Display Name:

|
Unique X500 Object ID: |
Description: |

Syntax and Range
Symtax: Access Point w

Minimum: |

Maximurm: |

] Mutti-Valued

Cancel Help




Create Mew S5chema Class

|dentification

Commaon Mame: ||

LDAP Display Name: |

Unique X500 Object ID: |

Description: |

Inhertance and Type

Parent Class: |

Class Type: Structural

< Back MNext =

Cancel

Help

Enable Recycle Bin Confirmation

Ok

Are you sure you want to perform this action? Once Regycle
I Bin has been enabled, it cannot be disabled.

Cancel

Active Directory Administrative Center

configuration change.

Please refresh AD Administrative Center now.

hod

AD DS has begun enabling Recycle Bin for this forest. The
Recycle Bin will not function reliably until all domain
controllers in the forest have replicated the Recycle Bin




E¥i Active Directory Administrative Center — O

« lucernpub (local) * Deleted Objects () | Manage

B Active Directory A.. ¢ | Deleted Objects (0) Tasks
E -:-=| Filter el

@« @

- . Deleted Objects
B8 Overview

4 Tl lucernpub (Iocal) Mame When Deleted Last known pa... New
= il Builtin Delete
> il Computers Search under this node
-
> i Domain Controllers
& [l ForeignSecurityPrincipals
= il Keys
> il LostAndFound
> [l Managed Service Accounts
& [l NTDS Quotas
= il Program Data e
& il System
= [l TPM Devices
= il Users
= il Dynamic Access Control
= il Authentication
P Global Search

WINDOWS POWERSHELL HISTORY

Active Directory Domains and Trusts ? .
LUPN Suffixes

The names of the cument domain and the root domain are the default user
principal name (UPN) suffises. Adding altemative domain names provides
additional logon security and simplifies user logon names.

if you want attemative UPN suffixes to appear during user creation, add
them to the following list.

Altemative UPN suffices:
[ Add

Femove

Cancel Aoply Help




Chapter 2: Managing Domain Controllers

Fh Add Roles and Features Wizard

Before you begin

Installation Type

Server selection

- O X

DESTINATIOMN SERVER
DL

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remowve roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[ Skip this page by default

<previous | [ Net> | | instal | [ cCancel

- R
K= Add Roles and Features Wizard

— | >

DESTINATION SERVER

Select server rol

fiz; Add Roles and Features Wizard

Y DCot

x

Add features that are required for Active Directory

Domain Services? Ltion

Directory Domain Services
stores information about
on the network and makes

lprmation available to users

twork administrators, AD DS

main controllers to give
users access to permitted

anywhere on the network

a single logon process.

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

‘AddFeah.lrsH Cancel |

| < Previous | | Mext > | | Install | | Cancel




fEz Add Roles and Features Wizard — [} e

DESTINATIOM SERVER

Installation progress ocor

View installation progress

o Feature installation

Configuration required. Installation succeeded on DCO1.

Active Directory Domain Services -
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD D5 and AD LDS5 Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools W

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

< Previous | ‘ Mext = | | Close | | Cancel
| B Roles & features - Server Manac X + -~ B 2

& (@] B 1= s -
Windows Admin Center | Server Manager u Microsoft

dc02.lucernpub.com

Tools < Roles and features

Search Tools 0 + Install — Uninstall 268 items  1selected X ()

MName State Type
&R Local users & groups ~  Roles 10f 92 Installed -
= Networks > Active Directory Certificate Services 0 of 6 Installed Role I

Active Directory Domain Services

fidl Performance Monitor
Active Directory Federation Services Available Role
B Powershell Active Directory Lightweight Directory Services Available Role
Processes > Active Directory Rights Management Services 0 of 2 Installed Role
Device Health Attestation Available Raole
h’ Registry
DHCP Server Available Raole
@ FRemote Deskiop DNS Server Available Role
_. Roles & features Fax Server Available Role
> File and Storage Services 1 of 12 Installed Role
B Scheduled tasks
Host Guardian Service Available Role -
A% Services
Details - Active Directory Domain Services (1 Selected) v
= Storage
Description
Ra Storage Migration Service Active Directory Domain Services (AD DS) stores information about objects on the network
and makes this information available to users and network administrators. AD DS uses
EE Storage Replica domain controllers to give network users access to permitted resources anywhere on the

network through a single logon process.
ll System Insights

[ Updates

'Q Settings




fz All Servers Task Details — O *

All Servers Task Details and Notifications
All Tasks | 1 total

Filter P s 7 )

Status Task Name Stage Message Action MNotifications

Post-deployment Configuration Mot Sta.. Configuration required for Active Directory Do...  Promote this server to a domain...

Status Motification Time Stamp

Additional steps are required to make this machine a domain controller.

fiz Aciive Directory Domain Services Configuration Wizard — O X
- - TARGET SERVER
Deployment Configuration DCol

Select the deployment operation

® Add a domain controller to an existing domain
(0 Add a new domain to an existing forest
(O Add a new forest

Specify the domain information for this operation

Domain: '| | | Select... |

Installation

Results

Supply the credentials to perform this operation

<MNo credentials provided >

Maore about deployment configurations

<Previous | | Next> | | instal | [ Cancel




& Active Directory Domain Services Configuration Wizard

- O X
. - TARGET SERVER
Review Options -
Deployment Configuration | Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest. ~
DMNS Options The new domain name is "lucernpub.com”. This is also the name of the new forest.
Additional Opti
e Rl The NetBIOS name of the domain: LUCERNPUB
Paths
Forest Functional Level: Windows Server 2016
Prerequisites Check Domain Functional Level: Windows Server 2016
Installation
Additional Options:
Results
Global catalog: Yes
DINS Server: Yes
Create DNS Delegation: No w
These settings can be exported to a Windows PowerShell script to automate
additional installations
More about installation options

<Previous | | Nest> | | nstal || Cancel
& Add Roles and Features Wizard — O *
. . . . DESTINATION SERVER
Active Directory Domain Services pco2
Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices

on the network. AD DS helps administrators securely manage this information and facilitates resource

Installation Type sharing and collaboration between users.

Server Selection )

Things to note:
Server Roles g . ;

* To help ensure that users can still log on to the network in the case of a server outage, install a
Features minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
I installed, you will be prompted to install the DNS Server role on this machine.
Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

<Previous | | Next> | | nstal || Cancel




& Active Directory Domain Services Configuration Wizard - O X
. . TARGET SERVER
Domain Controller Options e
Deployment Configuration . i . L .
Specify domain controller capabilities and site information
T Domain Name System (DNS) server
P PR [+#] Global Catalog (GC)
Additional Optio Read only domain controller (RODC)
Fa Site name: | Default-First-Site-Name 2 |
- ) - o L Type the Directory Services Restore Mode (DSRM) password
tallatic Password: '1 |
Re Confirm password: '1 |
Maore about domain controller options
<Previous | | Next> | install | [ Cancel
[z Active Directory Domain Services Configuration Wizard — O X
. TARGET SERVER
RODC Options DC02
Deployment Configuration .
Delegated administrator account
Domain Controller Options
<Not provided=> Select...

Additional Cptions

Paths
Review Options

Prereguisites Check

Accounts that are allowed to replicate passwords to the RODC

LUCERNPUB\Allowed RODC Password Replication Group

Accounts that are denied from replicating passwords to the RODC

BUILTIN\Administrators
BUILTIN\Server Operators
BUILTIN\Backup Operators

Remowve

If the same account is both allowed and denied, denied takes precedence.

More about RODC options

-cPrE\riuusH Next > |

install | | Cancel




& Active Directory Domain Services Configuration Wizard

Paths

Deployment Configuration
Domain Controller Options
RODC Options

Additional Options

Review Options

Prerequisites Check

Specify the location of the AD DS database, log files, and SYSVOL

- O X

TARGET SERVER
DCO2

I[-]

(-]

Database folder: [CAWindows\NTDS
Log files folder: |C:\Window5\NTDS
SYSVOL folder: |CAWindows\SYSVOL

I[-]

Maore about Active Directory paths

<Previous | | Next> | install | [ Cancel
fiz Active Directory Domain Services Configuration Wizard — O X
- - . TARGET SERVER
Additional Options DCo2
Deployment Configuration i i .
Specify Install From Media (IFM) Options
Domain Controller Cptions i
[ Install from media
RODC Options
Additional Options Specify additional replication options
Paths Replicate from: | Any domain controller e
Review Options
Prereguisites Check
More about additional optiens
< Previous | | Next > | Install | | Cancel




File Edit Format
<Allowlist>
<Allow>

</Allow>
<Allow>

</Allow>
<Allow>

</A11ow>
<Allow>

< /Al low:
<Allow>

< /Al low:
<Allow>

< /Al low:
<Allow>

j DefaultDCCloneAllowList - Notepad

View Help
kDeFaultCloneConFig>

<!l-- Service types -->

<Name>ADWS< /Name >
<Type>Service</Type>

<Name>AelookupSvc</Name:>
<Type>Service</Type>

<Name>ALG< /Name>
<Type»Service</Type>

<Name>AllUserInstallAgent</Name>
<Type»Service</Type>

<Name>AppIDSvc< /Name:>
<Type»Service</Type>

<Name>Appinfo</Name:>
<Type»Service</Type>

<Name>AppMgmt</Name >

Ln1, Col1 100%

Windows (CRLF)

UTF-8

Fh Remove Roles and Features Wizard

— O >

DESTINATION SERVER

Remove server

fiz; Remove Roles and Features Wizard

Remove features that require Active Directory Domain
Services?

You can remove management tools, or leave them installed on this
server to manage other servers.

D03 lucermpub.com

[Teols] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
4 AD DS Tools
Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Remove management tools (if applicable)

|REﬂmEFﬁ|h.|r5H Cancel |

x

check boxes.
btion

Directory Domain Services
stores information about
on the network and makes
lprmation available to users
twork administrators, AD DS
main controllers to give
users access to permitted
es anywhere on the network
a single logon process.

| < Previous || Mext > |

| Remove || Cancel




& Remove Roles and Features Wizard — O *

DESTINATION SERVER

Remove Server r0|e5 DC03.lucermpub.com
X

20" [y Remove Roles and Features Wizard x e

e Validation Results

Domain Services
fformation about
twork and makes

eatures The validation process found problems on the server from which you want to remove features,

SRS S The selected features cannot be removed from the selected server. Click OK to select different _
-G sl features. bvailable to users
Results inistrators, AD DS
i trallers to give
Validation Server cess to permitted
Results ere on the network

logon process.
@ '9 DC03.lucernpub.com

The Active Directory domain controller needs to be demoted before the AD DS role can
be removed.

Demote this domain controller

‘ [7] Web Server (1IS) (Not installed)

| < Previous | | Next > | | Remove | | Cancel
iz Active Directory Domain Services Configuration Wizard — O *
W . TARGET SERVER
arni ng S DCO3.lucernpub.com

Credentials The domain controller currently hosts the following role{s):

* Domain Name System (DNS) Server
* Global Catalog

Warnin

Removal Options

New Administrator Passiv... i, The roles hosted by the domain controller are required for Active Directory Domain Services
functionality. If you proceed, some Active Directory Domain Services operations may be
impacted.

Proceed with removal

Review Options

Maore about removal options

< Previous || Next > | | Demote || Cancel




& Active Directory Domain Services Configuration Wizard - O X

. TARGET SERVER
C red entla | S DCO3.lucernpub.com

Credentials

Supply the credentials to perform this operation
Warnings

LUCERNPUB\adminsanderb (Current user)
Removal Options =

. [ Force the removal of this domain controller
New Administrator Passw...

Review Options

1, The server will be automatically restarted after the demotion operation. Role removal needs to
be performed after the restart.

More about removal credentials

< Previous || Next > | | Demote || Cancel

B Active Directory Administrative Center - O x

Active Directory Administrative Center * Overview (©) | Manage  Hepp

Ei Active Directory... <

EE|= WELCOME TO ACTIVE DIRECTORY ADMINISTRATIVE CENTER

B lucempub (local) b Learn more about Active Directory Administrative Centg
LEARN MORE

Domain Controllers

Use Active Directory Administrative Center to manage IT tasks

il Dynamic Access Control » ) . )
Use Active Directory module for Windows PowerShell

M Authentication »
2 Global Search EEE‘;S";'C Find answers on Active Directory Forum
CONTROL )
Deploy Dynamic Access Control
Get Microsoft Solution Accelerator to help canfigure Dynamic Access
AZURE
HLIIE Deploy Authentication Policies and Silos
DIRECTORY
RESET PASSWORD GLOBAL SEARCH
User name: Domain\UserName |D’CM
Password: Scope: | lucernpub (local) -

Confirm password:

User must change password at next log on

Unlock account
Apply | Clear |

WINDOWS POWERSHELL HISTORY )




B Active Directory Administrative Center

Manage

% [ Sites 5] Sites

Sites Container

EE Active Directory... < | Topolegy (2) Tasks
E = Filter P '::E) A '@:‘ - (v @
DCo4
- Overview [l
‘ i lucernpub (local) Name Type Description Mew
= il Builtin # oo msDFSR-M... Delete
s Move...
New
Search under this node
- | Delete |
Move.. Properties
b
Search under this node Topology
" Properties New
[
Delete
= [l NTDS Quotas
Maove...
= il Program Data
4 i system Search under this node
& [l AdminSDHolder Properties
& [l ComPartitions DCo4 v
& [l ComPartitionSets n B
Object class: msDFSR-Member Modified: 10/3/2021 6:58 PM
il Default Domain Description:
= [l Dfs-Configuration
4 [l DFSR-GlobalSettin
4 [l Domain Systen
= [l Content
< 3 Summary
WINDOWS POWERSHELL HISTORY
Hﬂ Active Directory Sites and Services — O
File Action View Help
Lol A1l (HEREN * Bo:lR=
@i Active Directory Sites and Servic|| Name Type Description




] Active Directory Users and Computers

File Action View Help

e | HE LB XELEZ BHR P eETa%

] Active Directory Users and Com|| Name

5 | Saved Queries
v ﬁ lucernpub.com
5 ] Builtin
» [ Computers
2| Domain Controllers

[] ForeignSecurityPrincipal:

W

» [] Managed Service Accour
» [ Users

£ > £

1% pcot

coz2

Type
Computer

Computer

DC Type

GC
Read-cnly

Site

Default-First-Si...
Add to a group...
Reset Account
Move...

Manage
All Tasks

Cut
Delete

Properties

Help

Description

Deletes the current selection.

Deleting Dornain Controller

If the Read-only Domain Controller was stolen or compromised, it is recommended that you reset the

passwords of the accounts that were stored on this Read-only Domain Controller,

The computer object you want to delete represents this Read-only Domain Contraller:

DCo2|

Reset all passwords for user accounts that were cached on this Read-only Domain Controller,
Warning! This operation will require these users to contact your helpdesk to obtain a new

password.

[]rReset all passwords for computer accounts that were cached on this Read-only Domain Controller.

rejoined.

Export the list of accounts that were cached on this Read-only Domain Controller to

this file:

Location:

Warning! This operation will disjoin these computers from the domain and they will need to be

View List...

Browse...

Delete

Cancel




Chapter 3: Managing Active Directory Roles and Features

&3 Active Directory Domains and Trusts — O x
File  Action View Help

= | FHEd= HFE

ﬂ Active Directory Domains and Trust!” Mare Type Actions
Change Forest... domainDNS || Active Directory Domai...
Change Active Directory Domain Controller... More Acti N
are Actions
Operations Master...
Raise Forest Functional Level...
View S
Refresh
Export List...
Properties
Help
€ > € >
Transfer the cperations master rele to a different computer
RegSwr32 >

o DMlIRegisterServer in schmmgmt.dll succeeded.

oKk




] Active Directory Users and Computers — O
File Action View Help

& | FH 2 HETaETa%

j Active Directory Users and Computers || MName Type Description
» [ ] Saved Queries 7] saved Queries Folder to store your favo...
5 3 lucempub.cor - .

Domain

Delegate Control...

Find...

Change Domain...

Change Domain Cantroller...

Raise domain functional level...

Operations Masters...
New >
All Tasks >
Properties
Help

£ >

Domain operations masters

MTDS Settings Properties ? >

General Connections Object Securty  Attribute Editor

Ig# MTDS Settings

Description:
Query Policy: e
DMS Alias: S08-4F38-A2A6-F47957B1556A._msdcs lucempub .com

Global Catalog

The amount of time it will take to publish the Global Catalog varies
depending on your replication topology.

oK Cancel Apply Help




Chapter 4: Managing Containers and Organizational Units

B Active Directory Administrative Center

Active Directory Administrative Center » Overview

Active Directory Ad...

|i lucernpub {local)
= [l Builtin

> il Computers
+ i@ Domain Controllers
[l ForeignSecurityPrincipals
M Keys

il LostAndFound

Bl Managed Service Accounts
Ml NTDS Quotas

il Program Data

il System

Ml TPM Devices

il Users

il Dynamic Access Control

3

3

Il Authentication
2 Global Search

WINDOWS POWERSHELL HISTORY

WELCOME TO ACT

-®

IVE DIRECTORY ADMINISTRATIVE CENTER

I Manage Help

CONTENT W

L

LEARN MORE

DYNAMIC
ACCESS
CONTROL

AZURE
ACTIVE
DIRECTORY

earn more about Active Directory Administrativ

Use Active Directory Administrative Center to manage IT tasks
Use Active Directory module for Windows PowerShell
Find answers on Active Directory Forum

Deploy Dynamic Access Control

Get Microsoft Solution Accelerator to help configure Dynamic Access Control

Deploy Authentication Policies and Silos

e Center

RESET PASSWORD

User name:
Password:

Confirm password:

Unlock account

User must change password at next log on

GLOBAL SEARCH
Domain\UserName Search
Scope: | lucernpub (local)

Apply | Clear |

% organizational Unit

Managed By

e -
) More Information

Create QOrganizational Unit:

- O X
Tasks v | [sections |
Organizational Unit QLA
Name: * | | createin: DC=lucernpub,DC=com Change..
Address: Dlescrption;
Street
City State/Province | Zip/Postal code Protect from accidental deletion
Country/Region: | ¥ |
Managed By Q@@
Managed by: Clear|  Office:
Phc?ne numbers: Address:
Main: Street
Mobile:
Fax: City State/Province || Zip/Postal code
Country/Region: E
ok | [ Cancel




Delete Confirmation

Are you sure you want to delete the Organizational Unit
Jrganizational Unit?

Yes E Mo
- O X
Organizational Unit TASKS ¥ | | SECTIONS ¥
N ~ . _ B B ~
Organizational Unit | Oyrganizational Unit D®E@
Managed By o
Name: #¢ |Organizational Unit Description:
Extensions Address: This is an organizational unit.
Street
Protect from accidental deletion
City State/Province || Zip/Postal code
Country/Region: | e |
Managed By Q®®
Managed by: Office:
Phone numbers: Addrass:
Main: Street
Mobile:
Fax: City State/Province | Zip/Postal code
Country/Region: v
Extensions ®@
COM+ | Security | Attribute Editor
W
-E) Moaore Information oK | [ Cancel |




] Active Directory Users and Computers
File Action Yiew Help
e am A Bz BmMPaETah

] Active Directory Users and Computers|| Name Type
5 | Saved Queries

2 . ] Builtin builtinDomain
> &4 lucempub.com ] Computers Container
=] Domain Controllers Organizational...

] ForeignSecurityPrincipals Container
r Managed Service Acco.,  Container

= Organizational Unit Organizational...
;I Users Container

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for ma...
This is an organizational ...

Default container for up...

Delegation of Control Wizard

Welcome to the Delegation of

Control Wizard

/1

'ﬁgv This wizard helps you delegate contral of Active Directary

objects. You can grant users penmission to manage users,

groups, computers, organizational units, and other objects

stored in Active Directory Domain Services.

To continue, click Mext.

< Back Mext =

Cancel Help




Delegation of Control Wizard

Tasks to Delegate

You can select common tasks or customize your awn.

N

[ ] Read all user information

[ ] Create, delete and manage groups
[ ] Modify the membership of a group
[ ] Manage Group Policy links

€

[ ] Create, delete, and manage user accounts
[ ] Reset user passwords and force password change at next logon

[ ] Generate Resultant Set of Policy (Flanning)

() Create a custom task to delegate

Mext =

Cancel

Help




Chapter 5: Managing Active Directory Sites and
Troubleshooting Replication

EE Active Directory Sites and Services
Eile Action View Help

&= |5 o= H=E 2

@ig Active Directory Sites and Servic|| [ame Type Description
v & SI.tES ) [ Sites Sites Container
| Inter-5ite Transports
| Subnets

E Default-First-5Site-Mame

Active Directory Domain Services

o Site Site2 has been created. To finish configuration of Site2:

Ensure that 5Site2 is linked to other sites with site links as
appropriate.

Add subnets for Site2 to the Subnets container.
Install one or more Domain Controllers in 5ite2, or move

existing DCs into the site,

You will not see this message again until the next time you
start Active Directory Sites and Services,




Delegation of Control Wizard

Welcome to the Delegation of

Control Wizard
f--&
'-f( This wizard helps you delegate control of Active Directory

objects. You can grant users permission to manage users,
| groups, computers, onganizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mext.

< Back Mext = Cancel Help

Delegation of Control Wizard

Tasks to Delegate

You can select commaon tasks or customize your own.

(®):Delegate the following common tasks:

[] Manage Group Policy links

(") Create a custom task to delegate

< Back Mext = Cancel

Help




Active Directory Domain Services

| Are you sure you want to delete the Site named 'Site2'?

fes

Mew Object - Subnet

; Createin:  lucempub com/Corfiguration//Sites./Subnets

[

Enter the address prefix using netwaork prefic notation (address/prefic
length). where the prefic length indicates the number of fixed bits. You
can enter either an [Pv4 or an IPvE subnet prefix.

Leam more about entering address prefices.

|Pvd example: 157 54208020
IPv6 example: 3FFE:FFFF.0.CO00:/64

Prefix:

Prefix name in Active Directory Domain Services:

Select a site object for this prefix.

Site Name
ﬁ Default-First-Site-Name

Active Directory Domain Services

Are you sure you want to delete the Subnet named
I 10.000.0/8'7

tes




Mew Object - Site Link

Ei! Createin:  lucempub .com/Configuration/Sites/Inter-5ite

MName: ||

Sites not in this site link: Sites in this site link:

Site1
Sited
Sited

Add ==

<< Bemove

A site link must cortain at least two sites.

oK

Active Directory Domain Services

Link'?

| Are you sure you want to delete the Site Link named "Site

Yes | E

N

o




Schedule for Site Link >

2 5 3

12:2-4-6-8-10-12-2-4-6-8-10-12

() Replication Mot Available

I (®) Replication Available

Sunday through Saturday from 12:00 AM to 12:00 AM

MTDS Site Settings Properties ? et

Site Settings Object Security Aftribute Editor

Attributes:
Hitribute Value 2
instance Type (ed = (WRITE)
interSite TopologyFail...  =not set>

interSite TopologyGen... CHN=NTDS Settings, CH=0C01,CN=5ervers,(]
interSite TopologyRen...  <not set:
isCrtical SystemObject  <not set>

izDeleted <not set
izRecycled <not set
|ast KnownParert <niot set>
managed By <not set

ms D 5-CloudAnchor <not set>
mS-05-ConsgistencyC...  =<not set>
mS-D5-ConsistencyG...  <not set:
msD5-LastknownRON  =not sets

msD5-McType <not set> =
£ >

Corca | [ [ Feo




Chapter 6: Managing Active Directory Users

Create User:

* Account
Organization
Member Of
Password Settings
Profile
Policy

Silo

() More Information

Account

First name: |

Middle initials:
Last name:

Full name: *
User UPN logon:

User SamAccoun...

Password:
Confirm password:
Create in:

Change...

[T Protect from accidental deletion

Log on hours...

Organization
Display name:
Office:

E-mail:

Web page:

it

Log on to...

- O X

Tasks v | [ secTions w

Account expires: (@) Never
O End of

Password options: -
(® User must change password at next log on
() Other password options
Microsoft Passport or smart card is requ...
Password never expires
User cannot change password
Encryption options: v

Other options: v

Job title:
Department:
Company:

Manager: Clear
o

£

L’ Find Users, Contacts, and Groups — a >
Eile Edit View
Find: |Users. Cortacts. and Groups == v Browse...
Users, Contacts, and Groups  Advanced
Mame: | user |
Stop
Description: | |
Clear Al
\Search results:
Marme Type Description
% Users Group Users are prevented from making a

2 itemn(s) found




User Properties et

Security Environment Sessions Remate control
Remote Desktop Services Profile COM+
General Address Account Profile Telephones COrganization
Published Certificates  Member Of = Password Replication  Dialin =~ Object

Canonical name of object:

Chject class: |ser
Created: 11/29/2021 8:04:18 AM
Modified: 11/29/2021 8:04:18 AM

|Ipdate Sequence Mumbers (LSNs):
Current: 20517
Criginal: 20512

[«]Protect object from accidental deletioni

Conca | | sooy || Hep

Active Directory Domain Services

| Are you sure you want to delete the user named "User'?

tes




User

Account
Organization
Member Of
Password Settings
Profile

Policy

Silo

Extensions

o -
) Maore Information

Account

First name:
Middle initials:

Last name:
Full name: ¢ User

User UPN logon:  |user @ I:l

User SamAccoun... v user

Log on hours... Log on to...

Organization

Display name:
Office:
E-mail:
Web page:
Other web pages...

Phone numbers:

O >

TASKS ¥ | | SECTIONS ¥

Account expires: (@) Never
(O End of

Password options:

F

®) User must change password at next log on

) Other password options

Microsoft Passport or smart card is requ...

Password never expires

User cannot change password

Encryption options: v
Other options: v
Job title:

Department:

Company:

Manager:
Direct reports:

oK

Delete Confirmation

Are you sure you want to delete the User User?

Yes

CBMo ]




Ei Active Directery Administrative Center

B8 Overview
+ Add criteria ¥
D Users with disabled/enabled accounts. ~

Reset passwaord...

i) More Information

O Log on hours... O

Log on to...

Organization

[ IDisplay name:
COffice:
[]E-mail:
[CIweb page:
Other web pages...

Phone numbers:

| = Type Description View resultant password settin...
[ Users with an expired password,
[ Users whase password has an expiration date/no expiration date. Built-in account for admini... Add to group...
[ users w!th enabled but locked accounts. Group Mermbers in this group ca.. Disable
Users with enabled accounts who have not logged on for more
than a given number of days. Group Members of this group ar... Delete
("] Users with a password expiring in a given number of days. Group Members of this graup th... Move
O Computers running as a given domain controller type. G Members in thi
[] Last modified between given dates. roup embers in this group ca... Properties
Object type is user/inetOrgPerson/computer/group/organization Graup DNS Administrators Group Users ~
unit. Group DNS clients who are permi..
O Directly applied password settings for a specific user. . . New 4
Directly applied password settings for a specific global security Group Designated administrators.. Delete
group. Group All workstations and serve...
[] Resultant password settings for a specific user. Search under this node
v
I _ Expiration:  <MNever>
=l Dynamic Access Control -
_ o E-mail: Last log on:  11/28/2021 11:07 AM
AL = atich Modified:  11/28/2021 11:08 AM
AP Global Search Description:  Built-in account for administering the computer/domain
5 || Summary
WINDOWS POWERSHELL HISTORY (a)
— O x
Multiple Users TASKS v | [ SECTIONS v
~
Account Account
Organization .
[Account expire: @ Never
Member Of | [ ILogon UPN Suffi End of
Profile [] Protect from accidental deletion :
Password options: -

e

User must change password at next log on
) Other password options
Microsoft Passport or smart card is require...
B| Password never expires
User cannot change password

Encryption options: A

Other opticns: A

%) (a
[lob title:

[]Department:

[]Company:

[IManager: Edit...| |Clear

Direct reports:
Add... |

OK




Maove

Move object into container:

=33

P
-] Buitin
G-{ | Computers
-2 Domain Controllers
G-{ | ForeignSecurityPrincipals
G-{ | LostAndFound
B#-{ "] Managed Service Accounts
-] NTDS Quotas
G#-{"| Program Data
-] TPM Devices v
ok | | Cancel
_-! Move
Find in this column Find in this column
SN | & cuitin b oA
Ml Computers L
B8 Domain Controllers L4
Bl ForeignSecurityPrincipa ¥
Bl Keys r
B |ostindFound g
M Managed Service Accou ¥
Bl NTDS Quotas »
Bl Program Data L
M System L

ok ||

Cancel




Rename User ? x
Full name: |
First name: |
Last name: |
Digplay name: |
Lser logon name:
[oer | |
Iser logon name (pre-Windows 2000):
| oo |
[ ok | cance |
- O X
User TASKS ¥ | | SECTIONS ¥
¥X  Delete N
SEETIILS Account Moave..
Organization | Disable |
First name: || | - -
t password...
Member Of Middle initials: =€ passar
) La Help
Password Settings st name: -
Full name: 4 User Password options: -
Profile ®) User must change password at next log on
User UPN logon:  |user @ I:l -
poli ) Other password options
olic
L User SamAccoun.. \HE user Microsoft Passport or smart card is requ...
Silo i
[] Protect from accidental deletion Password never expires
= User cannot change password
Extensions
Encryption options: v
Other options: v
Log on hours... Log on to...
Organization
Display name: Job title:
Office: Department:
E-mail: Company:
Web page: Manager:
Other web pages..  Direct reports:
Phone numbers: | Add... | hd

o -
) Maore Information

OK

|| Cancel |




B Active Directory Administrative Center

Users (25)

E COwerview
+ Add criteria ¥

[ Users with disabled/enabled accounts. A
[ Users with an expired password.
[ Users whose password has an expiration date/no expiration date.

rs with enabled but locked accounts.
Users with enabled accounts who have not legged on for more
than a given number of days.

[ Users with a password expiring in a given number of days,

O Computers running as a given domain controller type,

[[J Last modified between given dates,

0 Ob.JECt type is user/inetOrgPersen/computer/group/organization
unit.

O Directly applied password settings for a specific user.
Directly applied password settings for a specific global security
group.

[] Resultant password settings for a specific user.

Cancel |

E-mail:
Maodified:

Description:

Surmnmary

WINDOWS POWERSHELL HISTORY

11/28/2021 11:08 AM

Built-in account for administering the computer/domain

Description

Built-in account for admini...

Group Members in this group ca...

Group Members of this group ar...

Group Members of this group th...

Group Members in this group ca...

Group DNS Administrators Group

Group DNS clients who are permi...

Group Designated administrators...

Group All workstations and serve.., w

v

Expiration:  <Never>
Last log on:  11/28/2021 11:07 AM

Reset password...
View resultant password settin...
Add to group..
Disable
Delete
Move...
Properties
Users
MNew 3
Delete
Search under this node

Properties

User

Log on hours...

Organization

Display name:
Office:
E-mail:

Web page:

Phone numbers:
Main:

Home:

Mahila:

| Mare Information

O

TASKS

v | | secTions

Account Account
Organization
g First name: Account expires: (3
Member Of Middle initials:
Password Settings |~ Lastname: _
S Full name: User Password options:
rofile - .
User UPM logon: | user @ = Encryption options:
Policy User SamAComm... v user Other options:
Silo . .
[] Protect from accidental deletion
Extensions

Log on to... ﬂ Unlock account

Job title:
Department:
Company:
Manager:

Other web pages..  Direct reports:

Never
End of

v

Add...

I

Remowe

Cancel




User Properties ? >
Published Certfficates  Member Of  Password Replication  Dialin  Object
Security Environment Sessions Remote control
General Address Account Profile Telephones Organization
Remote Desktop Services Profile COM+ Attribute Editor

Attributes:
Attribute Walue 2
uid <not set>
uidMumber <not set>
unicodePwd <not set>
unixHome Directory <not set>
unixUserPassword <not set>
url <not set>
userAccountControl
userCert <not set>
userCerificate <not set>
userParameters <not set>
userPassword <not set>
userPKCS12 <not set>
userPrincipal Name user@ucempub com
userSharadFolder <not set> 7
£ >
oK || Cancel | foply Help

User

Account
Organization
Member Of
Password Settings
Profile

Policy

Silo

Extensions

TN -
(A) More Information

O X

Tasks v | [ secTions v

Extensions

COM+ Environment | Sessions | Remote control

Remote Desktop Services Profile | Security

| Dial-in

Published Certificates | Password Replication | Attribute Editor

Attributes:
Attribute Walue 2
thumbnaillogo <ot set>
thumbnailPhoto <not set>
title <not set>
uid <not set>
uidNumber <not set>
unicodePwd <not set>
unixHome Directony <not set>
unixUserPassword <not set>
ur <not set>
userAccourntControl 200 = { NORMAL_A
userCert <not set>
userCertificate <not set>
userParameters <not set>
userPassword <not set> v
£ >
0K




CM=User Properties ?
Attribute Editor  Security
Aftributes:
Attribute Walue ~
userfAccourtControl 200 = { NORMAL_ACCOUNT )
userCert <not sets
Integer Attribute Editor
Attribute: userfAccourtControl
Walue:
BB
Clear 0K | | Cancel
uSMNChanged 24625
uSMCreated 20523
uSNDSALastObiRem... <not set> v
£ >
| OK || Cancel | fpply Help
User Properties ?
Published Certfficates ~ Member Of  Password Replication  Dialin

Security Environmert Sessions Remote control
Remote Desktop Services Profile COM+ Atribute Editor
General Address Accourt Profile Telephones Crganization

User logon name:

|user ||
User logon name {pre-Windows 2000):

| | |user

| Logon Hours... || Log On To... |

[ Unlock accourt

Account options:

[ User must change password at next logon
[ User cannot change password

[] Password never expires

[ Store password using reversible encryption

Account expires

Tuesday , December 31, 2024

OK | Cancsl || gy ||




User

€ Account
Organization
Member Of
Password Settings
Profile
Policy
Silo

Extensions

) Maore Information

Account

First name:

Middle initials:

Last name:

Full name: User

User UPN logon:  |user

User SamAccoun...

@ £

Y user

[] Protect from accidental deletion

Log on hours...

Organization

Display name:
Office:
E-mail:

Web page:

Phone numbers:
Main:

Home:

Mahila:

Log on to...

Other web pages...

O >

TASKS

v | [ secions |

Account expires: () Ng

® End of €|

Password options:
Encryption options:

Other options:

Job title:
Department:
Company:
Manager:

Direct reports:

OK




Chapter 7: Managing Active Directory Groups

Mew Object - Group

% Create in:

Group name:

Group name (pre-Windows 2000):

Group scope Group type
() Domain local (@) Security
(®) Global () Distribution
() Universal

o

*ﬁroup
Managed By
Member Of

Members

Password Settings

Create Group:

Group

Group name: 3 |

Group (SamAcco... *

Group type: Group scope:
®) Security ) Domain local
0 Distribution ® Global

O Universal

] Protect from accidental deletion

Managed By

Managed by:

Manager can update membership list
Phone numbers:

Main:
Mabile:

Fax:

Member Of

= .
() More Information

Clear

— O pod

TASKS ¥ | | SECTIONS ¥

E-mail:

Create in:

~
a7 i
(7)) 8 (A

Change...

Description:

Motes:

Office:

Address:
Street

City
Country/Region:

State/Province | Zip/Postal code

OK




Group Properties ? *
General Members Member Of Managed By
Object Security Attribute Editor
Canonical name of object:
Ohject class: Group
Created: 1/9/2022 1:46:30 PM
Modified: 1/9/2022 1:46:30 PM
Update Sequence Mumbers (LSNs):
Curment: 28724
Criginal: 28724
] Protect object from accidertal deletion
] [ [
Select Groups
Select this object type:
|Gmups aor Builtdn securty principals | Object Types...
From this location:
| | Locations...
Enter the object names to select (examples):
| Check Mames
Advanced... QK Cancel




Group

- O X

TASKS

v | [secrions - |

A T T
k!!&§)&?ﬂ

Group Members
Managed By i

mMember Of Filter
Members Name -

Password Settings

Extensions

Je)

Active Director...

Add... |

Directly Associated Password Settings

Name

Extensions

Precedence

| Securihy | Attribata Fditnr

o -
a) More Information

TN N P
D«

n

Group Properties ? X
Object Security Attribute Editor
(General Members Member Of Managed By
% Group
Group name (pre-Windows 2000): |
Description: |
E-mail: |
Group scope Group type
Domain local (®) Security
(@) Global () Distribution
() Universal
Motes:
oK || Cancel | Aoply Help




Group

Group

Managed By
Member Of
Members
Password Settings

Extensions

P -
) Maore Information

Group

Group name: %k Group
Group {SamAcca... 3¢ Group

Group type: Group scope:
®) Security Domain local
) Distribution ® Global

) Universal

[] Protect from accidental deletion

Managed By

Managed by:

[ | Manager can update membership list
Phone numbers:

Main:
Mabile:

Fax:

Member Of

Filter j o)

O X

TASKS ¥ | | SECTIONS

_ _ _ fa)
O®@
E-mail:
Description:
MNotes:
(E:l (8} |:J:|.:|
Office:
Address:
Street
City State/Province | Zip/Postal code
Country/Region:
(E:l (8} |:§.:|
W

0K

| | Cancel




Chapter 8: Managing Active Directory Computers

Mew Object - Computer ot

1:"__, Creates in:

Computer name:
I

Computer name (pre-Windows 2000):

The following user or group can join this computer to a domain.

User or group:

| Default: Domain Admins Change...

[ ] Assign this computer account as a pre-Windows 2000 computer

— O x

Create Computer: TASks v | [SECTIONS w

K computer Computer QLA
Managed By

Computer name: * | |
Member Of Computer (NetBIOS) name: 3¢

Policy Create in: Change..

silo User or Group: Default: Domain Admins

The above user or group can join this computer to a domain
[] Assign this computer account as a Pre-Windows 2000 computer
[] Protect from accidental deletion

Managed By

Managed by: Clear|  Office:
Phu::ne numbers: Address:
LT Street
Mabile:
Faue: City State/Province | Zin/Postal code
Country/Region:
Member Of Q@@

(~) Mare Information o




Delete Confirmation

| Are you sure you want to delete the Computer Computer?

Yes | E Mo 1
— O *
Computer TASKS ¥ | | SECTIONS ¥
Computer Computer QLI
Managed By
Computer name:  Computer Computer (NetB... COMPUTER
Nembes DNS name: 05 name:
Policy Domain controller... Workstation or server OS5 version:
Silo Site: Service pack:
) Description: i i
Delegation scription [ Protect from accidental deletion
Extensions
Managed By
Managed by: Clear|  Office:
Phone numbers: Address:
Main: Street
Mobile:
Fa: City State/Province | Zip/Postal code
Country/Region:
Member Of O®®
/f_\' More Information QK

Active Directory Domain Services

Are you sure you want to delete the Computer named
! ‘Computer?

Yes | E go 1




Settings

&

Windows Settings

Find a setting

System
Display, scund, notifications,
power

Phone
Link your Android, iPhone

Personalization
Background, lock screen, colors

Accounts

Your accounts, email, sync,
work, other peaple

Devices
Bluetooth, printers, mouse

Metwork & Internet
Wi-Fi, airplane mode, VPN

Apps
Uninstall, defaults, optional
features

Time & Language
Speech, region, date

Rename your PC

Rename your PC

You can use a combination of letters, hyphens and numbers.

Current PC name: DESKTOP-UVVE5S5D

SurfaceSander[ﬂ bt




Warning

Are you sure you want to reset this computer account?

Yes Mo

Active Directory Domain Services

| Are you sure you want to reset this computer account?

tes

Connection Settings >

Mame: | Default naming context

Path: |

Connection Point
(") Select or type a Distinguished Name or Naming Context:

| ™ |

(®) select a well known Naming Context:

Default naming context L

(®) Default (Domain or server that you logged in to)
[]use s5L-based Encryption

Advanced... Cancel




Properties
Adtribute Editor | Security

Attributes:

Attribute Value

msD5-EnabledFeature  <not set>
msD5-ExpirePasswor... TRLUE

Integer Attribute Editor

Attribute: ms-05-MachineAccountGuaota

Value:

E

K] | caes
name lucempub
nETBIOSMame <not set>
next Rid 1000 v
£ >

. 0K || Cancel | Amply Help




Chapter 9: Managing DNS

fiz Active Directory Demain Services Configuration Wizard — O x
. . TARGET SERVER
Domain Controller Options DCol
Deployment Configuration . )
Select functional level of the new forest and root domain
Domain Controller Options
Farest functional level: | Windows Server 2016 ~ |
Domain functional level: | Windows Server 2016 "‘ |
Specify domain controller capabilities
] Der S s
+| Global Catalog (GC)
Read only domain controller (RODC)
Type the Directory Services Restore Mode (D5RM) password
Password: q |
Confirm password: q |
More about domain controller options
< Previous | | Next > | | Install | | Cancel |
MNew Zone Wizard X
Zone Type

The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(@ Erimary zone!
Creates a copy of a zone that can be updated directly an this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Mame Server (MNS), Start of Authority
(504), and possibly glue Host (&) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available anly if DNS server is a writeable domain
controller)




Mew Zone Wizard >

Active Directory Zone Replication Scope
You can select how you want DMS data replicated throughout your netwark,

Select how you want zone data replicated:

(" To all DMS servers running on domain contrallers in this forest: lucernpub.com

{®)iTo all DNS servers running on domain contrallers in this domain: lucernpub, comé

i To all demain controllers in this domain (for Windows 2000 compatibility):
lucernpub. com

To all domain controllers spedfied in the scope of this directory partition:

Mew Zone Wizard >
Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates. ’ff:'

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DMS server whenever changes ocoour,

Select the type of dynamic updates you want to allow:

(@) :allow only secure dynamic updates (recommended for Active Directory):
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

This option is a significant security vulnerability because updates can be
22 accepted from untrusted sources,

) Do not allow dynamic updates

Diynamic updates of resource records are not accepted by this zone, You must update
these records manually.

< Back Mext = Cancel




ﬁ, DMS Manager
Eile Action View Help
es|rF = BEl {84

55_-: [ENS Mame Type Status DMSSEC Status
e j DCG; e p—— g_msdcs.lucempub.com Active Directory-Integrated Pr...  Running Mot Signed
[ o TS ones glucernpub.cnm Active Directory-Integrated Pr...  Running Mot Signed

[ Reverse Lookup Zones
7] Trust Points
|| Conditional Forwarders

DS

Directory and the DMS server.

Yes

Warning: This is an Active Directory-integrated zone, If you
decide to delete this zone from the DM5 server, it also will be
deleted from Active Directory. The zone also will be deleted
from all DM5% servers that load this zone from Active Directory.

Click Yes if yvou want to remove the zone from both Adtive

Click Mo if you don't want to remove the zone,

%DNSManager
Eile  Action View Help

o= 2mcd= HBHE 8 EE

i DNS Mame

v j D.CID-I g_msdcs.lucernpuh.cnm
| Forward Lookup Zones jlucern ub.com
|| Reverse Lookup Zones - pus:

[ | Trust Points
[ 7| Conditional Forwarders

Type
Active Directory-Integrated Pr..,
Active Directory-Integrated Pr...




| netlogon.dns - Notepad — O *

File Edit Format View Help

[Lucernpub.com. 688 IN A 10.0.8.4

_ldap._tcp.lucernpub.com. 688 IN SRV @ 18@ 389 dc@l.lucernpub.com.
_ldap._tcp.Default-First-Site-Name._sites.lucernpub.com. €88 IN SRV @ 18@ 389 dc@l.lucernpub.com.
_ldap._tcp.pdc._msdcs.lucernpub.com. 688 IN SRV @ 18@ 389 dc@l.lucernpub.com.
_ldap._tcp.1a78ff72-a762-46d5-b919-5fdfccb23f8e.domains._msdcs. lucernpub.com. 688 IN SRV @ 188 389 dcBl.lucernpub.com.
ab99713e-194f -4496-2e81-T1f9%ac9b978b._msdcs. lucernpub.com. 68@ IN CMNAME dc@l.lucernpub.com.
_ldap._tcp.dc._msdecs.lucernpub.com. 68@ IN SRV @ 180 389 dc@l.lucernpub.com.
_ldap._tcp.Default-First-Site-Name._sites.dc._msdcs.lucernpub.com. 6688 IN SRV @ 108 389 dc@l.lucernpub.com.
_ldap._tcp.gc._msdcs.lucernpub.com. 688 IN SRV @ 18@ 3268 dc@l.lucernpub.com.
_ldap._tcp.Default-First-Site-Name._sites.gc._msdcs.lucernpub.com. 688 IN SRV @ 180 3268 dc@l.lucernpub.com.
gc._msdcs. lucernpub.com. 668 IN A 18.8.8.4

_kerberos._tcp.dc._msdcs.lucernpub.com. 68@ IN SRV @ 1@ 88 dc@l.lucernpub.com.
_kerberos._tcp.Default-First-5ite-Name._sites.dc._msdcs.lucernpub.com. 686 IN SRV @ 188 88 dc@l.lucernpub.com.
_kerberos._tcp.lucernpub.com. 688 IN SRV 8 188 88 dc@l.lucernpub.com.

_kerberos. tcp.Default-First-Site-Name. sites.lucernpub.com. 68@ IN SRV @ 188 88 dc@l.lucernpub.com.
_gc._tcp.lucernpub.com. 688 IN SRV @ 188 3268 dc@l.lucernpub.com.
_gc._tcp.Default-First-Site-Name._sites.lucernpub.com. 68 IN SRV @ 180 3268 dc@l.lucernpub.com.
_kerberos._udp.lucernpub.com. 688 IN SRV @ 188 88 dc@l.lucernpub.com.

_kpasswd._tcp.lucernpub.com. 668€ IN SRV @ 10@ 464 dc@l.lucernpub.com.

_kpasswd._udp.lucernpub.com. 688 IN SRV @ 180 464 dc@l.lucernpub.com.

DomainDnsZones.lucernpub.com. 608 IN A 18.8.8.4
_ldap._tcp.Default-First-Site-Name._sites.DomainDnsZones.lucernpub.com. 688 IN SRV @ 18@ 389 dc@l.lucernpub.com.
ForestDnsZones.lucernpub.com. 608 IN A 18.8.8.4

_ldap._tcp.ForestDnsZones.lucernpub.com. 68 IN SRV @ 16@ 389 dc@l.lucernpub.com.
_ldap._tcp.Default-First-Site-Name._sites.ForestDnsZones.lucernpub.com. 688 IN SRV @ 18@ 389 dc@l.lucernpub.com.
_ldap._tcp.DomainDnsZones. lucernpub.com. 68@ IN SRV @ 180 389 dc@l.lucernpub.com.

Windows (CRLF) Ln1, Col1 100%
Mew Coenditicnal Forwarder >
DMS Domain:
I
IF addresses of the master servers:
IF Address Server FQDMN Validated Delete
«Click here to add a...
Up
Dowen

[ ]5tore this conditional forwarder in Active Directory, and replicate it as follows:

All DMS servers in this forest

Mumber of seconds before forward queries time out:

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not
configured.

K, Cancel




Chapter 10: Getting the Most Out of Group Policy

(& Group Policy Management

File Action View Help

= |5 E = HE

=| Group Policy Object
P cy oy

» [ Policies
% [ Preferences
~ 48, User Configuration
» | Policies
» [ Preferences

~ (i Computer Configuration

Mame

& Computer Configuration
i User Configuration

> Extended)\ﬁtandardf

- O >
5, File Action View Window Help - & %
o= 25 6 H
|5l Group Policy Management Group Policy Objects
h —é‘* F?rest ) Conterts  Delegation
v |55 Domains -
w _f_j Mame GPO Status WHI Fitter
mi Default Domain \=[ Default Domain Cortrollers Policy  Enabled MNone
» [2] Domain Contro \E[ Default Domain Policy Enabled None
> = Group Policy Ot
» [ WMI Filters
3 _B Starter GPOs
» [ Sites
87 Group Policy Medeling
[4 Group Policy Results
< >
< >
2 Group Policy Object(s)
Copy GPO >
Specify the pemissions for the new GPO:
(®)illze the default pemmissions for new GPOs.i
(") Preserve the existing pemissions.
Cancl
=] Group Policy Management Editor — O




5 Group Policy Management Editor

File Action View Help

o @ E= HE

1= Group Policy Object [DCO1.LUCERNPUB.COM] Policy
~ (& Computer Configuration

» [ Policies

» [] Preferences
~ 4 User Configuration

v [ Policies

Logon

Display Properties

Description:

> (] Software Settings Contains user logon scripts, Logon Properties ? b4
v ] Windows Settings
= Seripts (Logen/Logoff) Scripts  PowerShell Scripts
> i Security Settings
» (1 Folder Redirection :%: Logon Seripts for Group Policy Object
3 . Policy-based CioS
> [ Administrative Templates: Policy definition
» 7] Preferences Name Parameters
Add a Script X Up
Down
Script Name:
i | [ rowse
Script Parameters: Edit...
| | Remove
0K
To view the script files stored in this Group Palicy Object, press
the button below.
< > | Extended / Standard /
| ok || caneel || el
Deploy Software >

Select deployment method:

Published

Select this option to Assign the application without modifications.

oK Cancel




S I

Toggle the Enforced attribute for this link

|5, Group Policy Management O >
5l File Action View Window Help - & X
o= | 2 8| XE Q| HE
\&, Group Policy Management || Domain Controllers
hd —ﬁ F?rest ) Linked Group Policy Objects  Group Policy Inhertance  Delegation
v | Z4 Domains -
v fj Link Order GPO Enforced
i/ Default Domain £ 1 i/ Default Domain Con... No
» 2| Domain Contro
b —:=;f Create a GPO in this domain, and Link it here...
Link an Existing GPO..,
Block Inheritance
y B Group Policy Update...
- > ‘a8 Group Policy Modeling Wizard...
» @ Sites
§5 Group Mew Organizational Unit
| % Group View 3
MNew Window from Here
Delete
Refresh
Properties »
£
— Help
Select an existing e oo s
|Z Group Policy Management O >
5 File Action View Window Help - 8 x
&= 25 XcH
5, Group Policy Management Group Policy Object
e —l&" F‘.}rESt ) Scope  Details  Settings Delegation
v |5 Domains
E?J' Default Domain Display links in this location: o
v [Z] Domain Contro|| The following sites, domainz, and OLs are linked to this GPO:
@ Default Do =
EE Group Polic | Location Enforced Link
v [ Gre Edit.. Yes Yes
)
_§,f . Enforced >
—# * Link Enabled 1
5 L
3 —EF Wi Save Report...
N m Sta 1 only apply to the following groups, users, anc
e - ElEW 3 =
> Lfg Sites .
55 Group Poli Mew Window from Here
|« Group Poli Delete .
Rename
Remove Properties
Refresh ;
1
Help




Group Policy Management

Do you want to remove this delegation privilege?

[ ok ]| Cancel

__ﬁ Group Policy Management

— O >
' File Action View Window HEE
4 & | B New WM Filter %
& GroupP MName:
W ﬁh Fore
- |New WMI Fiter |
v [E O -
b .§ Description: C
1] |
Cueries:
' Add
WMI Cuery et J I—I
Remove
Mamespace:
root\CIlMv2 | | Browse.. | Edit
Query:
select * from Win32_ComputerSystem where DomainRole = 5
e Cancel




Force Group Policy update x

You have chosen to force a Group Policy update on all computers within Domain
Controllers and all subcontainers, If you choose "Yes' below, User and Computer
policy settings will be updated on:

1 Computer

Are you sure you want to update policy for these computers?

Yes Mo Help

A Configure user Group Policy loopback processing mode O

Ei Configure user Group Policy loopback processing mode Tt

{® Mot Configured Comment:
i) Enabled
(") Disabled
Supported on: [ At |east Windows 2000
Opticns: Help:
Mode: This policy setting directs the systern to apply the set of Group

Policy objects for the computer to any user who logs on to a
computer affected by this setting. It is intended for special-use
computers, such as those in public places, laboratories, and
classrooms, where you must modify the user setting based on
the computer that is being used,

By default, the user's Group Pelicy Objects determine which user
settings apply. If this setting is enabled, then, when a user logs
on to this computer, the computer's Group Policy Objects
determine which set of Group Policy Objects applies.

If you enable this setting, you can select one of the following
rmodes from the Mode box:

"Replace" indicates that the user settings defined in the
computer's Group Policy Objects replace the user settings
normally applied to the user,

"Merge" indicates that the user settings defined in the
computer's Group Policy Objects and the user settings normally

OK Cancel




Chapter 11: Securing Active Directory

B Active Directory Administrative Center - [m| X

@ ¥« System » Password Settings Container

Ei Active [)i,—ectory Administrat... ¢ | Password Settings Container (0) Tasks

i ;=| it P @~ @~ @ | @

WE/

4 il System Password Settings Centainer ~
> il AdminSDHolder Name - Precedence Type Descrintion New .
&= [l ComPartitions Delete

> jill ComPartitionSets

> jill Default Domain Policy

& il Dfs-Configuration

> jill DFSR-GlobalSettings

> il DomainUpdates

& il File Replication Service

> il FileLinks

> ill IP Security

= il Mestings v
> il MicrosoftDNS

Search under this node

Properties

= | Password Settings Container
> jill Policies
> [l PSPs
> il RAS and IAS Servers Access Check
> il RocServices

WINDOWS POWERSHELL HISTORY (~)

Back Up Group Policy Object et

Enter the name of the folder in which you want to store backed up versions of
this Group Policy Object {GPO). You can back up multiple GPOs to the same
folder.

Mote: Settings that are extemal to the GPO, such as WM fikers and |Psec
policies, are independent objects in Active Directory and will not be backed up.

To prevent tampering of backed up GPOs, be sure to secure this folder so that
only authorzed administrators have write access to this location.

Location:

|| ot

Browse...

Description:

Back Up Cancel




Restore Group Policy Object Wizard

WWelcome to the Restore Group Policy
Object Wizard

This wizard helps you to restore a Group Policy object (GPO)
from a previously backed up version.

Completing this wizard will delete all existing settings and
gecurty attibutes in this GPO and replace them with the
backup's settings.

Mote:  you have an unreliable network connection, you
should perform this operation by running Group Policy
Management locally on the specific domain controller that
you select for Group Policy Management to use for its
operations.

To continue, click Mext.

< Back Mext = Cancel Help

|5, Group Policy Management X

| Do you want to restore the selected backup?




i@ Backup Schedule Wizard

'::_.:ID' Getting Started

Getting Started You can use this wizard to configure backups to run on a regular schedule.

Select Backup Confi i
R To create a backup schedule, you should first decide:

Specify Backup Time - What to back up (Full Server, System State, selected files, folders or volumes)
- When and how often to back up your server

Specify Destination Type - Where to store the backups

Confirmation
To continue, click Mext.

Summary

nish Cancel

Windows Server Backup

When you finish this wizard, the selected disks will be

! reformatted and all the existing volumes and data on the
disks will be deleted. To enable users to move backups offsite
for disaster protection and to ensure backup integrity, the
entire disks will be dedicated for storing the backups and will
not be visible in File Explorer.

Click Yes to use the selected disk(s).

fes




'&9 Recovery Wizard

Select Backup Date
Select Recovery Type
Select ltems to Recover
Specify Recovery Options
Confirmation

Recowvery Progress

Getting Started

Getting Started You can use this wizard to recover files, applications, volumes, or the system state

from a backup that was created earlier.
Where is the backup stored that you want to use for the recovery?
(® This server

() A backup stored on another location

To continue, click Mext.

Cancel

=)

m

=
4
i,
W

J
m
m

@ Recovery Wizard

Getting Started
Select Backup Date

Select Recovery Type

Select Location for Syste...

Confirmation

Recovery Progress

Select Location for System State Recovery

Where do you want to recover the system state of this Active Directory backup to?

- Original location

This option restores the systern state. You must restart your computer at the end of the
recovery operation.

(] Perform an authoritative restore of Active Directory files.

This recovery option will reset all replicated content on this Domain Controller including
SYSVOL. Other replicated folders on this server will also be affected by this recovery.

() Alternate location
This option copies the systermn state as a set of files to the location specified.

Cancel




Organizational Unit Properties ?

General Managed By Object Secuity COM+ Attrbute Editor

Canonical name of object:

AOrganizational Unit

Object class: Organizational Unit
Created: 2/9/2022 8:24:27 AM
Modified: 2/9/2022 8:24:27 AM
lpdate Sequence Mumbers (LUSNs):
Curment: 57388
Criginal: 57387

[]Protect object from accidertal deletion;

coce | | oy

Help

2 Laps Ul

Computer name:

| I Search

Password:

Passwaord expires:

New expiration time {(leave as is for immediate expiration):

| Fiday . 4 February 202208:53:51




B Registry Editor - O
File Edit WView Favorites Help
Computer\HKEY_LOCAL_MACHIMNE\SYSTEMN\CurrentControlSet' Services\NTDS\Diagnostics
v L NTDS A1 Name Type Data &
o g'ag“"s““ #4117 Initialization/Termination REG DWORD 0x00000000 (0]
pa:mmrs %12 Service Control | Edit DWORD (32-bit) Value
erformance
RID iz} #a|13 Mame Resolutio
alues .
Security 3!-9-3 14 Backup Value name:
) NitFis _35']15 Field Engineerin |1'E LDAP Interface Events
STl Nt 5816 LDAP Interface | yaje data: Base
L Nl /17 Setup [@ @® Hexadecimal
s B nwdimm #%]18 Global Catalog O Decimdl
5 nvraid i-'g'\] 18 Inter-site Messa
3 nvstor _?5'9']2 Security Events oK I | Cancel
Parport 35'9']21} Group Caching
3 partmar * || 74121 Linked-Value Replication REG DWORD e D0ODO0000 (00 v
£ > <
= Group Policy Management Editor -
File  Action View Help
= 20 = H
v [ Adl\.ranced Audit Policy Configuration A Subcategory Audit Events
v ﬂ‘g J:‘Udlt Policies e Audit Detailed Directory Service Replication Mot Configured
’ ‘i_lé iccount ijlngon " it Audit Directory Service Access Mot Configured
% Dz:olur; T ar:(.agemen s Audit Directory Service Changes Mot Configured
|3} ale rackin
? | Audit Directory Service Replication Mot Configured

>
>
>
>
>

";é DS Access

‘-;é Logon/Logoff
‘-;é Object Access
« F3 Dalime Channs




®

Select Users, Contacts, Computers, Service Accounts, or Groups *
Select this object type:
| Users, Service Accounts, Groups, or Cther objects | Ohject Types..

From thiz location:

| Locations ..

Enter the object names to select (examples):

Domain Admins Check MNames
Advanced... Cancel
Add.. Remaove
QK Cancel Apply Help
& KDC support for claims, compound authentication and Kerberos armoring O *

E} KDC support for claims, compound authentication and Kerbercs armering

eV IO LT Mext Setting

At least Windows Server 2012, Windows & or Windows RT

() Mot Configured Comment:
(®) Enabled
(0 Disabled
Supported on:
Options:

Help:

Claims, compeound authentication for Dynamic
Access Control and Kerberos armering options:

Supported ~

This policy setting allows you to configure a domain controller to
support claims and compound authentication for Dynamic
Access Control and Kerberos armoring using Kerberos
authentication.

If you enable this policy setting, client computers that support
claims and compound authentication for Dynamic Access
Control and are Kerberos armor-aware will use this feature for
Kerberos authentication messages. This policy should be applied
to all domain controllers to ensure consistent application of this
policy in the domain.

If you disable or do not cenfigure this policy setting, the domain
controller does not support claims, compound authentication or
armoring.

If you configure the "Mot supported” option, the demain
controller does not support claims, compound authentication or
armoring which is the default behavior for domain controllers
running Windows Server 2008 R2 or earlier operating systemns.

e || oy




& Kerberos client support for claims, compound authentication and Kerberos armoring O x

E‘ Kerberos client support for claims, compound authentication and Kerberos armoring

Brevious Setting Mext Setting
() Mot Configured Comment:
(®) Enabled
() Dizabled
Supported on: At least Windows Server 2012, Windows 8 or Windows RT
Opticns: Help:
This pelicy setting controls whether a device will request claims
and compound authentication for Dynamic Access Contrel and
Kerbercs armoring using Kerberos authentication with domains
that support these features.
If you enable this policy setting, the client computers will request
claims, provide information required to create compounded
authentication and armor Kerberos messages in domains which
suppert claims and compound authentication for Dynamic
Access Control and Kerberos armoring,
If you disable or de not configure this policy setting, the client
devices will not request claims, provide information required to
create compounded authentication and armor Kerberos
messages, Services hosted on the device will not be able to
retrieve claims for clients using Kerberos protocel transition,
o[
- O >
Create Authentication Policy: TAsKs v | | secTions v
% General General ORE
Accounts A . 2 -
An authentication policy defines the Kerberos Ticket Granting Ticket properties and
Silos authentication access control cenditions for an account type.
User Sign On Display name: 3 ) Only audit policy restrictions
Service Tickets for User Accounts Description: @) Enforce palicy restrictions

Nate: Audit policy applied through a
Service Sign On

Service Tickets for Service Accounts

Computer Protect from accidental deletion

A Mare Information oK




- O >

Create Authentication Policy Silo: Tasks v | [ secrions ¥
¥ General | General @OR@
Accounts L o : . _—

An authentication policy silo controls which accounts are to be protected by the silo and defines the authentication
* Policy policies to be applied to members of the silo.

Display name: %k ®) Only audit silo policies

Description: ) Enforce silo policies

Protect from accidental deletion

’,_\u Mare Information OK




Chapter 12: Managing Certificates

Start

h 4

Does the app or
system need to be
publicly available?

|
Yes

v

Does the business
case justify the
recurring cost of a
certificate?

T
Yes

v

Do processes
allow for manual
certificate renewals?

|
Yes

Use a
public CA

Use a
public CA



Fh Add Roles and Features Wizard

— O

DESTINATION SERVER

x

Select server roles

fiz; Add Roles and Features Wizard X
Dafmra Y Banin Select les to i - - -
Before You Beg eneormorerole=to  Add features that are required for Active Directory
nstallation Type Roles Certificate Services?
ARVl B8 The following tools are required to manage this feature, but do not

[ Active Directory Donl  have to be installed on the same server.
[] Active Directory Fed
[] Active Directory Ligh 4 Remote Server Administration Tools
[] Active Directory RigH 4 Role Administration Tools
[] Device Health Attest] 4 Active Directory Certificate Services Tools
[] DHCP Server [Tools] Certification Authority Management Tools
[] DNS Server
[] Fax Server

b [M] File and Storage Sen|
[] Host Guardian Servig
[[] Hyper-v
[ Metwork Controller
[ Network Policy and 4
[] Print and Document
[] Remote Access ] ;
[ Remote Desktop Ser Include management tools (if applicable)
[] Volume Activation Sg
[] Web Server (lIS) ‘ Add Features ‘ | Cancel |
[] Windows Deployme

<Previous | | Net> | | nstal | [ Cancel |
B All Servers Task Details - O X
All Servers Task Details and Notifications
All Tasks | 1 total
Filter el '::Ej' % 'i@:' e
Status  Task Name Stage Message Action Notifications

A

Post-deployment Configuration Mot Sta...

Configuration required for Active Directory Cer...

Configure Active Directory Certi... 1

Status Notification

Additional steps are required to configure Active Directory Certificate Services on the destination server

Time Stamvp

21 1:22:07 PM




&= AD CS Configuration

CA Type

Credentials

Role Services

Setup Type

Privata Key
Cryptography
CA MName
Validity Period

Certificate Database

Confirmation

- O X

DESTINATION SERVER
CAD1

Specify the type of the CA

When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKl hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

® Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

) Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

Mare about CA Type

< Previous | | Next > | | Configure | | Cancel

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Typs

Server Selection

Web Server Role (IIS)
Role Services

Confirmation

- O >

DESTINATION SERVER
CAD

Select one or more roles to install on the selected server.

Roles Description

Online Responder makes certificate
revocation checking data accessible
to clients in complex network
environments,

4 [m] Active Directory Certificate Services (1 of 6 installe ™
+f| Certification Authority (Installed)
[] Certificate Enroliment Palicy Web Service
[ Certificate Enrollment Web Service
[] Certification Authority Web Enrollment
[] Metwork Device Enrollment Service
[] Active Directory Domain Services
[ Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[] DHCP Server
] DNS Server
] Fax Server
| [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
] Hyper-V
[71 Metwork Controller W

< Previous | | Mext > nstall




ﬁ certsrv - [Certification Authority (Local)] — O *
Eile Action View Help

@z H > =

ﬁ Certification Authority (Local) Mame Description
v d Iu_cernpub-CA N g lucermnpub-CA Certification Authority
| Revoked Certificates
1 lssued Certificates
[ "] Pending Requests
[ | Failed Requests
[ | Certificate Templates
5 Certificate Templates Console — O x
File Action View Help
=@ = H
& Certificate Templates Template Display MName Schema .. Version  Intended Purposes * || Actions
@ Administrator 1 4.1 Certificate Templates (DCO1.lucern.. «
{5 Authenticated Session 1 3.1 More Actions »
(& Basic EFS 1 31
&l ca Exchange 2 106.0 Private Key Archival
& CEP Encryption 1 41
& Code Signing 1 3.1
&l Computer 1 5.1
& Cross Certification Auth ority 2 105.0
& Directory Email Replication 2 115.0 Directory Service Email
15 Domain Controller 1 41 o
< >« >




Add or Rernove Snap-ins

‘You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns:

Snap-n Vendor

3 Active Directory Do...  Microsoft Cor...
ﬁﬂ.ﬂ.n:tive Directory Site... Microsoft Car...
: Active Directory Use... Microsaft Cor...
1" ActiveX Control Microsoft Cor...
& ADST Edit Microsoft Cor...
Auﬂ'uc:rization Manager Microsoft Cor..,
Gl Certificates Microsoft Cor...
N Component Services Microsoft Cor...
;&-Cnmputer Managem... Microsoft Cor...
.1. Device Manager Microsoft Cor...
pa Disk Management Microsoft and...
é, DNS Microsoft Cor...
@ Event Viewer Microsoft Cor...

Description:

Add =

Selected snap-ns:
[ Console Root

Certificates (Local Computer)

Edit Extensions...

Remaove

Move Up

Mave Down

Advanced. ..

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[ Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrcllment policy enables enrcllment for certificates based on predefined certificate templates,
Certificate enrcllment policy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Policy v
Configured by you Add Mew
Mext Cancel




Certificate Properties

&SUbJ'ECt General Extensions  Private Key  Certification Authority

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CM=adfs.lucernpub.com
Common name w Add >

Value:

i < Remove

Alternative name:

Tepe:
D
DS ~ enterpriseregistration.lucernpu
Value: certauth.adfs.lucernpub.com
Tue Add >
< Remove
L4 >
QK. Cancel Apply
Properties of MNew Template x
Subject Mame Server

lssuance Requirements
Extensions Security
Request Handling Cryptography = Key Attestation

Superseded Templates
Compatibility  General

The template options available are based on the eariest operating system
versions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Cerification Authority
Windows Server 2003 w

Certificate recipient

Windows XP / Server 2003 w

These settings may not prevent earlier operating systems from using this
template.

Cancel Apply Help




Properties of Mew Template >

Superseded Templates Extensions Security
Compatibility General Request Handling Cryptography  Key Attestation
Subject Name Server lssuance Requirements

() Supply in the request

Use subject information from existing cerificates for autoenrollment
renewal requests

(®)Build from this Active Directory information;

Select this option to enforce consistency among subject names and to
simplify cerificate administration.

Subject name format:

None ~

Include e-mail name in subject name

Include this information in altemate subject name:
[] Email name

DNS name

[] User principal name {LIPN)

[[] Service principal name (SPN)

ox o || e

roperties of Mew Template >

Compatibility General Request Handling Cryptography  Key Attestation

Subject Mame Server lzsuance Requirements
Superseded Templates Extansinne Saryhe
Add Superseded Template *

Select one or more cerificate templates to add to the list of superseded
templates.

Certificate templates:

Template Display Mame Minimum Supported CAs =~ ™

& Administrator Windows 2000

5] Authenticated Session Windows 2000

| Basic EFS Windows 2000

E CA Exchange Windows Server 2003 Ente

& CEP Encryption Windows 2000

E Code Signing Windows 2000

E Computer Windows 2000

E Directory Email Replication Windows Server 2003 Ente

T Domain Controller Windows 2000 "

< >

Properties...

0K Cancel

0K Cancel Apply Help




B Enable Certificate Ternplates

Select one Cerificate Template to enable on this Cerfication Autharity.

Mote: If a cedificate template that was recently created does not appear on this list, you may need to wait until

information about this template has been replicated to all domain controllers.
All of the cerificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts!

Mame Intended Purpose

B Authenticated Session Cliert Authertication

I fof Exchange Private Key Archival

E CEP Encryption Cerificate Request Agent
&l Code Signing Code Signing

E Cross Certffication Authaority <Al

E Enrolment Agent Certfficate Request Agent
E Enrolment Agent (Computer) Certfficate Request Agent
&l Exchange Enrolment Agent (Offline request) Cerificate Request Agent
E Exchange Signature Only Secure Email

=

£ >

Certificate Services Client - Auto-Enrcllment Properties

Enrollment Policy Configuration

Enroll user and computer certificates automatically

Configuration Madel: Mot configured

Cancel

Apply




Certificate Revocation 4

Are you sure you want to revoke the selected cerificate(s)?
Specify a reason, date and time.

RBeason code:
Unspecified o

Date and Time:
9/ 4/2021 @ || 9:33 AM

L

Tes 1 Mo




Chapter 13: Managing Federation

Windows Server version WID scale limit
Windows Server 2008

Windows Server 2008 Release 2 (R2)
5 AD FS servers
Windows Server 2012

Windows Server 2012 R2
Windows Server 2016

Windows Server 2019 30 AD FS servers

Windows Server 2022

= Add Roles and Features Wizard — O *

Active Directory Federation Services (AD FS)

Active Directory Federation Services (AD FS) provides Web single-sign-on (550) capabilities to
authenticate a user to multiple Web applications using a single user account. AD FS helps organizations
Installation Type bypass the need for secondary accounts by allowing you to project a user’s digital identity and access
Server Selection rights to trusted partners. In this federated environment, each organization continues to manage its
own identities,

Before You Begin

Server Roles

EaatEe Things to note:

* This computer must be joined to a domain before you can successfully install the Federation Service.
AD F5

* The Web Application Proxy role service in the Remote Access server role functions as the federation

Confirmation service proxy and cannot be installed on the same computer as the federation service.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

< Previous | | Mext > | | Install | | Cancel




= Active Directory Federation Services Configuration Wizard

Specify Service Properties

Welcome

Connect to AD D5

551 Certificate:

Federation Service Mame:

Example: fs.contoso.com
Federation Service Display Nanme: '|

Users will see the display name at sign in.
Example: Contoso Corporation

< Previous | | Next = |

| Configure ‘ | Cancel
& Active Directory Federation Services Configuration Wizard

O
Specify Service Account

X
Welcome . ) ;
Specify a domain user account or group Managed Senvice Account.
Connect to AD D5
(® Create a Group Managed Service Account
Specify Service Properties
NI Account Name: wCERNPUB\’|:|
2l ks 2 s (O Use an existing domain user account or group Managed Service Account
S ) Account Name: <Not provided>

< Previous | | MNext = |

| Configure || Cancel




fi Active Directory Federation Services Configuration Wizard

Welcome

Connect to AD D5

Specify Farm
Specify Certificate

Specify Service Account
Review Options

Pre-requisite Checks

AD FS prereguisites

Select an option below:

Welcome to the Active Directory Federation Services Configuration Wizard.
Before you begin configuration, you must have the following:

* An Active Directory domain administrator account.

* A publicly trusted certificate for 551 server authentication.

() Create the first federation server in a federation server farm

(@i Add a federation server to a federation server farm

Learn more about Azure Active Directory Connect.

Configuring sign-in to Office 3657 Exit this wizard and use Azure Active Directory Connect.

< Previous | ‘ Next = |

| Configure ‘ ‘ Cancel

Fh Remowe Roles and Features Wizard

Remove server

Before You Begin

roles

Server Selection Roles

N ctive Directory Certificate Services (Mot installed)
[] Active Directory Domain Services (Mot installed)
Active Directory Federation Services

[] Active Directory Lightweight Directory Services (N
[] Active Directory Rights Management Services (No
[T] Device Health Attestation (Mot installed)

[] DHCP Server (Not installed)

[] DNS Server (Mot installed)

[] Fax Server (Not installed)

[®] File and Storage Services

[ Host Guardian Service (Not installed)

O Hyper-V (Not installed)

[ Wetwark Controller (Mot installed)

[ Metwork Policy and Access Services (Not installed)
[] Print and Document Services (Not installed)

[T] Remote Access (Mot installed)

[] Remote Desktop Services (Not installed)

[] Volume Activation Services (Not installed)

[T Web Server (IS} (Mot installed)

- O X

DESTINATIOM SERVER
ADFS0 lucempubocom

To remove one or more installed roles from the selected server, clear their check boxes.

Description

Active Directory Certificate Services
(AD C5) 15 used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.




§i Add Relying Party Trust Wizard ¥
Welcome

Steps
@ Welcome

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in security tokens to make authentication and
@ Select Data Source authorization decisions. Non-claims-aware applications are web-based and use \Windows
@ Choose Access Control Irrteg‘;rf? .ﬁuﬂﬂrhcahm;mir:r:_.m:‘gzl network and can be published through Wweb Application

Palicy
@ Readyto Add Trust (@ Claims aware
@ Finish () Mon claims aware
< Previous | I Start I | Cancel
ﬁ Add Transform Claim Rule Wizard ot
Configure Rule
Steps You can corfigure this rule to send the values of LOAP attributes as claims. Select an attribute store fram which

@ Choose Rule Type %;ﬂ:}ha:tmll_gﬂll attributes. Specify how the attributes will map to the outgaing claim types that will be issued

@ Corfigure Claim Rule )
Claim rule name:

Fule template: Send LDAP Attributes as Claims

Attribute store:
|Sded an attribute store... ~ |

Mapping of LDAP attributes to outgoing claim types:

LOAP Attribute (Select ortype to

add more) Outgoing Claim Type (Select or type to add mare)

<Previous | Finish | | Cancel




W ADFS - ] X
@ Fle Action View Window Help RER

&= |5 HE

[ ADFS AD F§ | Actions
y [ Service —l |III
5] Access Control Policies OVENI ew

=] Relying Party Trusts Active Directory Federation Services provides single-sign-on (S50) Add Relying Party Trust...
[ Claims Provider Trusts access for client computers. Add Claims Provider Trust...
[Z] Application Groups Required Configuration Incomplete Add Attribute Store,

Before you can use AD FS to manage S50 access forusers and services,

you must complete the following task: Add Application Group...

Edit Federation Service Properties...

Required: Add a trusted relying party Edit Publiched Claims

Leam More About AD FS
What's new in AD FS7?
AD FS Deployment Guide
AD FS Operations Guide
Integrate Azure Multi Factor Authentication with AD FS
Monitor AD FS Service using Azure Active Directory Connect Health .
Leam More About Azure Active Directory

Revoke All Proxies
View 4
MNew Window from Here

|G| Refresh

Help

Azure Active Directory, a seperate online service, can provide
simplified identity and access management, security reporting
and single sign-on to cloud and on-premises web

apps.
Whatis Azure Active Directory?

Extend your directory to Azure Active Directory
Identity and Access Management

AD FS Management >

:l Are you sure you want to delete this tem?

Yes No



im] | [ signin
< C

x|.—|—

(%) https://adfs.lucernpub.com/adfs/ls/idpinitiatedsignon.aspx '{5 e

Lucern Publishing

You are not signed in. Sign in to this site.

iz Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Remote Access

| fole services |
Confirmation

Results

Select the role services to install for Remote Access

Role services

[] Directéccess and VPN {RAS)
] Routing

Web Application Proxy

© 2018 Microsoft

Description

Web Application Proxy enables the
publishing of selected HTTP- and
HTTP5-based applications from your
corporate network to client devices
outside of the corporate networlk. It
can use AD F5 to ensure that users
are authenticated before they gain
access to published applications.
Web Application Proxy also provides
proxy functionality for your AD FS

SEMVErS.




& Web Application Proxy Configuration Wizard *

Federation Server

Welcome Select the Active Directory _Fed_eration Services (AD F5)
server to use for Web Application Proxy
authentication and authorization.

Federation service name:

Enter the credentials of a local administrator account
on the federation senvers.

User name:

Password:

< Previous | | Mext = | ‘ Configure ‘ | Cancel

i Remove Roles and Features Wizard — | 4

Confirm removal selections

Before You Begin To remove the following roles, role services, or features from the selected server, click Remove.

Server Selection [] Restart the destination server automatically if required

Server Roles Group Policy Management

Features RAS Connection Manager Administration Kit {CMAK)

Remote Access
Web Application Proxy

Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools
Remaote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

-CEreviuusH Next = | | Remove || Cancel




Chapter 14: Handling Authentication in a Hybrid World (AD
FS, PHS, PTA, and DSSO)

Start

\ A

Use
federation

Does your
organization useand |— yes
love federation?

1

no

¥

Is your organization
OK with synchronizing — vyes Use PHS
end users' secrets?
T
no

v

Is your organization
OK with settingup  |— yes
federation?
|
no

v

A 4

Configure
Seamless
Single
Sign-on

Optionally, does your
organizationwant [ yes
Single Sign-on?




M Lucern Publishing - Azure Active Directory admin center — [m} X

<& C %] https://aad.portal.azure.com/#blade/Microsaft_AAD_IAM/ActiveDirectoryMenuBlade/Domains 6 =
O Azure Active Directory admin center
A @ Dashboard » Lucern Publishing
Bl Dashboard H H H
+ aehoat o) Lucern Publishing | Custom domain names - X
All services Azure Active Directory
% FAVORITES « + Add custom domain () Refresh X Troubleshoot Columns &7 Got feedback?
B Azure Active Directory © Ovenview
a Uses Preview features

@ Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?

F Enterprise applications # Diagnose and solve problems

M.
anage ‘ £ Search domains +v Add filters
& Users
Name Status Federated Primary
& Groups
.onmicrosoft.com @ Available

Wi External Identities

&k, Roles and administrators
& Administrative units

% Enterprise applications
O Devices

. App registrations

& Identity Governance

B Application proxy

% Licenses
® Azure AD Connect

k= Custom domain names

ft Azure Active Directory Connect —

Express Settings
If you have a single Windows Server Active Directery forest, we will do the following:
& Configure synchronization of identities in the current AD forest of LUCERMPUE

* Configure password hash synchronization from on-premises AD to Azure AD

& Start an initial synchronization

* Synchronize all attributes

® Enable Auto Upgrade

Learn more about express settings

Select Customize to choose advanced deployment options or impaort settings from an existing server.

Customize Use express settings




=/ Group Policy Managerent Editor - O x

Eile Action Miew Help

o= rF = HE T

| Credential » ~ Security Page
| Data Colle )
| Desktop Site to Zone Assignment List Setting o)
= | Locked-Down Trusted Sites Zone
_ Desktop |l e it policy setting. A e
_| Digital Lo _| Restricted Sites Zone
| Edge Ul Requirements: | Trusted Sites Zone
| File Explor At least Internet Explorer 6.0 in \iz] Intranet Sites: Include all local (intranet) sites not listed in ot...
~| File Revoc Windows XP with Service Pack 2 \iz] Locked-Down Internet Zone Template
! IME or Windows Server 2003 with Internet Zone Ternnlat
Service Pack 1 nternet Zone Template

_| Instant Se Locked-Down Intranet Zone Template
w [ ] Internet B Description: \i=] Intranet Zone Template
| Accel This p°|'c}’|.5:tt':9.talli‘|:1"5t)r°” to |iz] Locked-Down Lacal Machine Zone Template
T Admi manage a list of sites that you = B
= Applic want to associate with a particular £| Lacal Machine Zone Template
- Bpp security zone. These zone |iz] Locked-Down Restricted Sites Zone Template
rows =

— numbers have associated security

- Restricted Sites Zone Ternplate
| Comp settings that apply to all of the

=

iz Locked-Down Trusted Sites Zone Template

Delete sites in the zone, i
- Trusted Sites Zone Template
w || Intern o . )
‘ Ad Internet Explorer has 4 security |iZ] Turn on certificate address mismatch warning

zones, numbered 1-4, and these 1iz] Intranet Sites: Include all sites that bypass the proxy server

9 Co o -
= Ge ::ou:ieafebs)irtiltsopzool:gssﬁlgygatroe i=| Intranet Sites: Include all network paths (UNCs)
7l Se (1) Intranet zone, (2) Trusted Sites ite to Zone Assignment List
“ Intern zoneg, (3) Internet zone, and (4) Turn on automatic detection of intranet
= Offlin Restricted Sites zone, Security hd M
- “ || settinas can be set for each of s o
< > |' Extended { Standard /
17 setting(s)
&» Microsoft Azure Active Directory Connect - X

-
Fypress Settings Install required components
Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

User Sign-In service will be installed. a

[] Specify a custom installation location
[ Use an existing SQL Server

[ use an existing service account

[[] specify custom sync groups

1 Import synchronization settingsa

Previous Install




& Microsoft Azure Active Directory Connect - X

Frpress Setings Connect your directories

Required Components . . ) . ) 53
Enter connection information for your on-premises directories or forests. ﬁ

User Sign-In
DIRECTORY TYPE

Connect to Azure AD . _
Active Directory v

Sync

Connect Directories FOREST @
Azure AD sign-in - Add Directory

Domain/OU Filtering
. No directaries are currently configured.
Identifying users

Filtering

Optional Features
Single sign-on

Configure

Previous

& Microsoft Azure Active Directory Connect - X

Express Settings Ready to configure

Required Components . . .

4 P Cnce you click Install, we will do the following:
User Sign-In ) o ] .
* Configure synchronization services on this computer
Connect to Azure AD . o o
* Install Microsoft Azure AD Connect Authentication Agent for Pass-Through Authentication
Syne * Enable Pass-through authentication

Connect Directories * Enable single sign-on

Azure AD sign-in * Configure Source Anchor Attribute

Domain/OU Filtering s Configure lucerndemo21.onmicrosoft.com - AAD Connector
Identifying users & Configure lucernpub.com Connector

Filtering * Disable Password hash synchronization

Optional Features - . .
P Start the synchronization process when configuration completes,

single sign-on [] Enable staging mode; When selected, synchronization will not export any data to AD or Azure AD.

Configure

Previous Install




Express Settings
Required Componel
User Sign-In
Connect to Azure A

Sync

Azure AD sign-in
Domain/QU Filte
Identifying users
Filtering
Optional Feature

Credentials

AD F5 Farm

Azure AD domain

Configure

Verify connectivity

& Microsoft Azure Active Directory Connect

Express Settings

User Sign-In

Sync

Azure AD sign-in

Identifying users

Filtering

Credentials

Proxy server

Service account
Azure AD domain
Configure

Verify connectivity

& AD forest account

Connect Directori

Required Components
Connect to Azure AD
Connect Directories

Domain/OU Filtering

Cptional Features

AD F5 Farm

Federation server

AD forest account

An AD account with sufficient permissions is required for periodic synchronization. Azure AD
Connect can create the account for you. Alternatively, you may provide an existing account with
the required permissions. Learn more about managing account permissions.

The first option is recommended and reguires you to enter Enterprise Admin credentials.

Select account option.
®) Create new AD account

) Use existing AD account

ENTERPRISE ADMIM USERMAME

e
lconroso.conu

PASSWORD

AD FS farm

I Configure a new AD FS farm

Use an existing AD FS farm

communication between clients and AD FS.

CERTIFICATE FILE e

Provide & password-protacted PFX file containing the SSL certificate that will be used to secure the

| Browse

protect the certificate.

AAD Connect will store the PFX file locally. Ensure that a strong password has been used to

Previous




& Microsoft Azure Active Directory Connect

Eypress Settings AD FS service account

Required Components . )
4 P Specify the AD FS service log on account. @
User Sign-In

Connect to Azure AD I Create a group Managed Service Account

Sync - .
4 Use an existing group Managed Service Account

Connect Directories
Azure AD sign-in Use a domain user account
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Credentials
AD F5 Farm
Federation server
Proxy server
Azure AD domain
Configure

Verify connectivity

Previous

&» Microsoft Azure Active Directory Connect

Manage federation

Tasks The following tasks are available for managing your federation service. Choose from the list below to
perform additional tasks.
View federation configuration (7]
Federate Azure AD domain 9
Manage Azure AD trust 9
Manage certificates (7]
Manage servers 9
Werify federated login (2]

Werify federation connectivity (2]

The AD FS Help website provides multiple online tools, troubleshooting guides, and links to
open source projects that can be used for managing your federation service. AD F5 Help

Previous




& Microsoft Azure Active Directory Connect

ome

[0

Tasks
Manage federation
Management tasks
Update 351
Connect to AD FS
Federation servers
Proxy servers
Servers

Configure

SSL Certificate

Specify the new S5L certificate to update the AD FS and Web Application Proxy servers,
CERTIFICATE FILE a

| | Browse

AAD Connect will store the PFX file locally. Ensure that a strong password has been used to

Previous

protect the certificate.

&» Microsoft Azure Active Directory Connect

walcome

Tasks
Manage federation
Management tasks
Update S5L
Connect to AD FS
Federation servers
Proxy servers
SSL certificate

Servers

Configuration complete

The SSL certificate update completed successfully for all selected servers.

Previous




&> Microsoft Azure Active Directory Connect

Welcom

Tasks

Confi

o

Manage federation

Management tasks

Deploy AD FS server
Connect to AD FS

SSL certificate

Federation server

qure

Verify connectivity

CERTIFICATE FILE 9

Specify SSL certificate

To install Active Directory Federation Services, an SSL certificate is required to identify your organization.
The certificate must match the identity of the federation service.

Provide the password for the previously provided certificate.

ENTER PASSW

<
O
A
+

Microsoft Azure

>

L)
e

C H Ok O ¢ bbo

C

Dashboard >

LucernSTS =

Traffic Manager profile

A LucernSTS - Microsoft Azure

o] https://portal.azure.com

£ Search resources, serv and docs (G+/)

| 22 Search (Ctrl+/)

& Overview

Activity log

Ba  Access control (IAM)

L Tags

£? Diagnose and solve problems
Settings

Configuration

& Real user measurements
& Traffic view

& Endpoints

Il Properties

B Locks

Monitoring

Kl Alerts

Al Metrics

E Diagnostic settings
i@ Logs

Automation

.E. Tasks (preview)

A Essentials

Resource group (move)
LucernPub

Status
Enabled

Subscription (move)

Subscription ID

DMNS name
http://lucernsts.trafficmanager.net

Monitor status
Inactive

Routing method
Performance

Tags (edif)
Click here to add tags

A\

6

= @

profile ® Disable profile O Refresh

JSON View

| P Search endpaints

Mame T4 Status

No results,

1

™

Monitor status

T

n




& Microsoft Azure Active Directory Connect

Tasks
Connect 1o Azure AD
Single sign-on

Configure

L] L]
User signh-in
Select the Sign On method. E

(O Password Hash Synchronization 0
Warning: Your Azure AD domains will be converted from federated to managed authentication.
Confirm this by selecting the checkbox. Learn more

@ Pass-through authentication 9
] warning: Your Azure AD domains will be converted from federated to managed authentication.
Confirm this by selecting the checkbox. Learn more

) Federation with AD Fs @
) Federation with PingFederate 9
) Do not configure (2]

Select this option to enable single sign-on for your corporate desktop users:

Enable single sign-on @

Previous

&% Microsoft Azure Active Directory Connect

Tasks
Connect to Azure AD
User Sign-In

Single sign-on

Ready to configure

Cnce you click Configure, we will do the following:
® Install Microsoft Azure AD Connect Authentication Agent for Pass-Through Authentication
* Enable Pass-through authentication
* Enable managed authentication in Azure

& Enable single sign-on

Start the synchronization process when configuration completes,




‘ﬁl Microsoft Azure AD Connect Authentication Agent Packa... —

Microsoft Azure AD Connect
Authentication Agent Package

install || Close

M\ Passthrough Authentication - Azure Active Directory admin center

O ] https://aad.portal.azure.com/#blade/Microsoft_AAD_IAM/PTAAgentManag...

2 Dashbeard >

E

<

O Azure Active Directory admin center
A
"

Passthrough Authentication

Azure Active Directory

* i Download ﬁ Troubleshoot C:‘ Refresh
A Authentication Agent 1P Status
=

PTA2.lucernpub.com 40.86.14.100

PTAl.lucernpub.com 40.122.28.133




Chapter 15: Handling Synchronization in a Hybrid World
(Azure AD Connect)

Start

In the past, did you
use Azure AD SynNC or [ YEo  sepe—
Azure AD Connect?
T
no

+

|5 this a Staging Mode
SETVErY

Let Azure
decide

— yeg =

I
no

+

Does your
organization need a Use anather
source anchar

) — yES
different source

anchor?
T

Mo
4
Does your
organization plan Use m3-D5-
inter-forest object — Y= ConsistencyGUID
migra::i{:lns?

mo

+

Use
objectGUID



&» Microsoft Azure Active Directory Connect

Uniquely identifying your users

Express Settings _ o ) ] ]
Select how users should be identified in your on-premises directories. (7]

Required Components . ) .
®) Users are represented only once across all directories.

User Sign-In - i . . . . : )
() User identities exist across multiple directories. Match using:

Connect to Azure AD h .
® Mail attribute
Syne ObjectSID and msExchMasterdccountSID/msRTCSIP-OriginatorSID attributes

Connect Directories SamMAccountMame and MailNickName attributes

Azure AD sign-in A specific attribute
Domain/QU Filtering
Filtering

Optional Features Select how users should be identified with Azure AD. 9
Credentials ® Let Azure manage the source anchor
AD FS Farm () Choose a specific attribute

Azure AD domain
Configure
Verify connectivity

Azure is currently synchronized using m5-D3-ConsistencyGuid and will write back the source
anchor for your on-premises users. Learn more

Previous

&» Microsoft Azure Active Directory Connect - X

- .
Additional tasks
The required tasks for the scenario have been completed. Choose from the list below to perform

additional tasks.
Privacy settings
View or export current cenfiguration
Customize synchronization options
Configure device options [ 7]
Refresh directory schema
Configure staging mode
Change user sign-in

I Configure Source Anchor
Manage federation 9

Troubleshoot

Previous




& Microsoft Azure Active Directory Connect -

come

o

Exprass Settings
Required Components
User Sign-In
Connect to Azure AD
sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Credentials
AD FS Farm
Azure AD domain
Azure AD trust

Verify connectivity

Ready to configure

Cnce you click Install, we will do the following:

* Configure synchronization services on this computer
* Back up any existing Azure AD relying party trust

* Update your Azure AD relying party trust

® Configure Azure AD trust for lucernpub.com

Start the synchronization process when configuration completes,

Enable staging mode: When selected, synchronization will not export any data to AD or Azure AD.

The last Azure Active Directory synchronization happened at 1:47 PM. To avoid synchronization
conflicts, do not deploy more than one active server. Learn more about Azure Active
Directory synchronization

Previous Install

& Microsoft Azure Active Directory Connect - X

Tasks
Connect to Azure AD

Staging Mode

Configuration complete

The configuration for staging mode has been completed.

Staging mode has been successfully enabled.

Previous




&> Microsoft Azure Active Directory Connect - X

Connect to Azure AD

Staging Mode

Configure

Configure staging mode

When staging mode is enabled, no data changes will be exported to Azure AD or on-
premises AD DS. Password writeback and password hash synchronization will also be
disabled.

hla et

Before you di ging mode,

no other synchronization service is active and

exporting to the same Azure AD directory.

&% Microsoft Azure Active Directory Connect =

ome

i

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Identifying users
Filtering
Optional Features
Credentials
AD FS Farm
Azure AD domain
Configure

Verify connectivity

Domain and OU filtering
i eiresh Domains 2]

Directory: | Jucernpub.com

) Sync all domains and OUs
®) Sync selected domains and OUs

4 lucernpub.com

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
Infrastructure
LostandFound

Managed Service Accounts
Organizational Unit
Program Data

System

Users

KRR RIRICRIRIRIRE]

Previous




&» Microsoft Azure Active Directory Connect

Additional tasks

The required tasks for the scenario have been completed. Choose from the list below to perform
additional tasks.

Privacy settings

View or export current cenfiguration
I Customize synchronization options

Configure device aptions (7]

Refresh directory schema

Configure staging mode

Change user sign-in

Configure Source Anchor

Manage federation 9

Troubleshoot

Previous

& Microsoft Azure Active Directory Connect

Optional features

Express Settings

[0

Select enhanced functionality if required by your organization,
Required Components

User Sign-In [] Exchange hybrid deployment a
Connect to Azure AD [ Exchange Mail Public Falders €
syne Azure AD app and attribute filtering @

Connect Directories [ Password hash synchronization @)

Azure AD sign-in .

g [ Password writeback @
Domain/OU Filtering
o [ Group writeback €
Identifying users

- Device writeback
Filtering e

Optional Features [ Directory extension attribute sync @)

Azure AD Apps Learn more about optional features.
Azure AD Attributes

Credentials

AD F5 Farm

Azure AD domain

Configure

Verify connectivity

Previous




& Microsoft Azure Active Directory Connect

Connect to Azure AD
Sync
Connect Directories
Domain/OU Filtering
Optional Features
Azure AD Attributes

Configure

Azure AD apps

The information necessary to use the following apps will be exported to Azure AD. Remove an app only
if required to meet strict organizational security policy.

AZURE AD APPS

/| Office 365 ProPlus
| Exchange Online

+| SharePoint Cnline
! Lync Cnline

| Azure RMS

| Intune

+| Dynamics CRM

+| 3rd party application

[ 1 want to restrict the list of applications. 2]

Previous

A Site to Zone Assignment List

Ei Site to Zone Assignment List

{®) Mot Configured Comment:
(") Enabled
() Disabled
Supported on:
Opticns:

At least Internet Explorer 6.0 in Windows XP with Service Pack 2 or Windows
Server 2003 with Service Pack 1

Help:

Enter the zone assignments here,

This policy setting allows you to manage a list of sites that you
want to associate with a particular security zone, These zone
numbers have associated security settings that apply to all of the
sites in the zone.

Internet Explorer has 4 security zones, numbered 1-4, and these
are used by this policy setting to associate sites to zones, They
are: (1) Intranet zone, (2) Trusted Sites zone, (3) Internet zone, and
(4) Restricted Sites zone. Security settings can be set for each of
these zones through other policy settings, and their default
settings are: Trusted Sites zone (Low template), Intranet zone
(Medium-Low template), Internet zone (Medium termplate), and
Restricted Sites zone (High template). (The Local Machine zone
and its locked down equivalent have special security settings that
protect your local computer.)

If you enable this policy setting, you can enter a list of sites and
their related zone numbers. The association of a site with a zone
will ensure that the security settings for the specified zone are
applied to the site. For each entry that you add to the list, enter
the following information:

0K Cancel




=f Group Policy Managernent Editor
File Action View Help

&= E E = H

() Mot Coenfigured Comment:
(®) Enabled
() Disabled
Supported on:
Opticns:

E‘ Register demain joined computers as devices

= New Group Policy Object [DCOT.LUCERNPUB.COM] Pol|| pame - Version Deployment state
v C_ompL.Jt.erConﬂguratmn Microsof't Workplace Join for Windows 2.5 Assigned
w | Policies
~ [ Software Settings
Software installation
» || Windows Settings
» || Administrative Templates: Policy definitions {
» [ | Preferences
v ¢, User Configuration
» [ Policies
» || Preferences
< > £
& Register domain joined computers as devices O x

At least Windows Server 2012 R2 or Windows 8.1

Help:

This setting lets you configure how demain joined computers
become registered as devices.

When you enable this setting, domain joined computers
automatically and silently get registered as devices with Azure
Active Directory,

Mote: Additional requirements may apply on certain Windows
SKUs, Refer to Azure Active Directory Device Registration

Overview.

http:// go.microsoft.com/fwlink/TLinkld=307136

Cancel Apply




& Microsoft Azure Active Directory Connect

Additional tasks

The reguired tasks for the scenario have been completed. Choose from the list below to perform
additional tasks.

Privacy settings

View or export current configuration

Customize synchronization options
I Configure device options (7]

Refresh directory schema

Configure staging mode

Change user sign-in

Configure Source Anchor

Manage federation 9

Troubleshoot

Previous

Tasks

Overview

Connect to Azure AD

Device options

Hybrid Azure AD join
Device systems

Federation

Azure AD trust

Configure

SCP configuration

The service connection point (SCP) is used by your devices to discover your Azure AD tenant
information. If your devices are in different forests, each forest needs an SCP. Azure AD Connect can
configure the SCP for you and also provide a script for you to configure the SCP.

Select the forests where you want Azure AD Connect to configure the SCP. [ 2]

Forest 9 Authentication Service 9 Enterprise Admin 0

7
Windows Security * Add

Enterprise Admin Credentials

Enter Enterprise Admin credentials for lucernpub.com.

Cption swerShell script to
configu

‘ Paszword ‘

m Domain: LUCERMPUB

0K Cancel

Previous




& Microsoft Azure Active Directory Connect

Tasks

Cverview

Connect to Azure AD
Device options
Device writeback
Container

Configure

Writeback forest

Select the on-premises destination for device writeback from Azure AD. Azure AD Connect will create a
device container object in the selected forest. Device objects will be synchronized to the selected
domain.

Device writeback forest 9 "

Device writeback location 9

Previous

&» Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In
Connect to Azure AD
sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Credentials
AD FS Farm
Azure AD domain
Configure

Venify connectivity

Optional features

Select enhanced functionality if required by your organization,

[] Exchange hybrid deployment a
[ Exchange Mail Public Falders €
[ Azure AD app and attribute filtering @
[ Password hash synchronization @)
Password writeback @)
[ Group writeback €

Device writeback a

[ Directory extension attribute sync @)

Learn more about optional features.

Previous




& Microsoft Azure Active Directory Connect

Optional features

Tasks . - . .
Select enhanced functionality if required by your organization,
Connect 1o Azure AD

Sync [] Exchange hybrid deployment a
Connect Directories [ Exchange Mail Public Folders @
Domain/OU Filtering [ Azure AD app and attribute filtering @

[ Password hash synchronization @

Configure

Password writeback @
[ Group writeback €
Device writeback @

[ Directory extension attribute sync @)

Learn more about optional features.

Previous

&» Microsoft Azure Active Directory Connect

Group Writeback

Select the on-premises destination for group writeback.

Express Settings

Required Components

User Sign-in Group writeback forest ) N
Connect to Azure AD Group writeback destination 0
Sync “
. i Computers
Connect Directories Domain Controllers
Azure AD sign-in ForeignSecurityPrincipals

IManaged Service Accounts
Domain/OU Filtering
Identifying users Program Data

System
Filtering Users
Optional Features Writeback Group Distinguished Mame with cloud Display Name @
Credentials
AD F5 Farm

Azure AD domain
Configure

Verify connectivity

Previous




& Microsoft Azure Active Directory Connect

o

-
Optional features
Tasks . - . .
Select enhanced functionality if required by your organization,
Connect 1o Azure AD
Sync [] Exchange hybrid deployment 0
Connect Directories [ Exchange Mail Public Folders @

Domain/OU Filtering [ Azure AD app and attribute filtering @

EptonalliEatins [ Password hash synchronization @)

Group Writeback .
P [ Password writeback Q
Configure
Group writeback @)
Device writeback @

[ Directory extension attribute sync @)

Learn more about optional features.

Previous

— O
File Tools Actions Help
ﬁ COperatig
a5 Properties x
Connectors
= or Designer Connect to Active Directory Forest
ame -
Properties To create a Connector for an Active Directory forest, you must connect to that
-3 Connect to Active Directory Forest forest by specifying a domain account and passward with permissions to
Corfi Directory Parti enumerate the forest's directory partitions and read the schema directory partition.
oriiigure Lirectony Fariitians These credentials are then used by default to run the Connector. For more
Corfigure Provisioning Hierarchy information about specific pemissions required for synchronizing with this
Select Object Types connected data source, see the Synchronization Service help. s
Select Mtributes Forest name: |
User name: |
Password: |
Domain: [ ace
otal number
Profile Name: ) ) )
Sltl:T':z Configure Connection Options: Options...
Start Time:
Export Statis|
Adds
Updates
Renames
Deletes
Delete Adds
QK | Cancel Help |
|

G



Chapter 16: Hardening Azure AD

M Lucern Publishing - Azure Active Directory admin center = m] *

(= C [2) https://aad.portal.azure.com/#blade/Microsoft_AAD_IAMY/... A 75 o=
O center
A » Dashboard > Lucern Publishing
D f_fl - - -
+ | i Lucern Publishing | Properties - X

= “ % Azure Active Directory

* « X Discard

b A Administrative units * -

& # Enterprise applications Tenant properties

FE) A Devices Name *

Lucern Publishing v

App registrations

[F3] Identity Governance Country or region
Netherlands

B} Application proxy
Location

EU Model Clause compliant datacenters

Notification language

.
Licenses
" | English ~ ‘
B Azure AD Connect
Tenant ID
§= Custom domain names | n ‘
@ Mobility (MDM and MAM)

Technical contact

Password reset | g ‘

Al company branding Global privacy contact

&£ User settings | ~ ‘
{I!' Properties Privacy statement URL
W Security | ~ ‘
- -
M Lucern Publishing - Azure Active Directory admin center = O X

@] ] https://aad.portal.azure.com/#blade/Microsoft_AAD_IAM/... A {8 = LD

Azure Active Directory admin center

e
O
A » Dashboard > Lucern Publishing
+

f_J'l - - -

: Lucern Publishing | User settings - X
= Azure Active Directary
* « X Discard

;‘ | Administrative units -
a2 i Enterprise applications Enterprise applications
=-=E Cl Devices Manage how end users launch and view their applications

% App registrations

@ Identity Governance App rengtratlonS

Users can register applications ©

© poptenpre - )
e

Administration portal

Licenses

Restrict access to Azure AD administration portal (@

ves  @ETID

M
B Azure AD Connect

k= Custom domain names
®

Mobility (MDM and MAM ) .
ebility { an ) LinkedIn account connections

Password reset Allow users to connect their work or school account with Linkedin.

Data sharing between Microsaft and Linkedin is not enabled until users
consent to connect their Microsoft work or school account with their
LinkedIn account.

Learn more about Linkedin account connections

Selected group No )

il company branding
& User settings

Properties

W security




*
>
a4

e X Discard £ Got feedback?

» =)

Control when end users and group owners are allowed to grant consent to applications, and when they will be
required to request administrator review and approval. Allowing users to grant apps access to data helps them
acquire useful applications and be productive, but can represent a risk in some situations if it's not monitored
and controlled carefully.

User consent for applications
Configure whether users are allowed to consent for applications to access your organization's data. Learn more
O Do not allow user consent

An administrator will be required for all apps.

O Allow user consent for apps from verified publishers, for selected permissions (Recommended)
All users can consent for permissions classified as "low impact®, for apps from venified publishers or apps
registered in this organization.

@ Allow user consent for apps
Al users can consent for any app to access the organization's data.

A\ With your current user settings, all users can allow applications to access your organization's data on their
behalf. Learn more about the risks
Microsoft recommends allowing user consent enly for verified app publishers ar apps from your organization,
for permissions you classify as "low impact”. Learn more

Group ewner consent for apps accessing data
Configure whether group owners are allowed to consent for applications to access your organization's data for
the groups they own. Learn more

O Do net allow group owner consent

A Lucern Publishing - Microsoft Azure = a X
& &} [ https://portalazure.com/#blade/Microsoft_AAD_IAM/Activ... A Tg 7=
ﬁ e e e _
A Home » Lucern Publishing
+ &, Lucern Publishing | Roles and administrators - X
o
Azure Active Directory
« + Mew custom role i Delete custom role O Refresh
O overview -
0 Get just-in-time access to a role when you need it using PIM. Learn more =
Preview features about PIM
# Diagnose and solve problems S
@ Your Role: Global administrator
Manage - .
Administrative roles
& Users Administrative roles are used for granting access for privileged actions in Azure
AD. We recommend using these buili-in roles for delegating access te manage
& Groups broad application configuration permissions without granting access to manage
) other parts of Azure AD not related to application configuration, Learn more,
8E External Identities
Learn more about Azure AD role-based access control
X
—
Welcome to Azure Cloud Shell
Select Bash or PowerShell. You can change shells any time via the environment selector in the
Cloud Shell toclbar. The mest recently used environment will be the default for your next session.
Bash  PowerShell
B Consent and permissions - Azure Active Directory admin center = m} X
< &) 5]  https://aad.portal.azure.com/#blade/Microsoft_AAD_IAM/... A 8 =
o Azure Active Directory admin center -
A # Dashboard » Lucern Publishing > Enterprise applications »
4_J'h - - -
+ @ Consent and permissions | User consent settings X
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M External collzboration settings - Azure Active Directary admin center = [m]

O B https://aad.portal.azure.com/#blade/Microsoft_AAD_IAM/... A f‘é {%

# Dashboard » Lucern Publishing >

External collaboration settings

H Save X Discard

0 Email one-time passcede for guests has been moved to All Identity Providers, =

E

Guest user access

Guest user access restrictions (@)

Learn mare

O Guest users have the same access as members (maost inclusive)

@ Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directary objects (most restrictive)

Guest invite settings

Guest invite restrictions (&)

Learn more

@ Anyone in the organization can invite guest users including guests and non-admins (most inclusive)

O Member users and users assigned to specific admin roles can invite guest users including guests with member
permissions

O Only users assigned to specific admin roles can invite guest users

O Mo one in the organization can invite guest users including admins (most restrictive)

&=
O
A
+

M External collaboration settings - Azure Active Directory admin center - o

G o] https://aad.portal.azure.com/#blade/Microsoft_AAD_IAM/... AD {5 {é

Azure Active Directory admin center

> Dashboard > Lucern Publishing »

External collaboration settings - X

save X Discard

o Email ane-time passcode for quests has been moved to All Identity Providers. =>

O Only users assigned to specific admin roles can invite guest users

&

O Mo one in the organization can invite guest users including admins (most restrictive)

Enable guest self-service sign up via user flows @

Learn more

Collaboration restrictions
(O allow invitations to be sent to any domain (most inclusive)
(®) Denyinvitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)

I:‘ Target domains
l:‘ I wuhanpub.com /l

| example.com or *.example.com or example.” |




A Devices - Azure Active Directory admin center = (] X

G a] https://aad.portal.azure.com/#blade/Microsoft_AAD_Devic... Ad ﬁ‘, {é

<
- Iy
'y
+

Dashboard » Lucern Publishing > Devices

53 Devices | Device settings X
= Lucern Publishing - Azure Active Directory

o » save X Discard & Got feedback?

Users may join devices to Azure AD (@

A ( All Ncme)

Selected
1 member selected

Users may register their devices with Azure AD @

@ o

Require Multi-Factor Authentication to register or join devices with Azure AD (@

A\ We recommend that you require Multi-Factor Authentication to register or join devices with Azure AD using
Conditional Access. Set this device setting to No if you require Multi-Factor Authentication using Conditional
Access.

Maximum number of devices per user (©

50 ~

M Devices - Azure Active Directory admin center = O X

G 1G] https://aad.portal.azure.com/#blade/Microsoft_AAD_Devic... Ad {‘5 fE

é
- Y
'y
+

Dashboard > Lucern Publishing > Devices

53 Devices | Device settings X

Lucem Publishing - Azure Active Directory

> save X Discard £ Got feedback?

Users may join devices to Azure AD (0

*
b
F-3 C All None)

Selected
1 member selected

&

Users may register their devices with Azure AD ®

Al

Require Multi-Factor Authentication to register or join devices with Azure AD ©

A\ We recommend that you require Multi-Factor Authentication to register or join devices with Azure AD using
Conditional Access. Set this device setting to No if you require Multi-Factor Authentication using Conditional
Access.

Maximum number of devices per user @
50 N




A Devices - Azure Active Directory admin center = a X
% G @l https://aad.portal.azure.com/#blade/Microsoft_AAD_Devic... A {5 {é
O Azure Active Directory admin center 000
A » Dashboard > Devices
] - . -
+ : e Devices | Enterprise State Roaming - X
= Lucern Publishing - Azure Active Directory
* « save X Discard
©@ Overview (Preview)
Users may sync settings and app data across devices (@
W Al devices calacted
&5 Device settings
Selected
£58 Enterprise State Roaming 0 member selectec
£ BitLocker keys (Preview)
A Diagnose and solve problems
Activity
Audit logs
% Bulk operation results (Preview)
Troubleshooting + Support
& New support request
A Configure - Azure Active Directory admin center = a X
G @l https://aad.portal.azure.com/#blade/Microsoft_AAD_IAM/... A {5 {‘E

» Dashbeoard > Lucern Publishing >

,
A
+

Configure - X

= Microsoft Intune

* save X Discard f Delete

MDM user scope (D)

MDM terms of use URL (D | https://portal.manage.microsoft.com/TermsofUse.aspx o |
MDM discovery URL @ | httpsz,ffenroIIment.manage.microsoﬂ.com,#enrollmentserver,-’discovery‘svc\/|
MDM compliance URL (@ | https://portal.manage microsoft.com,?portal Action=Compliance \/|

Restore default MDM URLs

MAM user scope (@D Some All

MAM terms of use URL () | J|
MAM discovery URL @ | https://wip.mam.manage.microsoft.com/Enroll \/|
MAM compliance URL @ | J|

Restore default MAM URLs




Start

A 4

Has your organization Does your
configured Azure AD organization require

Use

— no —»| . ) — no —| Security
user accounts as exceptions to security defaults
service accounts? standards?
[ I
yes yes

Does users require a

Has your organization 14 dav period to Use
assigned P1 licenses | — Yes —»| + day per — no —{  Conditional
) o register multi-factor
to users in scope? . Access
authentication?
I |
no yes
|
y
Has your organization
assigned P2 licenses — Yes
to users in scope?
no
M Enable Security defaults - Azure Active Directory admin center = [m} X
& &} 3] https://aad.portal.azure.com/#blade/Microsoft_AAD_IAM/... A g o=
0 Azure Active Directory admin center o
W . i<hi .
A All services » Lucern Publishing Enable Securlty defaults b
= sl
+ !|! Lucern Publishing | Prc
= i Azure Active Directory
Security defaults is a set of basic identity security mechanisms
* « recommended by Microsoft. When enabled, these recommendations
© Overview - will be automatically enferced in your organization. Administrators
> and users will be better protected from commaon identity related
& I8 Preview features attacks.
Learn more
EEE # Diagnose and solve problems

Enable Security defaults

Manage

ﬂ Users

& Groups We'd love to understand why you're disabling Security defaults so
we can make improvements.

8 External Identities My organization is using Conditional Access

4. Roles and administrators |:| My organization is unable to use critical business applications

I:‘ My organization is getting too many MFA challenges

e

Administrative units D Other

.
]

Enterprise applications

&l

Devices

. App registrations

]

Identity Governance

Application proxy

A =

Custom security attributes
(Preview)

Licenses

Be
4




B New - Azure Active Directory admin center = O >

G ] https://aad.portal.azure.com/#blade/Microsoft AAD IAM/... A fa {é a ..

e
- I )
A
+

» All services » Lucern Publishing > Security > Conditional Access >

B

New - X

= Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make

*
decisions, and enforce organizational policies.
A Learn more

= Name *
| Example: ‘Device compliance app policy’
Assignments
Users or workload identities (&
0 users or workload identities selected
Cloud apps or actions (@
MNo cloud apps, actions, or authentication
contexts selected
Conditions @
0 conditions selected
-
Enable policy
4 3
A Azure Active Directory Connect Health - Azure Active Directory admin center = m} X
< G & https://aad.portal.azure.com/#blade/Microsoft_Azure_ADH... AN fb S:g o0
m] Azure Active Directory admin center
A » All services > Lucern Publishing >
— )| . . .
+ " Azure Active Directory Connect Health | Quick start » - X
= Lucern Publishing
* « What's new
S # Quick start Azure AD Connect Health for Sync - Diagnose and remediate duplic|
attribute sync errors from the portal is now generally available!
A Azure Active Directory Connect (Sync) .
Learn more about release history
H @ Syncerrors
& Sync services
Get tools
Active Directory Federation Services Download and install Azure AD Connect Health Agents to get healt

. R usage information of your on premise services,
na AD FS services
- Download Azure AD Connect Health Agent for AD FS

Active Directory Domain Services - Download Azure AD Connect (configures Azure AD Connect Healt

for sync)
M AD DS services - Download Azure AD Connect Health Agent for AD DS
Configure
3 Settings I | Provide feedback
} R Report an issue, ask a question or provide feedback on the Azure
R Role based access cantrol (1AM) Directory Connect Health Service

TROUBLESHOOTING + SUPPORT

&2 Troubleshoot Learn more

B New support request Documentation and FAQs for using Azure AD Connect Health

»
»

b 00 |
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A adfslucempub.com - Azure Active Directory admin center = o *

O 8] https://aad.portal.azure.com/#blade/Microsoft_Azure_ADH... A ﬂ‘, {'E

Azure Active Directory admin center

» Dashboard > Azure Active Directory Connect Health >

“ adfs.lucernpub.com - X
* T Delete
; - .
Overview
a

[ 4] adfs.lucernpub.com

&
O
A
+

Azure Active Directory admin center

o
@ Federation Server
@ Federation Server Proxy
. n .
Quick Start I Properties
Operations
Alerts .
4
A lucernpub.com - Azure Active Directory admin center = [m] X
O \£| https://aad.portal.azure.com/#blade/Microsoft_Azure_ADH... A f“‘, {é 4+

> Dashboard >

lucernpub.com - X

E:é? Settings O Refresh ]i[ Delate

Be & »

Forest name Functional Level
m lucernpub.com Windows2016Forest
= Domain naming master FSMO role Schema master FSMO role
DCO1.lucernpub.com DCO1.lucernpub.com

Domain Controllers, Domains and Sites

[q] lucernpub.com
(1 of 1 DCs monitored)

@ Domains

1 DOMAINS
Sites
@ 3 SITES

Replication Status
lucernpub.com

Essentials ~ led’ fO}Q\ =




A add assignments - Microsoft Azure

C 2] https://portal.azure.com/#blade/Microsoft_Azure_PIMCom...

= (m] X

R R

KR Search resources, services, and docs (G+/)

Add assignments
Privileged Identity Management | Azure AD roles

+ = O 4

Membership  Setting

Resource
Lucern Publishing

Resource type
Directory

Select rale (D)

Home > Privileged |dentity Management > Lucern Publishing >

Search role

Select member(s) * (0
Mo member selected

Next > | | Cancel

A Role setting details - Conditional Access Administrator - Microsoft Azure

~ = O %] https://portal.azure.com/#blade/Microsoft_Azure PIMCom..,

At tr B

O £ Search resources, services, and docs (G+/)

A Home > Lucern Publishing >

+

Privileged Identity Management | Azure AD roles

& Edit

Activation
Setting
Activation maximum duration (hours)
Require justification on activation
Require ticket information on activation
On activation, require Azure MFA
Require approval to activate

Approvers

Assignment
Setting
Allow permanent eligible assignment
Expire eligible assignments after
Allow permanent active assignment

Expire active assignments after

Role setting details - Conditional Access Administrator - X

State

8 hour(s)
Yes

No

Yes

No

None

State

Yes

Yes




A \dentity Protection - Microsoft Azure = (] *

C 3 httpsy//portal.azure.com/#blade/Microsoft_ AAD_IAM/Ident... AN e

'/T
O P Search resources, services, and docs (G+/) _
A
+

Home » ldentity Protection

0 Identity Protection | MFA registration policy - X
|P Search (Ctrl+/) | « Policy Name
@ overview = Multi-factor authentication registration policy

Diagnose and solve problems .
X g P Assignments

Protect &8 Users
& User risk policy All users

Sign-in risk policy
Controls

@  MFA registration policy
Require Azure AD MFA registration

Report

. Risky users

N Risky workload identities

3) Risky sign-ins

A Risk detections o MFA registration policy only affects cloud-based Azure MFA. If you have MFA
Server it will not be affected.

Notify

Enforce policy

T e—
_ Co @
E weekly digest

Troubleshooting + Support

BN Users at risk detected alerts

B Identities - Microsoft 365 security - O X

G B https://security.microsoft.com/settings/identities?tabid=se... A ﬁ‘; 'if\E

Microsoft 365 Defender

& Add a new sensor

O] Install and configure the sensor using the generated access key. Once installed, the new sensor
will appear in the sensor list. Learn more

&

D Download installer

2 Access key

2, ‘ fjSk2w/ZIu5yF6031C/px9/Rg7iTYWyl7daDlvIHOegmb5P11GAwCmIoNi... I

Access key is only used during the sensor installation. Regenerating the
key will invalidate the existing key and installations using the previous key
= will fail.

% Regenerate key
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Installation completed successfully

m Microsoft

Finish




