Chapter 1: Understanding RESTful Core Concepts
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Chapter 2: Exposing a RESTful API with Spring




Chapter 3: Generating Code from OpenAPI

Iv3/api-docs

OpenAPI definition @ &

valapldoc:

Servers
http:/ocalhost:8080 - Generated server url v

products-api-controller

/api/products/{productId}

/api/products/{productId}

m /api/products/{productId}

/api/products/{productId}

Gl /api/products

Product Catalogue AP] @5 G50

Naraph-docs

AP for managing product catalog

Servers

http:/localhost:8080 - Generated server url v

products the products API
/api/products/{productId} Retrieve a product by ID
/api/products/{productId} Create a new product

| m /api/products/{productId} Logical remove a product by ID

/api/products/{productId} Edii product information

Japi/products Retrieve all products

Schemas

ProductOutput >

ProblemDetail >

Productinput v {
description The product data

nanes« string

maxLength: 255

minLength: 3

example: Keyboard
descriptions string

maxLength: 255

minLength: 10

example: Ergonomic Keyboard
prices nunber

example: 68

ProductDescriptioninput >




fv3/api-docs

Product Catalogue AP ==

iv3/api-docs

API| for managing product catalog




Chapter 4: Generating Code from OpenAPI

CustomerEntit
ProductEntity y
- a;id Long
a; productSKU String 5 city string
? price Bighecimal a postalCode String
@ quantity Integer a streetAddress Siring
OrderEntity ( 1
Spid Long PersonCustomerEntity CompanyCustomerEntity
a orderCreatedDate OffsetDateTime - -
a firstName String a companyName String
a orderUpdatedDate OffsetDateTime . .
a lastName String a vatld String
a status StatusEnum
a totalAmount BigDecimal
OrderRequestBody ~ {
customer
v {
one0f ->
Customer v {
streetAddress
> [...]
cit
. > [...]
ostalCode
. > [...]
customerType* string
}
CompanyCustomer v {
streetAddress
> [...]
cit
. > [...]
pestalCode string
customerType* string
companyhlame
e > [...]
vatId
> [...]
}
PersonCustomer v {
streetAddress
> [...]
cit
. > [...]
ostalCode
. > [...]
customerType*
L > [...]
firstName
> [...]
lastName
> [...]
}
}
roducts
: > [...]
}




~ M target
> M classes
v [ generated-sources
» I annotations
~ [ openapi
> [ .openapi-generator
~ [ src
v [l main
v I java
~ [ com.packt.ordermanagementapi.adapter.inbound.rest
~ [ dto
B CompanyCustomerDto
® customerDto
® OrderRequestBodyDto
® OrderResponseDto
® orderstatusDto
® PersonCustomerDto
® ProductDto
® Apiutil
® OrderManagementApi

[ Packages -

~ [ order-management-api
~ [ com.packt.ordermanagementapi
~ [0 adapter
» [0 exception
~ [3 inbound.rest
v [mdto

CompanyCustomerDto
CustomerDto
OrderRequestBodyDto
OrderResponseDio
OrderStatusDto
PersonCustomerDto
& ProductDto

[ I Y 7 N

m
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~ [, order-management-api

» .mvn
> database
b src
v main
hd java

hd com.packt.ordermanagementapi
hd adapter
* exception
¥ inbound.rest
> mapper
e outbound
e database
> [ entity
£ OrdersCommandUseCaselmpl
£ OrdersQueryUseCaselmpl
I OrdersRepository

> rest
» domain
> usecase

&' OrderManagementApiApplication
~ resources
& application.yml
&' Order Management_APLyml|
&' Product_APl.json
> test
> target
mvnw
= mvnw.cmd
pom.xml




Order Management Ap] €S0 5D

API for managing orders

Servers
http:/llocalhost:8090/apifvl ~ Authorize @
OrderManagement A

POST Jorders Create Order a4

GET Jforders List Orders v

GET Jorders/{orderId} Get Order v

m Jforders/{orderId} Update Order a4
)] SR3 N /orders/{orderId} Cancel Order v
PATCH Jforders/{orderId}/status Change Order Status v

public OrderRequest toOrderRequest(OrderReguestBodyDto orderRequestBody) { 2 usages

if (orderReguestBody == null) {
return null;

} else {
Customer customer = null;
List<Product> products = null;
customer = this.customerCustomMapper.customerDtoToCustomer(orderRequestBody.getCustomer());
products = this.productDtolistToProductList(orderRequestBody.getProducts());
OrderRequest orderRequest = new OrderRequest(customer, products);
return orderRequest;




~ ¥ outbound
> W auth
> M database
~ M rest
v [H dto
® ProblemDetailDto
® ProductDescriptioninputDto
® ProductinputDto
® ProductOutputDto
® ProductsApi
@ ProductsApiConfiguration
@ ProductsQueryUseCaselmpl




Chapter 5: Managing APl Evolution

fapi/products Reireve all products

Parameters
Name Deseription
page Number of current page
integer ($int32) Default value : 0
(query) Exampie : 0
0
limit Size of elements per page
integer($int32) Default value : 10
) Example : 10
10
Responst
Code Description
200 Alist of products
Modia type
applic

Controls Accept header.

Example Value | Schema

“tetalPages
"products”: [

“name"; "Keyboard",
"sku®: "AKZ11

“description™: "Ergonomic Keyboar
"price”:

~

Try it out

Links

No links.

GET Japi/products Retrieve all products

Parameters
Name Deseription

page Number of current page
integer(sint32)

(query)

limit Size of elements per page
integer(sint32)

{query)

Responses
Code Description
200 Alist of products
Media type
application/json

Controls Accept header.

Example Value | Schema

{
"name”™: "Ke:
"sku": "AK211

"description”: "Ergonomic
"price”:

Links

No links




products te prooucts API

lm /api/products/{productId} Retrieve a product by ID

lm /api/products/{productId} Create or update a product

[ /api/products/{pri L product by ID

I /api/products/{productId} Edi product information

fapifproducts Retrieve all products

Warning: Deprecated

Parameters

Name Description

page Number of current page
integer ($iat32)

{query)

limit Size of elements per page
integer ($int32)

(query) 10

Responses
Code Description
200 Alist of products

Controls Accept header




Chapter 6: Advanced API Concepts and Implementations

After wait duration

Failure above the threshold Failure rate above the threshold Half open

Failures below the Threshold




Chapter 7: Securing Your RESTful APIs

2

TLS Termination

Identity Service

HTTPS 1 HTTP .
g - l»r 3 r
API

g

Load

Database
Servers

Encoded -

eyJhbGci0iJIUZITNiIsInRScCI6IkpXVCIsImN
0eSI6ImFwcGxpY2F0aW9ulL2pzb24ifQ.eyJzdWI
10iIxMjMBNTY30DkwIiwibmFtZSI6IkpvaG4gRG
91Tiwicm9sZSI6ImFkbWluIiwiaWFOIjoxNzMzN
zQ20DUSLCJuYmY1i0jE3MzM3NDcwMDASImV4cCI6
MTczMzcONzEWMHO .m1B9VsG1fEr@DHU9CLTOmM86
CoZi1XDkT7e-H-v7Vkkc

Balancer Servers
Decoded
HEADER: ALGORITHM &
{
alg": "HS256",
typ": "JWT",
cty": “application/json
}
PAYLOAD: DATA
sub 1234567890
name John Doe
role admin”,
iat 1733746859
nbf 1733747000,
exp”: 1733747104

VERIFY SIGNATURE

HMACSHA256 (

base64UrlEncode(header) + +

base64Ur1Encode

your-256-bit-s




Chapter 8: Testing Strategies for Robust APIs

Team Lead

Product Owner

GenAl Testing as a component of an Agile Story

GenAl Prompt as part of
Acceptance Criteria

Validation and
Functional Tests

Software
Engineer

Production
Ready Code

Development Environment

(

Docker and/or Non-PROD Cloud Networks

Database/Cache/Messaging...

API App

API Testp




Chapter 9: Monitoring and Observability

Zipkin
order-management-api: http post /orders = SPANTABLE | =
Duration 9.392s | Services 2 | Total Spans 3 | Trace ID 67ec6bealllaead2feadd3463b%9a27da
Oms 3.131s 6.2625 9.392s
| I Service name Span name
- order-management-api http post forders
Span ID Parent ID
Al v % Fo selected Reset focus | [@ |02 feadd3463b9a27da none
Oms 3.131s 6.262s 9.392s
order-management-api: hitp post forders 9.392s Annotation A~
; order-management-api: hitp get " 113.995ms oms 31318 62625 9.392%
product-api: hitp get Japifpmduclst{pmducﬁn"j} 66.220ms
Start Time 04/01 19:42:50.878
Value Server Start
Oms
192.168.96.1
Address (order-
management-api)
Start Time 04/01 19:43:00.271
Value Server Finish
9.392s
192.168.96.1 h

server requests Memory / CPU

= memory

client side full page load logins

= upper_25
upper_50
upper_95
10:30 o

10:40

)

09:50 10:00 10:

1

Traffic In/Out
avg current
upper_25 173B 2B

upper S0 180B  252B

upper_90
upper 95 182kB 196 kB
cpul -1.8kB  -2.0kB

09:50 10:08 10:10 L il <




JAEGER U Search Co e Architecture Monitor Lo Trac

order-management-api: http post /orders -
<« £309af3 F @ ¥ | Trace Timeline v
Trace Start April 1 2025, 19:10:56.483 Duration 52.02ms = Services2 Depth 5 Total Spans 14
ops 13ms 26.01ms 39.01ms 52.02ms
Service & Operation v ¥ » Ops 13ms 26.01ms 39.01ms 52.02ms|
"I order-management-api http post forders I EE———
4 | order-management-api FOST
| order-management-api HikariData...
Vl order-management-api GET
product-api http get /apiiproducts!...
v | product-api GET /api/products/pr. .. 5.93ms
product-api HikariDataSoure... 4Tps
product-api SELECT ./datab... 263ys
| order-management-api INSERT /d... 20ims S
| order-management-api INSERT /d... 100ps 1
| order-management-api INSERT Jd... 287us 8
| order-management-api INSERT /d... 188us 1
| order-management-api UPDATE ... 232ps 1
I order-management-api htp get N 7.2 7ms
order-management-api: http post /orders £209af8 92.02ms
14 Spans . order-management-api (10) product-api (4) Today
7:10:56 pm
6 minutes ago
order-management-api: http post /orders 0220925 96.01ms
7 Spans . @ order-management-api (5) product-api (2) Today
7:10:41 pm
1 Error 6 minutes ago




Chapter 10: Scaling and Performance Optimization Techniques

Name

= refer_img.htmlZ_ijt=jevcujd75Fba3rdhjgcTmni3438&_jj...
= photo

i* jb-server-page?reloadMode=RELOAD_OMN_SAVEA&refe...
B Favicon.ico

¥  Headers Preview Response Initiator Timing Cookies

v General

Request URL:
Request Method:
Status Code:
Remote Address:
Referrer Policy:

¥ Response Headers 0
Raw
Cache-Control:
Connection:
Content-Length:
Content-Type:
Date:

http://localhost:8080/api/products/AK12345/photo
GET

@ 200 0K

[:1]:8080

strict-origin-when-cross-origin

max-age=20

keep-alive

426745

image/jpeg

Sat, 09 Nov 2024 12:29:27 GMT

Name

B refer_img.html?_ijt=jevcujd7 5fba3rdhjoc7mni343&_ij...
= photo

+* jb-server-page?reloadMode=RELOAD_ON_SAVE&refe...
B Favicon.ico

¥  Headers Preview Response |Initiator Timing Cookies

¥ General

Request URL:
Request Method:
Status Code:
Remote Address:
Referrer Policy:

¥ Response Headers U
Raw

Connection:

Conkent-Length:

Conkent-Type:

Date:

Etag:

Keep-Alive:

http://localhost:8080/api/products/AK12345/phaoto
GET

@ 200 0K

[:1]:8080

strict-origin-when-cross-origin

keep-alive

426745

image/jpeg

Sat, 09 Nov 2024 13:15:38 GMT
"v+0Oh2x2RGZXWLIRPUBUSnMNrgtlyY="
timeout=60




¥  Headers Preview

¥ General

Request URL:
Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response

Initiator  Timing  Cookies

http://localhost:8080/api/producks/AK12345/photo
GET

@ 304 Mot Modified

[:1]:8080

strict-origin-when-cross-origin

¥ Response Headers O
Raw
Connection: keep-alive
Date: Sat, 09 Nov 2024 13:37:07 GMT
Etag: "y+0Oh2x2RGZXWLIRPUBUSHMrgtlY="
Keep-alive: timeout=60
¥ Request Headers O
Raw
Accept: image/avifimage/webp,image/apng,image/svg+xml,image/* */*q=0.8
Accept-Encoding: gzip, deflate, br, zstd
Accept-Language: en-Usen;q=0.9
Connection: keep-alive
Cookie: ldea-e4c0324f=623512d0-4991-4¢93-a2cd-3beab31d9e9a
Host: localhost:8080
IF-Mone-Match: "v+Oh2x2RGZxWLIRPUBUSnMrgtly="
¥  Headers Preview Response Initiator Timing Cookies

This request has no response data available.




Name X Headers Preview Response Initiator Timing Cookies

[E) refer_img.html?_ijt=gi8iej6jkrvoddtodi3kefgcg4&_ij_r... v General

= photo Request URL: http:/flocalhost:8080/api/products/AK12345/photo
+* jb-server-page?reloadMode=RELOAD_OMN_SAVE&refe... Request Method: GET
Status Code: @® 200 0K
Remote Address: [z1]:8080
Referrer Policy: strict-origin-when-cross-origin
¥ Response Headers O
Raw
Connection: keep-alive
Content-Length: 215865
Content-Type: imagefipeg
Date: Sat, 09 Mov 2024 13:44:44 GMT
Etag: "y9QsxNhl+qCEhmMqOFWIvVBoOYFY="
8
¥
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Z
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Chapter 11: Alternative Java Frameworks to Build RESTful APIs

productapi AP| ®=EEED CED

Ig/openapi
Product Resource A
(c]3y /api/products Get Products

ET /api/products/{productId} GetProductByd

PATCH /api/products/{productId} Edit Product

p[SESi /api/products/{productId} Delete Product

PUT /api/products/{productId} Create Or Update Product
Schemas
ProductDescriptioninput > object
Productinput » object

ProductOQuiput » object




< > C @ localhost:8080/g/swagger-ui/

L] ‘ Swagger Ul lg/openapi Explore

order-management-api API

/g/openapi

No operations defined in spec!

S ‘ Swagger Ul /g/openapi Explore

order-management-api API

Iglopenapi

default ~

POST /api/vl/orders ~

GET /api/vl/orders ~

PUT /api/vl/orders/{orderId} '

GET /api/vl/orders/{orderId} ~

pISN3 8 /api/vl/orders/{orderId} '

PATCH /api/vl/erders/{orderId}/status N




® localhost:8080/openapi/uifindex.html

_I_] helidon.io /openapi

Generated AP| &

lopenapi

default

GET /api/products
GET /api/products/{productId}

PUT /api/products/{productId}

il /api/products/{productId}

LISES A /api/products/{productId}




Chapter 12: Deploying APIs

src/
— main/
resources;
application.yml
application-dev.yml
application-test.yml
application-prod.yml

# Common settings for the Order API

# Local development settings

# Automated testing environment settings
# Production deployment settings

Containerization vs. Virtual Machines

Traditional VM Architecture

Guest 0S5 Guest OS Guest 0S

Libraries Libraries Libraries

App A App B App C

Host Operating System

Physical Infrastructure

v c: I

Container Architecture

Includes application code and dependencies

More Efficient Consistent across environments
------ [
Libraries Libraries Libraries
Faster Startup
""" = AppA App B AppC
------ [

Shared Kernel

Shared Kernel

Host Operating System

Physical Infrastructure

e

4 L9 S

| Containers: Lightweight, Portable, Consistent I




Docker Architecture

Applications Docker Resources

Container 2 Container 3

Container 1

Volumes

Persistent Data

Docker Registry
|I Docker Hub |

Networks
rivate Regi

Container detworking

‘ Docker Images

Docker CLI

\ v
Docker Engine

Docker Daemon Container Runtime REST API

(do ) (containerd, runc) (Interface to Docker)

Host Operating System & Infrastructure




