Chapter 1: Autoscaling Deployments and
StatefulSets Based on Resource Usage
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Chapter 2: Auto-scaling Nodes of a Kubernetes
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Chapter 3: Collecting and Querying Metrics and
Sending Alerts

Kube State Metrics
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Targets

kubernetes-apiservers (0/1 up)

Endpoint State

https://172.31.2.21:443/metrics
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Endpoint State

https://kubernetes.default.svc:443/apiivi/n - UP
des/aks-nodepool1-20770171-0/p

etrics

https://kubernetes.default.svc:443/api/vi/n  UP
odes/aks-nodepool1-29770171-1/proxy/m
etrics

https:/kubernetes.default.svc:443/apivi/n | UP
odes/aks-nodepool 1-29770171-2/proxy/m
etrics

DOWN

Labels

1y

bels

T
-
ce="aks-nodepool1-28770171-0" 17
oo z

storagetier="Premium_LR

EE
E I

i

|

i=*nodepoott* | beta_kubemetes_o.

[="ama4® | beta_kubernetes_io_instance_type="sta|

£
8
i
|
i
H
A

lure_domain_beta_kubernetes_jo_zone="1" | instan|

ks-nodepool1-20770171-1" | kubernetes_azure
com_cluster="MC_devops25-group_devops25-ch

r_sastus* | kubemetes_jo_hostnames=*aks-nodepoo
20701711 rnto o iotagen ] s
3

[ soeoot nodapes] boa-hwrmetn o
o
oo 52w [owa sbometes o-oa=inac T ord

Last Scrape

59.345s ago

Last Scrape

42.233s ago

16.142s ago

16.879s ago

Error

Get https://172.31.2.21:443/metrics: dial tcp 172.3
1.2.21:443: Vo timeout

Error



Prometheus Ale

O Enable query history

kube_node_info
~
Load time: 151ms
Resolution: 14s
Total time series: 3

Execute - insert metric at cursor - $

Graph  Console

Element Value

kube_node_info{app="prometheus" chart="prometheus-7.1.3",component="kube-state- 1
metrics”,container_runtime_version="docker://1.13.1",heritage- 0.244.2.3:8080" job="kubernetes-service-endpoints" kernel_version="4.15.0-1023-
azure" kubelet_version="v1.11.3" kubeproxy_version="v1.11.3" kubernetes_name="prometheus-kube-state-metrics"' kubernetes_namespace="metrics",node="aks-
nedepool1-29770171-0",0s_image="Ubuntu 16.04.5 LTS" provider_id="azure:///subscriptions/7{9f9b08-7d00-43c9-9d30-

10bb79e8a61 1ps/MC_ -group_d luster_e Compute/virtualMachi 1-29770171-

0" release="prometheus"}

kube_node_info{app="prometheus" chart="prometheus-7.1.3",component="kube-state- 1
metrics”,container_runtime_version="docker://1.13.1",heritage="Tiller" instance="10.244.2.3:8080" ,job="kubernetes-service-endpoints" kernel_version="4.15.0-1023-
azure" kubelet_version="v1.11.3" kubeproxy_version="v1.11.3" kubernetes_name="prometheus-kube-state-metrics" kubernetes_namespace="metrics" ,node="aks-
nodepool1-29770171-1",0s_image="Ubuntu 16.04.5 LTS" provider_id="azure:///subscriptions/7{2fab08-7d00-43c9-8d30-

10bb79e9a61 1ps/MC_¢ group_d luster_e i Compute/vir i 1-29770171-

1" release="prometheus"}

kube_node_info{app="p chart="pi -7.1.3% =*kube-state- 1
metrics”,container_runtime_version="docker://1.13.1",heritage="Tiller" instance="10.244.2.3:8080" ,job="kubernetes-service-endpoints" kernel_version="4.15.0-1023-
azure",kubelet_version="v1.11.3" kubeproxy_version="v1.11.3" kubernetes_name="prometheus-kube-state-metrics" ,kubernetes_namespace="metrics" ,node="aks-

nodepool1-29770171-2",0s_image="Ubuntu 16.04.5 LTS" provider_id="azure:///subscriptions/7{9fab08-7d00-43c9-9d30-
10bb79e%a61 1ps/MC _c i-group_devops25-cluster_e ‘Microsoft. Compute/virtualMachines/aks-nodepool1-29770171-
2" release="prometheus"}

Add Grapl

Remove Graph

Prometheus Alerts Graph Status ~

Alerts

O Show annotations

TooFewNodes (0 active)

alert: TooFewNodes
expr: count(kube_node_info)
< 1
for: 15m
labels:
severity: notify
annotations:
description: The number of the nodes in the cluster decreased
summary: Cluster decreased

TooManyNodes (0 active)



Prometheus Alerts Graph Status ~ Help

Alerts

O Show annotations

TooManyNodes (1 active)

alert: TooManyNodes

expr: count(kube_node_info)
>0

for: 1m

labels:
severity: notify

annotations:
description: The number of the nodes in the cluster increased

summary: Cluster increased

Active Since Value
3

Labels State

FIRING ~ 2018-10-09 17:32:15.218563345 +0000 UTC

TooFewNodes (0 active)



Alertmanager
Alerts

Silences

Status

New Silence

Filter Group Receiver: All Silenced Inhibited

Custom matcher, e.g. env="production"

alertname="TooManyNodes"

17:33:15, 2018-10-09 m l#* Source X Silence

summary: Cluster increased

+

description:  The number of the nodes in the cluster increased

severity="notify"

# devops25-tests

You created this channel on October 7th. This is the very beginning of the
# devops25-tests channel.

& Setapurpose + Addanapp & Invite others to this channel

Today

Cluster increased

AlertManager APP 8.09 PM
) |

The number of the nodes in the cluster increased

[ + | Message #devops25-tests @ @ @




Prometheus

O Enable query history

sum(rate(nginx_ingress_controller_request_duration_seconds_bucket{le="0.25", ingress="go-demo-5"}[5m]))

by (ingress) /

sum(rate(nginx_ingress_controller_request_duration_seconds_count{ingress="go-demo-5"}[5m]))

by (ingress,

v (ing ) z

Load time: 409ms
Resolution: 14s
Total time series: 1

Execute - insert metric at cursor - v

Graph Console

= 1h + « | Until » Res. (s) O stacked
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Remove Graph



O Enable query history

sum(rate(nginx_ingress_controller_request_duration_seconds_bucket{le="0.25"}[5m]))
by (ingress) /
sum(rate(nginx_ingress_controller_request_duration_seconds_count[5m]))

by (ingress) < 0.95 @/

Load time: 460ms
Resolution: 14s
Total time series: 3

Execute - insert metric at cursor - v

Graph Console

- 1h + “ Until » Res. (s) O stacked

B {ingress="prometheus-server"}

B {ingress="prometheus-alertmanager"}

{ingress="go-demo-5"}




Alerts

O Show annotations

AppTooSlow (0 active)

alert: AppTooSlow

expr: sum
by(ingress) (rate(nginx_ingress_controller_request_duration_seconds_bucket{le="0.25"}[5m]))
/ sum by(ingress) (rate(nginx_ingress_controller_request_duration_seconds_count[5m]))
< 0.95
labels:
severity: notify

annotations:
description: More then 5% of requests are slower than 0.25s

summary: Application is too slow

TooFewNodes (0 active)

TooManyNodes (0 active)

Statu

Prometheus  Alerts  Graph

Alerts

O Show annotations

AppTooSlow (1 active)

alert: AppTooSlow
expr: sum
by(ingress) (rate(nginx_ingress_controller_request_duration_seconds_bucket{le="0.25"}[5m])}
/ sum by(ingress) (rate(nginx_ingress_controller_request_duration_seconds_count[5m]))
< 0.95
labels:
severity: notify

annotations:
description: More then 5% of requests are slower than 0.25s

summary: Application is too slow

State Active Since Value

Labels
FIRING 2018-10-09 18:55:04.914947075 +0000 UTC

0.125

TooFewNodes (0 active)

TooManyNodes (0 active)



# devops25-tests

You created this channel on October 7th. This is the very beginning of the
# devops25-tests channel.
¢ Setapurpose + Addanapp & Invite others to this channel

Today

f\\‘_) AlertManager APP 8:09 PM
@ | clusterincreased
The number of the nodes in the cluster increased

AlertManager APP 8:54 PM
RAY

Cluster increased
The number of the nodes in the cluster increased

Application is too slow
More then 5% of requests are slower than 0.25s

+ |Message #devops25-tests @ @ @




Prometheus

O Enable query history

sum(rate{nginx_ingress_controller_request_duration_seconds_bucket{le="0.25", ingress!~"prometheus-serverljenkins"}[5m]))
by (ingress) /
sum(rate{nginx_ingress_controller_request_duration_seconds_count{ingress!~"prometheus-server|jenkins"}[5m]))

by (ingress) @

A

Load time: 127ms
Resolution: 14s
Total time series: 2

Execute - insert metric at cursor - 0]

Graph  Console

- 1h + « | Until » Res. (s) O stacked
0.8
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B {ingress="prometheus-alertmanager"}

{ingress="go-demo-5"}

Remove Graph



Prometheus Alerts Graph Status ~ Help

O Enable query history

sum(rate{nginx_ingress_controller_request_duration_seconds_bucket{le="0.5", ingress=~"prometheus-server|jenkins"}[5m]))

by (ingress) /

sum(rate(nginx_ingress_controller_request_duration_seconds_count{ingress=~"prometheus-server|jenkins"}[5m]))

by (ingress) @/

Load time: 128ms
Resolution: 14s

Total time series: 1
ecute - insert metric at cursor - :

Graph = Console

- 1h + 4« | Until » Res. (s) O stacked

3

ress="prometheus-server"}

Remove Graph



O Enable query history

sum(rate(nginx._ingress. controller. requests[5my)) by (ingress)

Execute - insert metric at cursor - i

Graph = Console

- 1h + “« Until » Res. (s)

Load time: 147ms
Resolution: 14s
Total time series: 3

O stacked

B {ingress="prometheus-server”}

B {ingress="prometheus-alertmanager”}
{ingress="go-demo-5"}

Remove Graph



Prometheus Alerts Graph Status ~ Help

O Enable query history

Vi

Load time: 153ms
Resolution: 14s
Total time series: 12

ecute - insert metric at cursor - v

Graph = Console

- 1h + 4« Until » Res. (s) O stacked

25




O Enable query history

, "deployment")

Z

Load time: 172ms
Resolution: 14s
Total time series: 12

ecute - insert metric at cursor - v

Graph  Console

Element Value

kube_deployment_status_repli ="prometheus",chart="prometheus-7.1.3",component="kube-state-metrics*,deployment="go-demo- 3

5" heritage="Tiller" ingress="go-demo-5" instance="10.244.2.3:8080" ,job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-

metrics" kubernetes_nar ="metrics",namespace="go-demo-5",rel “prometheus”}

kube_depls 1t_status_replicas; ="prometheus”,chart="prometheus-7.1.3",component="kube-state- 1
metrics", deployment="heapster”,heritage="Tiller",ingress="heapster",instance="10.244.2.3:8080" ,job="kubernetes-service-

endpoints” kubernetes_name="prometheus-kube-state-metrics" kubernetes_r e="metrics",r e="kube-system" release="prometheus"}
kube_deployment_status_replicas{app="prometheus” chart="prometheus-7.1.3",component="kube-state-metrics" ,deployment="kube-dns- 2

v20" heritage="Tiller" ingress="kube-dns-v20" instance="10.244.2.3:8080" job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-
state-metrics” kubernetes_namespace="metrics",namespace="kube-system" release="prometheus"}

kube_deployment_status_replicas{app="prometheus"”,chart="prometheus-7.1.3",component="kube-state-metrics",deployment="kubernetes- 1
dashboard”,heritage="Tiller" ingress="kubernetes-dashboard" instance="10.244.2.3:8080" job="kubernetes-service-
endpoints” kubernetes_name="prometheus-kube-state-metrics" ,kubernetes_namespace="metrics" ,namespace="kube-system" release="prometheus"}

kube_t 1t_status_repli “prometheus”,chart="prometheus-7.1.3",component="kube-state-metrics",deployment="metrics- 1
server" heritage="Tiller" ,ingress="metrics-server" instance="10.244.2.3:8080" job="kubernetes-service-endpoints”, kubernetes_name="prometheus-
kube-state-metrics", kubernetes_namesp: “metrics",r "kube-system”,rel “prometheus"}

kube_deployment_status_replicas{app="prometheus” chart="prometheus-7.1.3" ,component="kube-state-metrics",deployment="nginx-ingress- 1
controller”,heritage="Tiller" ,ingress="nginx-ingress-controller' instance="10.244.2.3:8080" ,job="kubernetes-service-
endpoints” kubernetes_name="prometheus-kube-state-metrics", kubernetes_r "metrics",r “ingress-nginx" release="prometheus"}

kube_deployment_status_replicas{app="prometheus" chart="prometheus-7.1.3",component="kube-state-metrics",deployment="prometheus- 1
alertmanager" heritage="Tiller",ingress="prometheus-alertmanager”,instance="10.244.2.3:8080" job="kubernetes-service-
endpoints” kubernetes_name="prometheus-kube-state-metrics" ,kubernetes_namespace="metrics",namespace="metrics" release="prometheus"}

kube_deployment_status_replicas{app="prometheus® chart="prometheus-7.1.3",component="kube-state-metrics",deployment="prometheus-kube- 1
state-metrics",heritage="Tiller",ingress="prometheus-kube-state-metrics" instance="10.244.2.3:8080" job="kubernetes-service-
endpoints” kubernetes_name="prometheus-kube-state-metrics" kubernetes_namespace="metrics" ,namespace="metrics" release="prometheus"}

kube_deployment_status_replicas{app="prometheus®,chart="prometheus-7.1.3", \ent="kube-state-metrics", 1t="prometheus- 1
pushgateway",heritage="Tiller",ingress="prometheus-pushgateway" instance="10.244.2.3:8080" ,job="kubernetes-service-
endpoints” kubernetes_name="prometheus-kube-state-metrics", kubernetes_r "metrics",r “metrics",rel “prometheus"}




Prometheus Alerts Graph Status ~ Help

O Enable query history

by (ingress) / .
sum(label_join(kube_deployment. status, replicas, "ingress", ",", "deployment"))
by (ingress)

- insert metric at cursor - s

Graph  Console
= 1h + « | Until » Res. (s)

0.3

0.1

b

Load time: 148ms
Resolution: 14s
Total time series: 3

O stacked

| FTrAy

B {ingress="prometheus-server"}

M {ingress="prometheus-alertmanager"}
{ingress="go-demo-5"}

Remove Graph



Alerts

O Show annotations
AppTooSlow (0 active)
TooFewNodes (0 active)
TooManyNodes (0 active)

TooManyRequests (0 active)

alert: TooManyRequests
expr: sum
by(ingress) (rate(nginx_ingress_controller_requests[5m])) / sum by(ingress) (label_join{(kube_deplo
yment_status_replicas,
"ingress", ",", "deployment")) > 1
labels:
severity: notify
annotations:
description: There is more than average of 1 requests per second per replica for
at least one application
summary: Too many requests

# devops25-tests
You created this channel on October 7th. This is the very beginning of the
# devops25-tests channel.

& Setapurpose + Addanapp & Invite others to this channel

Today

}Q.) AlertManager APP 3.09 PM
@3 Cluster increased
The number of the nodes in the cluster increased

AlertManager APP 8:54 PM
&S

Cluster increased

¢ @D % -

The number of the nodes in the cluster increased

Application is too slow
More then 5% of requests are slower than 0.25s

new messages

AlertManager APP 9.05 PM
)

AlertManager APP 9:19 PM
&S

Too many requests
There is more than average of 1 requests per second per replica for at least
one application

4 e #dey (C NGNS



Z

Load time: 140ms
Resolution: 14s
Total time series: 5

ecute - insert metric at cursor - H

Graph = Console

Element Value

nginx_ingress_controller_requests{app_kubernetes_io_name="ingress-nginx",app_kubernetes_io_part_of="ingress- 986
nginx" controller_class="nginx",controller_namespace="ingress-nginx",controller_pod="nginx-ingress-controller-6dc8769b5-7vpcx” ingress="ga-demo-
5%,instance="10.244.2.2:10254" job="kubernetes-pods" kubernetes_namespace="ingress-nginx",kubernetes_pod_name="nginx-ingress-controller-
6dcB8763b5-7vpox” ,namespace="go-demo-5" pod_template_hash="287432561" status="200"}

nginx_ingress_controller_requests{app_kubernetes_io_name="ingress-nginx",app_kubernetes_io_part_of="ingress- 1
nginx" controller_class="nginx",controller_namespace="ingress-nginx",controller_poad="nginx-ingress-controller-6dc8769b5-7vpex” ingress="go-demo-

5" instance="10.244.2.2:10254" job="kubernetes-pods" kubernetes_namespace="ingress-nginx",kubernetes_pod_name="nginx-ingress-controller-
B6dcB769b5-7vpex”,namespace="go-demo-5",pod_template_hash="287432561" status="499"}

nginx_ingress_controller_requests{app_kubernetes_io_name="ingress-nginx",app_kubernetes_io_part_of="ingress- 53
nginx" ,controller_class="nginx",controller_namespace="ingress-nginx",controller_pad="nginx-ingress-controller-6dc8769b5-
7vpex”,ingress="prometheus-alertmanager” instance="10.244.2.2:10254" ,job="kubernetes-pods" kubernetes_namespace="ingress-
nginx",kubernetes_pod_name="nginx-ingress-controller-6dcB769b5-7vpcx”,namespace="metrics",pod_template_hash="287432561",status="200"}

nginx_ingress_controller_requests{app_kubernetes_io_name="ingress-nginx",app_kubernetes_io_part_of="ingress- 283
nginx",controller_class="nginx",controller_namespace="ingress-nginx",controller_pod="nginx-ingress-controller-6dc8769b5-
Tvpex",ingress="prometheus-server” instance="10.244.2.2:10254" job="kubernetes-pods", kubernetes_namespace="ingress-

nginx",kubernetes_pod_name="nginx-ingress-controller-6dcB769b5-7vpcx”,namespace="metrics",pod_template_hash="287432561",status="200"}

nginx_ingress_controller_requests{app_kubernetes_io_name="ingress-nginx",app_kubernetes_io_part_of="ingress- 1
nginx",controller_class="nginx",controller_namespace="ingress-nginx",controller_pod="nginx-ingress-controller-6dc8769b5-
Tvpex",ingress="prometheus-server",instance="10.244.2.2:10254" ,job="kubernetes-pods”,kubernetes_namespace="ingress-
nginx",kubernetes_pod_name="nginx-ingress-controller-6dcB769b5-7vpcx",namespace="metrics" ,pod_template_hash="287432561",status="400"}

Remove Graph

Graph Stat

by (ingress)

2

Load time: 167ms
Resolution: 14s
Total time series: 1

ecute - insert metric at cursor - y

Graph  Console

Element Value

{ingress="go-demo-5"} 0.04638991848081692

Remove Graph



Prometheus Alerts

O Enable query history

b7

Load time: 172ms
Resolution: 14s
Total time series: 3

ecute - insert metric at cursor - s
Graph  Console
- 1h + 4« | Until » Res. (s) O stacked

0.08

0.06

B {instance="10.240.0.6:9100"}

M {instance="10.240.0.5:9100"}
{instance="10.240.0.4:9100"}

Remove Graph



count(node_cpu_seconds_total{mode="system"})

4

Load time: 146ms
Resolution: 14s
Total time series: 1

Execute - insert metric at cursor - 5]

Graph  Console

- 1h + « | Until » Res. (s) O stacked
U.UEG-
0.0355
0.035
0.0345
0.034 18:30 9:00 19:15

Remove Graph



Prometheus Alerts Graph Status ~

O Enable query history

kube_node_status_allocatable_cpu_cores
A

Load time: 148ms
Resolution: 14s
Total time series: 3

Execute - insert metric at cursor - B

Graph  Console

- 1h + «  Until » Res. (s) O stacked

W kube_node_status_allocatable_cpu_cores{app="prometheus",chart="prometheus-7.1.3",component="kube-state-metrics", heritage="Tiller", |

W kube_node_status_allocatable_cpu_cores{app="prometheus",chart="prometheus-7.1.3",component="kube-state-metrics",heritage="Tiller",
kube_node_status_allocatable_cpu_cores{app="prometheus",chart="prometheus-7.1.3",component="kube-state-metrics", heritage="Tiller"

Remove Graph



Prometheus

O Enable query history

sum(kube_pod_container_resource_requests_cpu_cores) @
Vi

Load time: 146ms
Resolution: 14s
Total time series: 1

- insert metric at cursor - v

Graph  Console

- 1h B3 « | Until » Res. (s) O stacked

0.5

Remove Graph



Graph

Alerts

© Show annotations
AppTooSlow (0 active)

NotEnoughCPU (0 active)

alert: NotEnoughCPU
expr: sum(rate(node_cpu_seconds_total{mode!="1idle",mode!="1iowait",mode!~"~(?:qguest.*)$"}[5m]))
/ count(node_cpu_seconds_total{mode="system"}) > 8.9
for: 30m
labels:
severity: notify
annotations:
description: CPU usage of the cluster is above 90%
summary: There's not enough CPU

TocFewNodes (0 active)
TooManyNodes (0 active)
TooManyRequests (0 active)

TooMuchCPURequested (0 active)

alert: TooMuchCPURequested
expr: sum(kube_pod_container_resource_requests_cpu_cores)
/ sum(kube_node_status_allocatable_cpu_cores) > 0.9
for: 30m
labels:
severity: notify
annotations:
description: More than 90% of allocatable CPU is requested
summary: There's not enough allocatable CPU



Prometheus  Alerts Graph Status ~

Q Enable query history

nede_memory. MemAvailable_bytes |

Load time: 377ms
Resolution: 14s
Total time series: 3

ecute - insert metric at cursor - :

Graph Console

- 1h + «  Until » Res. (s) O stacked

2.85G

2.8G

B node_memory_MemAvailable_bytes{app="prometheus",chart="prometheus-7.1..
node_memory_MemAvailable_bytes{app="prometheus",chart="pro eus-7.1.3",component="node-exporter”,heritage="Tiller"instance="

Remove Graph



Prometheus

O Enable query history

ecute

Graph

0.292

0.29

0.288

0.286

0.284

0.282

0.28

Vz

Load time: 164ms
Resolution: 14s
Total time series: 1

- insert metric at cursor - ;
Console
- 1h + « | Until » Res. (s) O stacked

Remove Graph



Prometheus

O Enable query history

kube_pod_container_resource_requests_memory_bytes @
i
Load time: 285ms.
Resolution: 14s
Total time series: 27

ecute - insert metric at cursor - v
Graph Console

- 1h + 4« Until » Res. (s) O stacked

Tue, 09 Oct 2018 19:20:36 GMT

500M kube_pod_container_resource_requests_memory_bytes: 524288000

anp prometheus

chart: prometheus-7.1.3

component: kube-state-metrics

container: prometheus-server

A00M heritage: Tiller

instance: 10.244.2.3:8080

job: kubernetes-service-endpoints
ubernetes_name: prometheus-kube-state-metrics

kubernetes_namespace: metrics

namespace: metrics

300M node: aks-nodepool1-29770171-1

pod: prometheus-server-6d6fd79cd7-dc88r

release: prometheus

200M

100M




Prometheus

O Enable query history

sum(kube_pod_container_resource_requests_memory_bytes) / @
sum(kube_node_status_allocatable_memory_bytes)

4

Load time: 149ms

Resolution: 14s
Total time series: 1

ecute - insert metric at cursor - v

Graph  Console

= | 1h + 4 | Until » Res. (s) O stacked

-0.5

Remove Graph



Prometheus

Alerts

O Show annotations
AppTooSlow (0 active)
NotEnoughCPU (0 active)

NotEnoughMemory (0 active)

alert: NotEnoughMemory

expr: 1
— sum(node_memory_MemAvailable_bytes) / sum(node_memory_MemTotal_bytes) > 0.9
for: 30m
labels:
severity: notify
annotations:

description: Memory usage of the cluster is above 90%
summary: There's not enough memory

TooFewNodes (0 active)
TooManyNodes (0 active)
TooManyRequests (0 active)
TooMuchCPURequested (0 active)

TooMuchMemoryRequested (0 active)

alert: TooMuchMemoryRequested
expr: sum(kube_pod_container_resource_requests_memory_bytes)
/ sum{kube_node_status_allocatable_memory_bytes) > 0.9
for: 3@m
labels:
severity: notify
annotations:
description: More than 90% of allocatable memory is requested
summary: There's not enough allocatable memory



Alerts

O Show annotations

TooMuchCPUAndMemory (3 active)

alert: TooMuchCPUAndMemory
expr: (sum

by(instance) (rate(node_cpu_seconds_total{mode!="idle",mode!="iowait",mode!~"~(?:guest.*)$"}[5m]))
/ count by(instance) (node_cpu_seconds_total{mode="system"})) < 0.5 and
(1 — sum by(instance) (node_memory_MemAvailable_bytes) / sum by(instance) (node_memory_MemTotal_by

tes))
< 0.5
for: 30m
labels:
severity: notify
annotations:
description: Less than 50% of CPU and 50% of memory
summary: Too much unused CPU and memory

Labels State

PENDING
sevorynotty

PENDING
severty=Fnity

PENDING

is used on at least one node

Active Since

2018-10-09
19:44:15.218563345 +0000
uTtc

2018-10-09
19:44:15.218563345 +0000
uTtC

2018-10-09
19:44:15.218563345 +0000
utc

Value

0.027553615303143517

0.04563008130081312

0.033032752227932095



Prometheus

O Enable query history
,,,,,,,,,,,,,,,,,,,,,,,,,,,, y

Load time: 232ms
Resolution: 14s
Total time series: 135

Execute - insert metric at cursor - =

Graph  Console

Element Value

kube_pod_status_phase{app="prometheus",chart="prometheus-7.1.3",component="kube-state- 0
metrics”,heritage="Tiller" instance="10.244.2 3:8080" job="kubernetes-service-endpoints”,kubernetes_name="prometheus-kube-state-
metrics" kubernetes_namespace="metrics' namespace="go-demo-5",phase="Failed" pod="go-demo-5-5475479f84-cjqx5" release="prometheus"}

kube_pod_status_phase{app="prometheus",chart="prometheus-7.1.3",component="kube-state- 0
metrics”,heritage="Tiller" ,instance="10.244.2.3:8080" job="kubernetes-service-endpcints",kubernetes_name="prometheus-kube-state-
metrics" kubernetes_namespace="metrics",namespace="go-demo-5",phase="Failed" pod="go-demo-5-5475479f84-Ibdxk" release="prometheus"}

kube_pod_status_phase(app="prometheus",chart="prometheus-7.1.3" ,component="kube-state- 0
metrics”,heritage="Tiller",instance="10.244.2.3:8080" job="kubernetes-service-endpoints”,kubernetes_name="prometheus-kube-state-
metrics”, kubernetes_namespace="metrics",namespace="go-demo-5",phase="Failed" pod="go-demo-5-5475479f84-sIr56" release="prometheus"}

kube_pod_status_phase{app="prometheus",chart="prometheus-7.1.3",component="kube-state- 0
metrics”,heritage="Tiller" instance="10.244.2 3:8080" job="kubernetes-service-endpoints”, kubernetes_name="prometheus-kube-state-
metrics" kubernetes_namespace="metrics' namespace="go-demo-5",phase="Failed" pod="go-demo-5-db-0" release="prometheus"}

kube_pod_status_phase{app="prometheus",chart="prometheus-7.1.3" ,component="kube-state- 0
metrics” ,heritage="Tiller" ,instance="10.244.2.3:8080" job="kubernetes-service-endpoints" ,kubernetes_name="prometheus-kube-state-
metrics" kubernetes_namespace="metrics" ,namespace="go-demo-5",phase="Failed" pod="go-demo-5-db-1",release="prometheus"}

kube_pod_status_phase{app="prometheus",chart="prometheus-7.1.3" ,component="kube-state- 0
metrics”,heritage="Tiller" ,instance="10.244.2.3:8080" job="kubernetes-service-endpoints”,kubernetes_name="prometheus-kube-state-
metrics”  kubernetes_namespace="metrics",namespace="go-demo-5",phase="Failed" pod="go-demo-5-db-2",release="prometheus"}

kube_pod_status_phase{app="prometheus",chart="prometheus-7.1.3" ,component="kube-state- 0
metrics”,heritage="Tiller" instance="10.244.2,3:8080" job="kubernetes-service-endpoints”,kubernetes_name="prometheus-kube-state-
metrics” kubernetes_namespace="metrics' ,namespace="go-demo-5",phase="Pending" ,pod="go-demo-5-5475473f84-cjqx5", release="prometheus"}

Prometheus  Aleris

O Enable query history
,,,,,,,,,,,,,,,,,,,,,,,, P

Load time: 185ms
Resolution: 14s
Total time series: 3

ecute - insert metric at cursor - v

Graph  Console

Element Value
{phase="Failed"} 0
{phase="Pending"} 0
{phase="Unknown"} Q

Remove Graph



Today

AlertManager APP 12:29 AM
S

At least one Pod could not run
At least one Pod is in a problematic phase

+ ) @@@]

O Enable query history

i

Load time: 148ms
Resolution: 14s
Total time series: 27

ecute - insert metric at cursor - 5]

Graph Console

Element Value

kube_pod_start_time{app="prometheus", chart="prometheus-7.1.3",component="kube-state- 1539108854
metrics",heritage="Tiller",instance="10.244.2.3:8080",job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-
metrics” kubernetes_namespace="metrics",namespace="go-demo-5",pod="go-demo-5-5475479f84-cjgx5" release="prometheus"}

kube_pod_start_time{app="prometheus",chart="prometheus-7.1.3" ,component="kube-state- 1539108854
metrics",heritage="Tiller",instance="10.244.2.3:8080" ,job="kubernetes-service-endpaints",kubernetes_name="prometheus-kube-state-
metrics" kubernetes_namespace="metrics",namespace="go-demo-5",pod="go-demo-5-5475479f84-Ibdxk" release="prometheus"}

kube_pod_start_time{app="prometheus",chart="prometheus-7.1.3",component="kube-state- 1539108854
metrics®,heritage="Tiller",instance="10.244.2.3:8080",job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-
metrics" kubernetes_namespace="metrics",namespace="go-demo-5",pod="go-demo-5-5475479f84-sIr56" release="prometheus"}

kube_pod_start_time{app="prometheus",chart="prometheus-7.1.3",component="kube-state- 1539108856
metrics”,heritage="Tiller",instance="10.244.2.3:8080" job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-
metrics” kubernetes_namespace="metrics",namespace="go-demo-5",pod="go-demo-5-db-0" release="prometheus"}

kube_pod_start_time{app="prometheus",chart="prometheus-7.1.3",component="kube-state- 1539108981
metrics” heritage="Tiller",instance="10.244.2.3:8080" ,job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-
metrics” kubernetes_namespace="metrics",namespace= demo-5",pod="go-demo-5-db-1" release="prometheus"}

kube_pod_start_time{app="prometheus",chart="prometheus-7.1.3",component="kube-state- 1539109116
metrics” heritage="Tiller",instance="10.244.2 3:8080" ,job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-
metrics” kubernetes_namespace="metrics",namespace="go-demo-5",pod="go-demo-5-db-2" release="prometheus"}




O Enable query history

time() - kube.pod_ start time
Vz
Load time: 132ms
Resolution: 14s
Total time series: 27

S CC - insert metric at cursor - 5

Graph  Console

Element Value

{app="prometheus",chart="prometheus-7.1.3",component="kube-state- 6906.864000082016
metrics",heritage="Tiller" ,instance="10.244.2.3:8080" job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-
metrics” kubernetes_namespace="metrics",namespace="go-demo-5",pod="go-demo-5-5475479f84-cjgx5" release="prometheus"}

{app="prometheus”,chart="prometheus-7.1.3",component="kube-state- 6906.864000082016
metrics”,heritage="Tiller",instance="10.244.2.3:8080" ,job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-
metrics”,kubernetes_namespace="metrics",namespace="go-demo-5",pod="go-demo-5-5475479f84-Ibdxk" release="prometheus"}

{app="prometheus” chart="prometheus-7.1.3",component="kube-state- 6906.864000082016
metrics”,heritage="Tiller" instance="10.244.2.3:8080" ,job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-

metrics" kubernetes_namespace="metrics",r ="go-demo-5",pod="go-demo-5-5475479f84-sIr56" release="prometheus"}
{app="prometheus”,chart="prometheus-7.1.3",component="kube-state- 6904.864000082016

metrics”,heritage="Tiller" ,instance="10.244.2.3:8080" job="kubernetes-service-endpoints" kubernetes_name="prometheus-kube-state-
metrics" kubernetes_namespace="metrics",namespace="go-demo-5",pod="go-demo-5-db-0" release="prometheus"}

jQ,) AlertManager APP 9:19 PM

Too many requests
There is more than average of 1 requests per second per replica for at least
one application

AlertManager APP 9:29 PM
A

Too many requests
There is more than average of 1 requests per second per replica for at least
one application

AlertManager APP 9:43 PM
A

Application is too slow
More then 5% of requests are slower than 0.25s

jQJ AlertManager APP 10:09 PM

Old Pods
At least one Pod has not be updated to more than 90 days

(CHCHO)




Prometheus Alerts

O Enable query history

container_memory_usage_bytes{container_name="prometheus-server"}
z

Load time: 329ms
Resolution: 14s
Total time series: 1

- insert metric at cursor - 5

Graph  Console

= 1h + «  Until » Res. (s) O stacked

420M
400M
380M
360M
340M

320M




Prometheus Alerts

O Enable query history

sum(rate(container_cpu_usage_seconds_total{container_name="prometheus-server"}[5m])) by (pod_name)
Z
Load time: 169ms
Resolution: 14s
Total time series: 1

ecute - insert metric at cursor - v

Graph | Console

= 1h + «  Until » Res. (s) O stacked

0.014

0.008

0.008




O Enable query history

kube_pod container. resource._requests_memory. bytes{container="prometheus-server"}
VA
Load time: 217ms
Resolution: 14s
Total time series: 1

ecute - insert metric at cursor - v

Graph = Console

= | 1h + 4« | Until » Res. (s) O stacked

524.288001M

24,2880005M

524.288M Tue, 09 Oct 2018 20:06:04 GMT
kube_pod_container_resource_requests_menm

agp: prometheus
chart: prometheus-7.1.3

component: kube-state-metrics
container: prometheus-server
herita,

iller
stance: 10.244.2.3:8080
M {:.b: kubernetes-service-endpoints
bernetes_name: prometheus-kube-state-metrics

kubernetes_namespace: metrics

namespace: metrics

node: aks-nodepool1-29770171-1

pod: prometheus-server-6d6fd79cd7-dc88r
release: prometheus

24,2879

©
a

¢

524.287999M

kube_pod_container_resource_requests_memory_bytes{app="prometheus",chart="prometheus-7.1.3",component="kube-state-metrics",col




Prometheus Alerts Graph Status ~ Help

O Enable query history

sum(label_join(container_memary_usage_bytes{container_name="prometheus-server'}, "pod", ",", "pod_name")) by (pod)

Load time: 323ms
Resolution: 14s
Total time series: 1

ecute - insert metric at cursor - v

Graph Console

- 1h + “ Until » Res. (s) O stacked

420M

400M

380M

360M

340M

320M

prometheus-server-6d6fd79cd7-dc88r"}

Remove Graph



Prometheus  Alerts Graph Status ~

O Enable query history

sum(label_join(container_memory_usage_bytes{container_name="prometheus-server"}, "pod", ",", "pod_name"))
by (pod) /

sum(kube_pod_container_resource _requests.memory. bytes{container="prometheus-server"})

by (pod)

¥

Load time: 204ms
Resolution: 14s
Total time series: 1

- insert metric at cursor - +

Graph  Console

- 1h + #«  Until » Res. (s) O stacked

0.8
0.75
0.7
0.65

10000000001

{pod="prometheus-server-6d6fd79cd7-dc88r"}

Remove Graph



O Enable query history

sum(label_join(container_memory_usage_bytes{namespace!="kube-system"}, "pod", ",", "pod_name"))

by (pod) /

sum(kube_pod_container_resource_requests_memory_bytes{namespace!="kube-system"})

by (pod)

Execute - insert metric at cursor -

Graph  Consol

25

le

1h

«

Until

Z

Load time: 2078ms
Resolution: 14s
Total time series: 13

» Res. (s) O stacked

Tue, Jct 2018 20:1(

Tue, 09 Oct 2018 20:10:40 GMT

value: 3.346875
pod: prometheus-alertmanager-675f64d8fa-jbmrd

©

o

n
>
=}

=]




O Enable query history

sum(label_join(container_memery_usage_bytes{namespace!="kube-system"}, "pod", ",", "pod_name"))
by (pod) /

sum(kube_pod_container._resource limits_memory_bytes{namespace!="kube:system"})

by (pod)

~

Load time: 2397ms
Resolution: 14s

Total time series: 13
Execute - insert metric at cursor - :

Graph = Console

- 1h + « Until » Res. (s) O stacked

ue, 09 Oct 2018 20

8:48 GMT

Tue, 09 Oct 2018 20:18:48 GMT ’.. |
value: 1.3659375

00000000001

19:45 20:00 20:15 0::

w
S



Chapter 4: Debugging Issues Discovered Through
Metrics and Alerts

Alerts

O Show annotations

AppTooSlow (1 active)

alert: AppTooSlow

expr: sum
by(ingress) (rate(nginx_ingress_controller_request_duration_seconds_bucket{le="0.25"}[5

ml))
/ sum by(ingress) (rate(nginx_ingress_controller_request_duration_seconds_count[5m]))
< 0.95

labels:

severity: notify

annotations:
description: More then 5% of requests are slower than 0.25s
summary: Application is too slow

Labels State Active Since Value

FIRING 2018-10-21 19:25:04.914947075 0.16666666666666669
#0000 UTC



Prometheus Alerts Graph Status ~ Help

O Enable query history

sum by(ingress) (rate(nginx.ingress_controller_request duration_seconds._bucket{le="0.25"}[5m])) / sum by(ingress)

2

Load time: 215ms
Resolution: 14s
Total time series: 1

Execute - insert metric at cursor - s

Graph Console

- 1h + «  Until » Res. (s) O stacked

0.06

0.02

{ingress="go-demo-5"}



kubernetes-service-endpoints (8/11 up)

Endpoint State

http://10.0.2.15:9100/metri = UP
cs

http://172.17.0.12:8080/me = UP
trics

http://172.17.0.13:8080/me = UP
trics

http://172.17.0.14:8080/me  UP
trics

Labels

app="prometheus"
de-exporter" || heritage="Tiller"

instance="10.0.2.15:9100" § kul

o

ernetes_name="prometheus-node

exporter" | kubernetes_namesp

release="prom|

app="go-demo-5" | chart="go-d|

femo-5-0.0.1" | heritage="Tiller"
instance="172.17.0.12:8080" | 4

bernetes_name="go-demo-5"

kubernetes_namespace="go-de

imo-5" | release="go-demo-5"

app="go-demo-5" | chart="go-d|

emo-5-0.0.1"
instance="172.17.0.13:8080" n

heritage="Tiller"

ubernetes_name="go-demo-5"
kubernetes_namespace="go-de

release="go-demo-5"

app="go-demo-5" | chart="go-d|
heritage="Tiller"
instance="172.17.0.14:8080" u

bernetes_name="go-demo-5"

kubernetes_namespace="go-de|

Last

Scrape Error

26.001s a
go

21.523s a
go

49.894s a
go

29.902s a
go



O Enable query history

hitp. server_resp. time. count
&

Load time: 32ms
Resolution: 14s
Total time series: 3

Execute - insert metric at cursor - T

Graph = Console

= | 1h + «  Until 4 Res. (s) O stacked
|
o
" J
1K o |
i
.
J
500 o |
i |
7
|
il




Prometheus

O Enable query history

http._server. resp.time._sum({
"go-demo-5"

Execute - insert metric at cursor - s

Graph =~ Console

- 1h + « Until »

0.08
0.068
0.04
0.02
-
——

2

Load time: 50ms
Resolution: 14s
Total time series: 3

Res. (s) 0 stacked




Graph

0.995

0.99

0.985

0.98

Console

- 1h

{kubernetes_name

Graph Console

0.99 7

0.985

0.98

0.975

1h

{method="

+ «

+ «

T",path="/demo/hello"}

Until

Until

Res. (s)

Res. (s)

O stacked

O stacked




Chapter 5: Extending HorizontalPodAutoscaler with
Custom Metrics

Ve ™
HPA » Deployment/STS

AN J

T Y

Metrics Aggregator ReplicaSet

T Y

~N
‘ Metrics Server ’ [ Pods
A .
Worker Nodes
Kubelet < -

Metrics Aggregator €— Prometheus Adapter

f I

‘ Metrics Server ’ Prometheus Server

A

Worker Nodes

Kubelet




HPA Deployment/STS

! !

Metrics Aggregator Prometheus Adapter ReplicaSet
Metrics Server Prometheus Server Pods
A
Worker Nodes

( Kubelet % -




Chapter 6: Visualizing Metrics and Alerts

Prometheus [ Default

Prometheus

URL http://prometheus-server

Access Server (Default)

Auth

Basic Auth ) With Credentials

TLS Client Auth With CA Cert

Skip TLS Verification (Insecure)

Advanced HTTP Settings

Whitelisted Cookies

Scrape interval

Query timeout

HTTP Method

Save & Test




2

Data Sources / Prometheus

Create

Dashboard 28 Dashboards

@ Folder

P8 Import rom/ theus (1) Default

Type Prometheus

HTTP
URL http://prometheus-server

Access Server (Default)

Auth

Basic Auth O With Credentials

TLS Client Auth £} With CA Cert

4




9 88 Kubernetes cluster monitoring (via Prometheus) - i+

ult=

Network 1/0O pressure

Network I/0 pressure

Total usage

Cluster memory usage Cluster CPU usage (2m avg) Cluster filesystem usage

1.69 GiB 2.93GiB 0.45 cores 2.00 cores




Network 1/0 pressure

Cluster CPU usage (2




Variables > New

General

Name

| {x} variables

Label

£ Links

D Version ery Options

& Permissio Data source 5 (v @  Never

{} JSON Mo Ouery

Regex

e Sort

(F) Save As..

ection Options
@ Delete
Multi

Include All option

Value groups/tags (Experimental feature)

Enabled

Preview of values

/sdal cgroup_root overlay shm tmpfs




8% My Dashboard

General

| = General

Name Jashboard
Q Annotations
Description

Tags  ©

Folder General -

{x} Variables
& Links
{II} JSON Model

Editable © e

[El Save
Time Options

'f] Save As...
@ Timezone

@ Delete Auto-refresh ,5m,15m,30m,1h,2h,1d
Mow delay now-

Hide time picker

Panel Options

Graph Tooltip




ss My Dashboard

{x} Variables
& Links

D versions

{II} JSON Model

Save
£F) Save As...

@ Delete

Variables > New

General

Name minCpu

Label Minimum CPU

Constant options

Value 0.005

Preview of values

0.005

VEEDL]




88 My Dashboard

of actual vs reserved CPU

€] aph G Me L 2 Ale Time ran.

Data Source default ~ » Options » Query Inspector

el_join(ra container_cpu_ ' 0 _total{

Legend format Min step Resolution
Format as Time series »  Instant

Add Query




My Dashboard

of actual vs reserved CPU

Alert Config

Name \ G alert] Evaluate every 6

Conditions

avg () query (A, 5m, now)




Pods with < 50% || > 150% actual compared to reserved CPU

Singlestat

Value Coloring
urrent E round Value
Prefix
Postfix
Unit one Invert

Decimals

Alerts

Unschedulable Pods Pads older than 90 days

with requ 1 bucket below Ingresses with average > 1 req per sec

Ingresses with > 5% of 5xx responses Pods with > 80% usage of mem limit

Pods with < 50% || > 150% actual compared to reserved mem Pods with < 50% || > 150% actual compared to reserved CPU




Graphs

Unschedulable Pods Pods older than 90 days

No data & L]

2100

of 5xx responses

reserved CPU




Chapter 7: Collecting and Querying Logs

Setup Logging

Your logs will go to logs7.papertrailapp.com:17221 and appear in Events

L1

I'd like to aggregate system/OSlogs # from Linux/Unix

@ Run the install script

wget -g0 - --header="X-Papertrail-Token: 7nTdjZX@wP3idhrTvhKP" \
https://papertrailapp.com/destinations/10420062/setup.sh | sudo bash

This script will make the syslog daemon send logs to Papertrail (and ask for your
confirmation).

Prefer to type each command instead? See setup commands or watch a screencast.

@ Logs received from: devops25-.orphaned-etcd-minikube, devops25-.orphaned-go-demo-5-
db-0, devops25-.orphaned-go-demo-5-db-2, devops25-.orphaned-kube-apiserver-minikube,

fftb2, devops25-.orphaned-kube-scheduler-minikube, devops25-.orphaned-metrics-server-
85c979995f-b3m8m, devops25-.orphaned-nginx-ingress-controller-8566746984-92172

djrvm

That's it!

System/OS logs are done. Next, aggregate app logs.




Q Find... ¢ er Settings Help @ 2]

Dec @7 22:57: 2018-12-07T21:57:36+0000 WARN \mmahle not in use.
Dec @7 22 2018-12-07T21:57:37+0000 DEBUG first loop completed.
Dec @7 22 2018-12-07T21:57:40+9000 ERROR something happened in this execution.
Dec @7 22:57:46 2018-12-07T21:57:43+0000 ERROR something happened in this execution.
Dec @7 22 2018-12-07T21:57:44+9000 INFO takes the value and converts it to string.
Dec @7 22 5 2018-12-@7 21:57:44 +0000 [info]: #0 following tail of

/var/log/ contamer‘s.’mndom logger_default_random-logger-6304e5a5c66ed99b34bd35b3165c0a81627f9e986eecs8fe6950f7ed4b377178. 1og
Dec @7 22 2018-12-07T21:57:45+0000 ERROR something happened in this execution.
Dec @7 22:57: 2018-12-07T21:57:47+0000 INFO takes the value and converts it to string.
Dec @7 22 2018-12-@7T21:57:57+0000 DEBUG first loop completed.
Dec @7 22 2018-12-07T21:58:06+0000 ERROR something happened in this execution.
Dec @7 22 2018-12-07T21:58:11+0000 ERROR something happened in this execution.
Dec @7 22 2018-12-07T21:58:16+0000 DEBUG first loop completed.
Dec @7 22:58: 2018-12-07T21:58:17+0000 WARN variable not in use.
Dec @7 22 2018-12-07T21:58:22+9000 ERROR something happened in is execution.
Dec @7 22 2018-12-07T21:58:26+0000 ERROR something happened in is execution.
Dec @7 22 2018-12-07T21:58:34+0000 WARN variable not in use.
Dec @7 22 2018-12-07T21:58:39+0000 WARN variable not in use.
Dec @7 22:58: 2018-12-87T21:58:43+0000 ERROR something happened in this execution.
Dec @7 22 2018-12-07T21:58:47+0000 WARN variable not in use.
Dec @7 22 2018-12-87T21:58:48+0000 ERROR something happened in this execution.
Dec @7 22:58: 2018-12-87T21:58:49+0000 ERROR something happened in this execution.
Dec @7 22 2018-12-97T21:58:50+0000 DEBUG first loop completed.
Dec @7 2Z:58: 2018-12-87T21:58:51+0000 INFO takes the value and converts it to string.
Dec @7 22 2018-12-87T21:58:52+0000 ERROR something happened in this execution.
Dec @7 22 2018-12-07T21:58:56+0000 WARN variable not in use.
Dec @7 22:59: 2018-12-07T21:58:59+0000 ERROR something happened in this execution.
Dec @7 22 2018-12-07T21:59:02+0000 DEBUG first loop completed.
Dec @7 22 2018-12-87T21:59:05+0000 WARN variable not in use.
Dec @7 22 2018-12-87T21:59:08+0000 WARN variable not in use.
Dec @7 22 2018-12-07T21:59:11+9000 DEBUG first loop completed.
Dec @7 22:59: 2018-12-07T21:59:12+9000 ERROR something happened in this execution.
Dec @7 22 2018-12-07T21:59:18+9000 ERROR something happened in this execution.
Dec @7 22 2018-12-87T21:59:22+0000 WARN variable not in use.
Dec @7 22 2018-12-07T21:59:27+0000 INFO takes the value and converts it to string.
Dec @7 22 2018-12-07T21:59:32+0000 WARN variable not in use.
Dec @7 2Z:59: 2018-12-07T21:59:35+0000 DEBUG first loop completed.
Dec @7 22 2018-12-07T21:59:37+0000 WARN variable not in use.
Dec @7 22 2018-12-@7T21:59:38+0000 ERROR something happened in this execution.
Dec @7 22 2018-12-07T21:59:43+0000 ERROR something happened in this execution.
Dec @7 22 2018-12-07T21:59:46+0000 DEBUG first loop completed.
Dec @7 22:59: 2018-12-07T21:59:48+0000 WARN variable not in use.
Dec @7 22 2018-12-07T21:59:53+0000 INFO takes the value and converts it to string.
Dec @7 22 2018-12-87T21:59:54+0000 ERROR something happened in this execution.
Dec @7 23:00: 2018-12-07122: 01+0000 DEBUG first loop completed.
Dec @7 23 2018-12-07T22 9440000 ERROR something happened in this execution.
Dec 07 23:00: 2018-12-97T122: 05+0000 DEBUG first loop completed.
Dec @7 23 2018-12-977122: 10+0000 INFO takes the value and converts it to string.
Dec @7 23 2018-12-97T122 12+0000 WARN variable not in use.
Dec @7 23:00: 2018-12-97T22: 17+0000 INFO takes the value and converts it to string.
Dec @7 23 2018-12-07T22: 22+0000 WARN variable not in use.
Dec @7 23 2018-12-97T122 26+0000 ERROR something happened in this execution.
Dec @7 23 2018-12-07T22: 30+0000 WARN variable not in use.
Dec @7 23 2018-12-977122 32+0000 ERROR something happened in this execution.
Dec @7 23:00: 2018-12-07T22: 37+0000 WARN variable not in use.
Dec @7 23:00:39 2018-12-97T22: 38+0000 INFO takes the value and converts it to string.

§3333388888%

random-logger Search a8 All Systems




Syntax & Examples — Full Syntax Guide —

m "Accepted password” sudo
events containing "Accepted password” and "sudo” (in any part of the message)
-CROND
events not containing "CROMD'

(message-id postfix/smtpd) OR -google.com

events containing "message-id" and "postfix/smtpd", or not containing "google.com”

10.1.2 ("TTL exceeded"” OR "1 packet")
events containing 10.1.2 and neither "TTL exceeded” nor "1 packet'

Py
&l

program.(production.log staging.lo action"=>"index"" ("count(*)" OR abc)

events from "production.log” or "staging.log", containing "action"=>"index"', and

containing neither "count(*)" nor "ab




Google Cloud Platform 2 devops24-book

mm  Stackdriver
E: q 1ls CREATE METRIC i CREATE EXPORT 1l
Loaaina

= Logs
textrandom-logger €3 -

ih Logs-based metrics
GKE Container - Alllogs - Any log level +

& Exports (® Nolimit ~  Jumptonow -

| Logs ingestion Showing logs from all time (GST) Download logs View Options ~
» u 2018-12-13 01:45:52.000 GST 2018-12-12T21:45:52+0000 ERROR something hap.. H

» 2018-12-13 01:45:55.000 GST 2018-12-12T21:45:55+0000 ERROR something hap.. :

» 2018-12-13 01:46:00.000 GST 2018-12-12T21:46:00+0000 ERROR something hap.. H
2018-12-13 01:46:03.000 GST 2018-12-12T21:46:03+0000 INFO takes the valu.. E
2018-12-13 01:46:07.000 GST 2018-12-12T21:46:07+0000 DEBUG first loop co.. H
2018-12-13 01:46:12.000 GST 2018-12-12T21:46:12+0000 ERROR something hap.. i
2018-12-13 01:46:14.000 GST 2018-12-12T21:46:14+0000 ERROR something hap.. i
2018-12-13 01:46:19.000 GST 2018-12-12T21:46:19+0000 DEBUG first loop co.. i

2018-12-13 01:46:24.000 GST 2018-12-12T21:46:24+0000 WARN variable not i.. H

a
a
a
a
a
a
a
a

» BJ 2018-12-13 01:46:27.000 GST 2018-12-12T21:46:27+0000 DEBUG first loop.. S H
u 2018-12-13 01:46:31.000 GST 2018-12-12T21:46:31+0000 WARN variable not i.. H
u 2018-12-13 01:46:32.000 GST 2018-12-12T21:46:32+0000 ERROR something hap.. E
u 2018-12-13 01:46:37.000 GST 2018-12-12T21:46:37+0000 WARN variable not i.. H
n 2018-12-13 01:46:38.000 GST 2018-12-12T21:46:38+0000 INFO takes the valu.. 4]
0 2018-12-13 01:46:42.000 GST 2018-12-12T21:46:42+0000 WARN variable not i.. :
BJ 2018-12-13 01:46:44.000 GST 2018-12-12T21:46:44+0000 INFO takes the valu.. :
I 2018-12-13 01:46:53.000 GST 2018-12-12T21:46:53+0000 WARN variable not i.. H
a

2018-12-13 01:46:56.000 GST 2018-12-12T21:46:56+0000 DEBUG first loop co.. H

1 = s s No new entries found. Waiting for more. ™
<l



Services v Resource Groups v Viktor Farcic ~

Oregon ~ Support ~

CloudWatch CloudWatch > Log Groups » /eks/devops25/containers > random-logger_default_random-logger-
Dashboards 9510ad847a6713359100690d9be2i7c4ch7hSecs 1433caab6984a4b40690act
Alarms 4 Expandall @ Row Text | & | 8 | @

Filter events all  2018-12-15 (22:44:48) ~

Billing Time (UTC +00:00) Message
Events 2018-12-16
Rules No older events found at the moment. Retry.
Event Buses v  22:41:15 {"log":"2018-12-16T22:41:15+0000 ERROR something happened in this execution.\n","stream":"stdout","«
| Logs {
Insights "log": "2018-12-16T22:41:15+000@ ERROR something happened in this execution.\n",

"stream": "stdout",
Metrics “dacker™; {

"container_id": "9510ad847a67f3359100690dIbeZf7c4chb7fb5ecg1433caabb384a4b40690ach”
1

Favorites "kubernetes": {
"container_name": "random-logger”,
"namespace_name": "default”,
: "random-logger”,
'albf@4c8-017c-11e3-a@dc-061101b5d4ae”,
"ip-192-168-92-74.us-west-2.compute.internal”,
"master_url”: “https://10.100.9.1:443/apl",
"namespace_id": "laaf9589-017a-11e9-a@dc-861101b5d4ae"
1
1
v 22:41:20 {"log":"2018-12-16T22:41:20+0000 INFO takes the value and converts it to string.\n","stream":"stdout","di

b 22:41:23 {"log":"2018-12-16T22:41:23+0000 INFO takes the value and converts it to string.\n",

“stdout”,"d



Microsoft Azure £ Search resources, services, and does

Al services | ieg rabic]
Create a resource
Home
Dashboard & Log Analytics
All services
FAVORITES
& All resources
Resource groups
(3 App Services
¥ Function Apps
- SQOL databases
AF Azure Cosmos DB
¥ virtual machines
4 Load balancers
= Storage accounts
* Virtual networks

@ Azure Active Directory

‘ Monitor

B Advisor



& D

N vy

D Search ictr

= Ovenview
H Activiy log

s Access control (IAM)

& Tag:

K Diagnose and solve problems
Settings

8 Lo

Automation seript

& Advanced set

General

. Quick Start

Workspace summary
B View Designer
@ logs
P Logs (classic)
& Solutions
Saved searches
Hf prcing tier
@ Usage and estimated costs

flf properties

Service Map
Workspace Data Sources
B Virtual machines

T Storage accounts logs
H Azure Actwvity log

[ Scope Configurations (Preview)

New Query 1% | +

defaultworkspace-719f9b08-7d00-
Schema  Filter (preview)

1-EUS - Logs & X

[ Help 5 Settings 53 Query explorer

Save @ Copylink 3 Export - Newalertrule s Pin

{ ime range: Last 24 hours

ContainerLog | where Name contains "randon-logger”

Completed. Shoviing results from the last 24 hours. @ 00:00:00.623 (3] 851 records

@
» ContainerInsights

» LogManagement
» Custom Logs
» s Functions

Faverite workspaces

TABLE Wl CHART | Columns +| Display time (UTC400:00) ~
orag and drop It e 10 group by that column

TimeGenerated (UTC) V| Nome Y Logkntry
> W1812-16T20:22:16.601 IHFO takes the
> INFO takes the val
> 2018-12-16T20:22:24.606 o0 2016-12-16T20:22:24+ 6000 TNFO takes the value and cormerts it
> WISIIETHBWEIL 2018-12-16T20:22:26+0000 INFO takes the value and <ormerts it
> 2018-1216T20:22:32 614 o003 ted-8138 612 ERROR something happened in this e
> 2018-12-16T20:22:38.515 2018-12-16T20:22:38+0000 DEBUS first loop compheted.
> 01812-16T20:22:45.627 1099 : DEBUS first
N 631 INFO tokes the val
> 2018-12-16T20:22:58.6% o0 2018-12-16T20:22:58+ G000 ERROR something happened i this e
> W1812-16TH:2302.638 ERROR someifing happened in this e
> 2018-12-16T20:23:13651 BbbDb3ca-0166-119-8136- Togg 720:23:13+0000 ERROR something happenad in this e
3 2018-12-16T20:23:14.653 201812 16T20:23:14+000 TNFO takes the value and corvers it
> 01812-16T20:23:23.559 1090 DEBUS first
> 201812-16T20:23:29.564
> 2018-12-16T20:23:30.666 2018-12-16T: IHFO takes the
> WISITIETRIIGTL 23 IHFO takes the va v
> 2018-12-16T20:23:40674 o0 ERROR something happenzd n this e
3 2018-12-16T20:23:45.675 2018-12-16T20:23:45+0000 DEBUS fist loop compheted.
> 201812-16T20:23:47.682 1090 DEBUS first
5 201812-16T20:23:49.684 Boblbdca-016b-1169-8138- I

I« Pge 1 o318 B M 50 v Remsperpage 1-50 of 851 Rems



Security analytics

Centralize security events for
interactive investigation in ready-
to-go visualizations,

Add security events

Add sample data

o
2

Metrics

Collect metrics from the
operating system and services
running on your servers.

' kibana
Add Data to Kibana
@ Discover Use these solutions to quickly turn your data into pre-built dashboards and monitoring systems.
s visualize
@ Dashboard — f— p
B Timelion —
}' Dev Tools APM Logging
APM automatically collects in- Ingest logs from popular data
£+ Management depth performance metrics and sources and easily visualize in
errors from inside your preconfigured dashboards.
applications.

Use Elasticsearch data

Load a data set and a Kibana dashboard Connect to your Elasticsearch index



Management / Kibana

K kibana Index Patterns Saved Objects Advanced Settings

@ Discover
Create index p.
1

MRS Create index pattern
M No default o . eve data f .
Dashboard BE e, Kil Qna uses index patterns to retrieve data from Elasticsearc X \ncr\ude
indices for things like visualizations. system indices
You must
Timelion select or
D create one to
ev Tools . i i
i Step 2 of 2: Configure settings
Management You've defined logstash-* as your index pattern. Now you can specify some settings
before we create it.
Time Filter field name Refresh
@timestamp ~
The Time Filter will use this field to filter your data by time
You can choose not to have a time field, but you will not be able to
narrow down your data by atime range.
> Show advanced options
{ Back Create index patt
' 7,599 hits New Save Open Share Inspect C'Auto-refresh € @ Last15minutes 3
kiban
‘ ba >_ Search (e.g. status:200 AND extension:PHP) Options
®  piscover Add a filter +
Ial  visualize logstash-* December 6th 2018, 17:50:35.723 - December 6th 2018, 18:05:35.723 —  Auto s
®  pashboard Selected fields
©  Timelion ERESoRic
Available fields L] £ 200
- 7 5 HH HHHHHHH HHHHHHHHHH HH
© @timestamp 100
M. it
f#  Management . , -
il 17:5 1 7 17:56:00 17:58:00 17 1 18 8:04:00
t _index @timestamp per 30 seconds
# _score
Time _source
t _type

December 6th 2018, 18:05:31.488  154. 2018/12/06 17:05:31 GET request to /demo/hello?health=true stream: stderr

docker.container id: 7c936c716addd62eedfd61640d271ebb13833c@b7a3 ab76a0fchcbebedbll

docker.container_id

kubernetes.contai... f kubernetes.container name: api Kkubernmetes.namespace name: go-demo-5

kubernetes.pod name: go-demo-5-c5449c4T-d69ds kubernetes.pod id: 441958b2-7975-1le

kubernetes.host
8-5116-080027¢41c81 kubernetes.labels.app: 0-demo-5 kubernetes.labels.pod-template-

kubernetes.labels...

December 6th 2018, 18:05:30.488 154: 2018/12/06 17:05:30 GET request to /demo/hello?health=true stream: stderr

docker.container id: 7¢936c716addd62eedffd61640d271ebb13833c0b7a31a676a0 chc6Chedbll

kubernetes.|abels...

Kubarnates labels... f kubernetes.container name: api kubernetes.namespace name: go-demo-3

kubernetes.pod_name: go-demo-5-fc5449cd4f-d69ds kubernetes.pod_id: 441958b2-7975-1le

kubernetes. abels...
8-0116-080027e41c81 kubernetes.labels.app: o-demo-5 kubernetes.labels.ped-template-

kubernetes.|abels...



15 hits New Save Open Share Inspect CAutorefresh & O Last15 minutes >

K kibana

Sl Add a fiter +
Ll logstash-* December 6th 2018, 18:08:18.546 - December Gth 2018, 18:23:18.547 — Auta $
Dushboard Selected fields
Timelion =L 8
Available fields o E ¢
Dev Tools 3
© @umestamp
Management
% t d _l
8000 161100 1812 3 & &00 18 1 s 2000 182100 182200 182300
t _index @timestamp per 30 seconds
# score
Time log
t type
B December 6th 2018, 18:23:14.238 2018-12-86T17:23:14+8000 INFO takes the value and converts it to strimg.
t docker.container_id
o [, Table | JSON [ View surreunding documents ] View single document |
t kubernetes host © etimestarp @ @ [0 % Decesver 6th 2018, 18:23:14.238
t kubernetes.maste t _id aam WZCLhGeBrwzs39mZicgH
t kubernetes name. t -index @ el logstash-2018.12.06
# _score o -
t kubernetes.name...
t _type @aam#* fluentd

kubernetes.pad_id

t docker.container @ Q (D # af43b62ap42fcO74e2a5519b2eb74d11218¢ {96053389C69ddRf Sc7cde2ddca
t kubernetes.ped_n. + kubernetes.container_name @ @ (D # random-logger
t stream t kubernetes.host @ Q@ % minikuse
t tag t kubernetes.master_url @ QM % hitps://10.96.8. 443/api
+ kubernetes.namespace_id @ @ (D % 623724b6-971-11e8-b116-080027e41c81
t  kubernetes.namespace name @ @ M % default
t kubernetes.pod_id @ @ M & a63fclde-F37a-11e8-b116-080027e41c81
t kubernetes,pod_name @ Q@ % randon-logger
t log @ @ [0 % 2018-12-06T17:23:14:0000 INFO takes the value and converts it to string
t stream @ Q& stdout
t teg @ Q@ # kubernetes.var.log.containers. random-logger_defoul t_randon-logger -af43/b62abs2fco

74€205519b2e674d11216f f9GL53389c63ddBIBCTcdeZddca. log




