Chapter 1: Understanding Docker and Containers Essentials
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Platform X86 64 ARM ARM64/AARCH64
Docker Desktop Windows v
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Welcome to the Bitnami nginx container
https://github.com/bitnami/bitnami-docker-nginx
https://github.com/bitnami/bitnami-docker-nginx/issues
containers@bitnami.com
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Chapter 2: Working with Docker Data







Chapter 3: Understanding Docker Networking

Random Outbound Port: 49160

Client request URL http://192.168.100.10

Socket Information for Connection Web Server 1
Client Socket: 192.168.100.150:49160 IP Address: 192.168.100.10/24
Server Socket: 192.168.100.10:80

Server replies using client socket of 192 168.100.150:49160

Client Workstation
IP Address: 192.168.100.150/24
Random Outbound Port: 49170

Client request URL http://192.168.100.11

Socket Information for Connection Web Server 2
Client Socket: 192.168.100.150:49170 IP Address: 192_168.]_00.11,{24
Server Socket: 192.168.100.11:80

Server replies using client socket of 192 168.100.150:49170




Docker Networking Drivers

Driver Name

Description

Bridge

This is the most commonly used driver on a standalone
Docker host system. It is the default driver that will be used
if you do not specify another option when you start a
container.

Host

If you wanted your containers to access the host network
directly, you would use the host driver. This removes the
need for your containers to go through a connection
controlled by Docker.

A container using the host network driver will not get an IP
address and does not require exposing ports to allow
incoming traffic.

Overlay

An overlay network is used by Docker to connect multiple
Docker servers together. It provides a communication path
between hosts and containers that is not dependent on the
underlying network infrastructure.

Macvlan

The Macvlan is useful for an application that requires a
direct connection to the network. It allows you to assign a
MAC address to a container, which allows the container to
bypass Docker networking. Even though it is bypassing the
Docker netwaorking stack, the Docker daemon is still used
to route packets to the correct container, based on the
MAC address.

MNone

You may need to disable the network for a container that
needs to be used locally or may contain sensitive
information. If you set the container network to none, it
will not have any network access.
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nginx

& Welcome to nginx! * +

“— C (@ Notsecure | 10.2.1.145:3080

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

ESTABRLISHED

vitnami/nginx:latest




< C () Notsecure | 10.2.1.145:8081

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using naginx.
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Chapter 4: Deploying Kubernetes Using KinD
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Host Linux System — Layer 1

Docker Container on Host — Layer 2




Host linux system — Layer 1

Docker Container on Host — Layer 2

Container Running on Docker — Layer 3
Kind Kubernetes Worker Node

NGINX Exposed on Host ports 80, 443

80 and 443 passed through to container

ETHO

ETHO

Container exposed on 80, 443

ETHO Bridge Docker Adapter
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[rocot@localhost yaml]# kubectl describe csinodes cluster0l
Name : cluster0l-worker

Namespace:

Labels: <none
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Node
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Chapter 5: Kubernetes Bootcamp

Control Plane

kube-controller cloud-contraller
manager manager
E & Worker Node(s)
|
1
kubelet
e —
kube-api-server
————————
kube-proxy

etcd kube-scheduler




bosity Descriptio

--v=8 Generally useful for this to always be visible to a cluster operator.

--v=1 A reasonable default log level if you don't want verbosity.

Useful steady state information about the service and important log messages that may correlate to significant changes in the system. This is the
recommended default log level for most systems.

--v=3 Extended information about changes.
--v=4 Debug level verbosity.

--v=6 Display requested resources.
--v=7 Display HTTP request headers.
--v=8 Display HTTP request contents.

--v=9 Display HTTP request contents without truncation of contents.



NAME

configmaps
endpoints

events

namespaces

nodes
persistentvolumeclaims
persistentvolumes
pods
replicationcontrollers
re SDUFCEE]UCItaS
secrets
serviceaccounts
services

customresourcedefinitions

daemonsets
deployments
replicasets
statefulsets
horizontalpodautoscalers
cronjobs

jobs

events

ingresses

ingresses
networkpolicies
podsecuritypolicies
clusterrolebindings
clusterroles
rolebindings

roles

csidrivers

csinodes
storageclasses

SHORTNAMES APIGROUP

cm
ep

ev
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pvc
pv

po

rc
quota

5a
sVC
crd,crds
ds
deploy
rs

sts

]
batch
ev

ing
ing
netpol
psp

sC

apiextensions.k8s.io
apps

apps

apps

apps

autoscaling

batch

events.kds.io

extensions
networking.k8s.io
networking.k8s.io

policy
rbac.authorization.k8s.io
rbac.authorization.k8s.io
rbac.authorization.k8s.io
rbac.authorization.k8s.io
storage.k8s.io
storage.k8s.io
storage.k8s.io

NAMESPACED
TRUE
TRUE
TRUE
FALSE
FALSE
TRUE
FALSE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
FALSE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
FALSE
FALSE
FALSE
TRUE
TRUE
FALSE
FALSE
FALSE



=
Running
nning
Running

apivVersion: apps/vl
kind: Statefulset

selector:
matchLabels:
app: nginx
serviceName: "nginx"
replicas: 3 Create Three Pods
template:
metadata:

labels:
app: nginx

spec:

terminationGracePeriodSeconds: 10

containers:

— name: ngj_nz ———————————  [N@me that will be
image: k8s.gcr.io/nginx-slim:0.8 used for the pods
ports:

— containerPort: 80
name: web
volumeMounts: Mount PVC at
- name: wWww [usr/share/nginx/html
mountPath: /usr/share/ngi
volumeClaimTemplates:
- metadata:
name: Www
spec:
s: [ "ReadWriteOnce" ]

storageClassName: nfs PVC Creation - Using

resources: the storage class

requests: named nfs
storage: 1Gi







Chapter 6: Services, Load Balancing, and External DNS

10.240.100.151:31574

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and

working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using naginx.

HTTP://worker2:31574

Incoming Request on
NodePort 31574

NGINX
POD

Worker Node 1

Worker Node 2

Worker Node 3

NodePort Service
mapped to port 80

Current Endpoint:
workerl

Kube-Proxy directs request to
workerl

NodePort Service
mapped to port 80
Current Endpoint:

workerl

NodePort Service
mapped to port 80
Current Endpoint:

workerl




User Requests:

2
https://timesheets.clusterl.foowidgets.com M
1 l

VIP: 192.168.200.100

Endpoints:
152.168.100.100:443
152.168.100.101:443
152.168.100.102:443

DNS Entries
*.clusterl.foowidgets.com 192.168.200.100
* cluster2.foowidgets.com 152.168.200.101
* cluster3.foowidgets.com 152.168.200.102 Endpoints:

* clusterd.foowidgets.com 152.168.200.103 192.168.101.100:443
*.cluster5.foowidgets.com 192.168.200.104 DNS Server Load Balancer 152.168.101.101:443
152.168.101.102:443

. VIP: 192.168.200.101

J VIP: 192.168.200.102

Endpoints:
192.168.102.100:443
152.168.102.101:443
152.168.102.102:443

4
NGINX Ingress
Hostport: 443 OEBETEr
Workerl ‘
192.168.100.100
NGINX Ingress - KBs Service
i i Hostport: 443
5 ~
NGINX Ingress ‘Web Server 2
Hostport: 443

Worker3 Worker2
152.168.100.102 192.168.100.101




URL Request

webserver1.192.168.200.20.nip.io o °

—

DNS Server Nip.io

LM
DNS Server Configured to use Root Resolves
Hint server webserver1.192.168.200.20 to IP

192.168.200.20

e Ingress URL match found ° Service endpoints found

Ingress Rules
Ingress Controller Webserver1.192.168.200.20.nip.io

Running on node: 192.168.200.20 Service: webserverl

Service: webserverl
Endpoints: 192.168.5.10

Worker Node Pods:
192.168.5.10
192.168.5.40
1592.16.5.65

| o

Kubernetes Worker

@ webserver1.192.168.200.20.nip.io

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank vou for using naginx.
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curl ngir
htm

:

DMS Manager
File Action View Help

o« I XEc= HE §

1
i

2 DNS IP Address
v i ADZ =110.240.100.102
| Forward Lockup fones
| Reverse Lookup Zones
| Trust Points
w [ | Conditional Forwarders
= kls.com
-, foowidgets.kls
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PS C:\>» nslookup nginx.foowidgets.k8s

Server: AD2_hyper-vplanet.com
Address: 10.2.1.14

Non-authoritative answer:
Name: nginx.ftoowidgets.k8s
Address: 18.2.1.74

@ Mot secure | nginx.foowidgets.k8s:8080

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using naginx.

Mon-authoritative answer:
MName: microbot.foowidgets.k
Address: 18.2.1.65

® Not secure | microbot.foowidgets.k8s/

Container hostname: microbot-3b8359b777-h6tpp



Chapter 7: Integrating Authentication into Your Cluster

User Identity Provider Kubectl API Server

1. Login to IdP L

2. Provide acces_token, id_token ﬂ
|‘ and refresh_token

3. Call kubectl with-- token being the id_token OR add'
tokens to. kubectl/config

4. Authorization: Bearer...
5. Is JWT signature valid?

6. Has the JWT
expired? (iat+ exp)

7. User Authorized?

8. Authorized : perform
| “ action and retum result

9. Return result

Y

Ingress Controller

Active Directory
Federation Services

Dashboard @

OpenUnison

L.J |




@ Tremolo Securiy Scala x o+ - %

€ 5 C & portalappstremoloio/scalefindexhim a BB oEOEO @

H apps B TheMomCommon. B Howtodocustom.. @ OpervAClient-\. ) TremoloSecustylne () Erokenpostnetwor. BN Mowtoensble LOA.. M) Re:RStio SAVLC.  § The Most Comman .

C‘v'g?m-e mboorshiein@gmailcom  Home  RequestAccess  CheckOut  Repors  Logout

User Access Portal

PO

SAML2 Test Lab

H £ Type here to search

Identity Provider

Certificate Serial 1587152514730
Number:
Certificate Subject: C=Earth,ST=0f Being,L=The Cloud,O=Tremolo Security\, Inc.,0U=dev,CN=idp-signing

fr [Erefmei B 2036-04-45

B

SAML2 Metadata URL: L
https://portal.apps.tremolo.io/idp-test/metadata/dfbe4048-cd32-470e-a9b6-809c8f857c40

Regenerate Identity Provider Certificate

Relying Party

Signing Certificate: CN=unison-saml2-rp-sig, OU=Kubermetes, O=MyOrg, L=My Cluster, ST=State of Cluster, C=MyCountry /
2021-08-22

HTTP Post Endpoint: https://k8sou.apps.192-168-2-144 nip.io/auth/SAML2Auth

Sign Assertions:

Sign Responses: )




% Tremolo Security Scale GitHub - Openlni

tal.apps.tremolo.io/idp-test/index jsp?SAMLRequest=nZLNbsIwEI TvPEXke%2 FocQUFkGhRVS5glkh 7 6MOKS3Gh2 KT XQTx% 2 ETWgFh4pDL5Y|z34 7 u%eZBMIBranms08usdrbZBOoArXd  *=*

c_vz’ Mazanrl) mibiamext ~ Home  Logout
Identity Provider
Certificate Serial 1587152514730
Number:
Certificate Subject: C=Earth,ST=0f Being.L=The Cloud,O=Tremolo Security\. Inc.,OU=dev.CN=idp-signing
Certificate Expiration: 2030-04-15

SAML2 Metadata URL:
https://portal.apps.tremolo.io/idp-test/metadata/dfbededd-cd32-470e-a9b6-809c3fa57c40

Regenerale |dentity Provider Certificate

Relying Party

HTTP Post Endpoint:

Sign Assertions: O

Sign Responses: (]

Encrypt Assertions: 1

Meta Data: Location="hitps://kBsou.apps.192-168-2-131 nip.iofauth/SAML2Auth"/> A

<md:AssertionConsumerservice
Binding="urn:oasis.names:tc.SAML 2 0:bindings HTTP-POST"
Location="https.//kBsou.apps.192-168-2-131.nip.io/auth/SAML2Auth"
index="0" isDefault="true">

<md-AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HT TP-Redirect”
Location="https://kBsou.apps.192-1658-2-131 nip.io/auth/SAML2AUTh"
index="1"/>

</md:SPSS0ODescriptor= -

' Tremolo Security Seale

1al.apps.tremolo.io/idp-test/index,jsp?SAMLRequest=nZLNbsIwEITvPEXke%%2FEcQIJFkGhRVS5gIkh7 6MOkS3Gb2 K7 XQTx%2BTWgFh4pDL5YIz347u%2BM)8rahms06ubdriaZBOoArKd: ==

Name: d

mibiamext Remove Value

Add Value

Hame: givenName

Remove Value

Add Value
Name: n | |
Mosley Remove Value
Add Value
Name: | |
Add Value
Name: memberOf

Remove Value

Add Value

= w =
Df E °
=3
&
=
o
[=%
2
=1
7z



7 Tremolo Security Scale X GitHub - OpenUnison/openu

ou.apps.192-168-2-131.nip.io/scale/index.html

G.Z ¥ rREMOLO i
“eJ SECURITY mibiamext Home Logout

Kubernetes Access Portal

Use this portal to create and access namespaces in Kubernetes

kubernetes

Kubernetes Dashboard Kubernetes Tokens

« c @ © @ hiupsy/iadb.enps 192-168-2-131 nipio/Hoveniewinam espace= defau - moa el =

© kubernetes Q  Search + 0

Cluster

Cluster Roles There is nothing to display here
n deploy a containerized app. sther namespace or take the Dashboard Tour &1 to leain

Namespaces
« a @ © & hrpskdsds apps 192-168-2-131 ipio/e/svenienTnsmespzes - defauit - @ g moesd =
O kubernetes Q  Search + 8

Cluster .

Cluster Roles There is nothing to display here

o e deploy & containerized app, select other namespace or take the Dashboard Tour G2 ta leam more
Namespaces
Nodes




8sou.apps.192-168-2-13 1.nip.o/kBstoken/index.html e

‘1 TREMOLO i
c{? SECLRITY mibiamext Home Logout

Kubernetes kubectl command

First install the certificates for Kubernetes and OpenUnison into your system's trust store, then use this kubectl command to set your user in _kubectl/config

@ KUDECUIRIOWE oMo kubectl config set-cluster kubernetes --server=https://0.0.8.8:32776 ; kubectl cc
< >

& S q1bKLFOyUnKKNKhyKgwiwz CB08EgNMs BpCksukKUgPKTUWMEBBKEOBSG LSy UWVBSWpKUGphaWpxSVATfmOQ»
< >

@ EESge Run the kubectl command to set your user-context and server connection

@& (IS St export TMP_CERT=%(mktemp) && echo -e "-----| BEGIN CERTIFICATE----- \AMIICYDCCAbCEAW]
< >

fﬂ OpenUnison Server CA Certificate

Authorization: Bearer id_token

Reverse Proxy

Authorization: Bearer service account
Impersonate-User: mmosley
Impersonate-Group: admin
Impersonate-Group: users

h 4

APl Server




Reverse Proxy

Authorization: Bearer service account
Impersonate-User: mmosley
Impersonate-Group: admin
Impersonate-Group: users

Y

Dashboard

5

Authorization: Bearer service acc
Impersonate-User: mmosley
Impersonate-Group: admin
Impersonate-Group: users




Chapter 8: RBAC Policies and Auditing

Mame:

Mame:

MName:

MName:

Add Attribute

givenName

Matt

Add Value

N

Mosley

Add Value

mail

mmosley@nodomain_ic

Add Value

memberof

En=k8s-create-ns,cn=u

Add Value

Update Test User Data

Finish Login

Remove Attribute

Remove Value

Remove Aftribute

Remove Value

Remove Aftribute

Remove Value

Remove Attribute

Remove Value




Chapter 9: Securing the Kubernetes Dashboard

Kubernetes Dashboard

€ >2>C H

User Interface

kubernetes-dashboard Pod
Middle Tier

3

API Server




-dashboard.apps.192-168-2-129.nip.io/#/login bl w

Kubernetes Dashboard

(®) Token

Every Service Account has a Secret with valid Bearer Token that can be used to log in to Dashboard. To find out more about how to configure and use
Bearer Tokens, please refer to the Authentication section.

(O Kubeconfig

Please select the kubeconfig file that you have created to configure access to the cluster. To find out more about how to configure and use kubeconfig
file, please refer to the Configure Access to Multiple Clusters section.




- &) Kubernetes Dashboard B + - O

<« [ © #i kBs-secret-dashboard.apps.192-168-2-129.nip.io/#/overview?namespace=default Dy IND & @ f Fr—

kubernetes Q Search

n o
Cluster

Cluster Roles There is nothing to displ

You can deploy a containerized app, select other namespace or tak

Namespaces

0
Nodes the namespace "defau
Persistent Volumes 3 minutes ago ago

Storage Classes

Namespace

default b

v

Overview Remove all nofifications
Workloads

Cron Jobs

Daemon Sets

Deployments

Jobs

Pods

Replica Sets

- ) Kubernetes Dashboard x e - O

<« Cc o @ B Kk8s-secret-dashboard.apps.192-168-2-129.nip.io/#/overview?namespace=default o @ In 0O ®« @ f o=

kubernetes Q  Search + A 8

Cluster

Workloads

Cluster Roles
Namespaces Workload Status -
Nodes

Persistent Volumes

Storage Classes

Namespace

default -

Overview X
Deployments Pods Replica Sets

Workloads

Cron Jobs

R Deployments = -

i Deployments Name Namespace Labels Pods Created Images

Jobs
©  not-a-bitcoin-miner default k8s-app: not-a-bitcoin-miner  1/1 aminute ago busybox :
Pods

Replica Sets 1-10f1




Kubernetes Dashboard Open":] Connect
€S> C A Identity Provider

User Interface

Reverse Proxy i

kubernetes-dashboard Pod
Middle Tier

API| Server




File Edit Selection View Go Debug Terminal Help is 8d496-lpm52.yaml - Visual Studio Code - Insiders

pod-openunison-operator-858d496-lpms2yaml X
“ CLUSTERS

~ & kubemetes
~ Namespaces

kubernetes-dashboard

local-path-storage
not-goin

-to-work

~ Workloads
~ Deploym:
~ openunison-operator
v openunison-operator
Running (1/1)
10.240.189.139

CronJobs
Pe
» Network
> Storage
~ Configuration
{é‘t > HELM REPOS
> CLOUDS
* @A In1,Col1 Spaces2 UTF-8 LF YAML @ Q2




Kubernetes Dashboard

€ >CAH

User Interface

OpenlD Connect
| Provider

OpenUnison

o

kubernetes-dashboard Pod
Middle Tier

API Server

©. 0



Chapter 10: Creating PodSecurity Policies

ebapp/

pace NAMESPACE -apiGr




Chapter 11: Extending Security Using Open Policy Agent

Policy
Enforcement
Point

AN 2\

Data
Controller

eleq
SUoISa( Ad1jod

N

<

HTTP Listener

Database Policy Engine
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API| Server
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HTTP Listener

Database

Policy Engine




mlb> kubectl get crd:

=
m
1=

o s s s e s s s e i =

bgpconfiguratio crd.projectcalico.org
crd.projectcalico.org
crd.projectcalico.org
ectcalico

[l ]

F

]

constrainttemplate
configuratio
globalnetworkpolici
globalnetwor s.crd.pr ctcalico.org
endpoints.crd.projectcalico.org
ipamblocks.crd.projectcalico.org
ipamconfig ectcalico.or
ipamhandle ectcalico.org

P

ol ]

-@4T17:14
T17:14

&

[

el e

F

G G S o S

o S L L L N AR by

.crd.projectcalico
ons.openunison.tremolo.io
s .openunison.tr i

oS S

]

[w I s T T O e R

>
»
2
¥
“
>
»
2
¥
“
>
»
2
¥
“
>
»
2
¥
“
>
»
2
¥
“
>
»

=)

1 Completed
1 Running
1 Running
openunison-operato openunison

]

=

TARTS  AGE
48h
16h
2d

[ ]

Warning FailedCr
" denied




totalViolations: 6
violations
enforcementAction:
CronJob
Invalid regist
check-certs
ace: openuni
rcementAction:
ment

on-
openuni
tAction:
ment
nvalid regi \
izon-orchestra

apenuniso
enforcementAction: deny
kind: Pod
il
na check-cert i 144688- pd5+5
ace: openuni
enforcementAction:
kind: Pod
sage: alid registry
check-certs-orch
ace: openuniscn
orcementAction: deny
kind: Pod

EXN Windows PowerShell — O *

y openunis Jbin/bash
as been deprecated in the futur
denied by ict-o i e ¢ admi " ¢ "validatio

1211 bo ith-quota

the future

tmp

n deprecated, has no effect and will be rem d in the future.




Chapter 12: Auditing using Falco and EFK

System call events File Descriptors Fields for Containers Kubernetes Metadata

i i

pe=connect anir:< andpechar=4 of fd.typechar=6) and container and not k8s_containers and k8s_api_server

Name of Event Type File Descriptor Type

evconnect and e\.r< and (f4 or fd.typechar=6) and container and not k8s_containers and k8s_api_server

v

Direction of Event

Eventis a Connection Sets File Descriptor to IP4

e\.rt.typend evt.di@nd (fd.typecharfd.typechaand container and not k8s_containers and k8s_api_server

U v

Event Direction Sets File Descriptor to IP6
<is used for an Exit event

uname —I




chapter12

install-falco.sh

Automated Installation including
module creation and Falco Daemonset on
Ubuntu.

falco

delete-falco.sh

logging

p

J

Deletes Falco from the KinD cluster

Contains scripts and files to install EFK and
Falcosidekick

create-ingress.sh
Falcosidekick (DIR)
fluentd-config.yaml

fluentd-ds.yami

install-logging.sh

falco-config

J

Contains the Falco configuration and rules
files.

falcoyaml
falco_rules.local.yaml
k8s_audit_rules.yaml

kibana-ingress.yaml

install

J

Contains three manifests to deploy the
Falco DaemonSet to a cluster

falco-account.yaml
falco-daemonset-configmap.yaml
falco-service.yaml




Runnir

Add Data to Kibana

Use these solutions to quickly turn your data into pre-built dashboards and monitoring systems.

- -\ A -

APM Logging Metrics SIEM
APM automatically collects in- Ingest logs from popular data Collect metrics from the Centralize security events for
depth performance metrics and sources and easily visualize in operating system and services interactive investigation in
errors from inside your preconfigured dashboards. running on your servers. ready-to-go visualizations.
applications.

Add APM Add log data Add metric data l Add security events

Add sample data Use Elasticsearch data
Load a data set and a Kibana dashboard Connect to your Elasticsearch index



Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices

Step 1 of 2: Define index pattern

Index pattern

falcoft

You can use a * as a wildcard in your index pattern. > Next step
You can't use spaces or the characters\, [, 2," <, =, |.

+ Success! Your index pattern matches 1index.

falco-2020.05.07

Rows per page: 10

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices

Step 2 of 2: Configure settings

You've defined falco* as your index pattern. Now you can specify some settings before we create it.
Time Filter field name Refresh

time N
The Time Filter will use this field to filter your data by time.

You can choose not to have a time field, but you will not be able to
narrow down your data by a time range.

> Show advanced options




¥* falco* [*]

Time Filter field name: time | Default

(=]

This page lists every field in the faleo® index and the field's associated core type as recorded by Elasticsearch. To change a field type, use the
Elasticsearch Mapping APl %

@

B ®

e < 8

Fields (61) Seripted flelds (0} Source filters (0)
QFilter Al field types ~
Name Type Format Searchable Aggregatable Excluded
id siring . . &
_index string . . &
-score number &
_source _source &
_type string . . &
output string . &
output.keyword string . . &
output_fields.container.id string . &
output_fields.container.id keyword string . . &
output_fields.container name string . &
Rows per page: 10~ <123 4s 70
Discaver o 2
Mew Save Open Share Inspect
B~  Search KoL E v - 4hours ago - ~ 2 hours ago
©  +Addfiter
falco® o 4,767 hits
May 7, 2020 @ 16:15:12.681 - May 7, 2020 @ 18:15:12, ~
QU search field names v 7. @ y @
@ Filter by type 0 -
Selectea fieids g =
0
¢ output
%
Availale fleids .
t d 1815 16:30 1845 1700 115 730 145 1800
0 time per minute
0 Time « output
> May 7, 2020 © 18:04:32.898 22:94:12.086418535: Marning sensitive file opened for reading by non-trusted program (user=root pmgrm:evem: generatar _generator file= gpare
LI L nte<lA> ggparents<NA> gggparents<MA> container.idsb139bdbcddd imagesNAs) k8s.ns=falco kiis ploy jhtme container kis.ns=fa
Leo ke pod=falco-event-gener ator-deployment. Thdédbecbb- hims container=b139b42bcadd kes.nsxfalco kos . podefal g ploy becbb- ainer=b139b42bc648

¢ output_fields contsiner id

Way 7. 2020 & 18:04:30,999  22:64:30.999708299: Notice Unexpacted satuid call by non-sudo, non-root program (us
848 1mage=<HA=) k8s.ns=falca kBs.pads
m 39b42bc48 kBs.nsfalco k.

=bin cur_uid=2 parent=event.genarator command=event_generator uideroot container_id=b13oh4zbe
mx contatner: B5.ns=falco ks pod=falco-event-generator-deployment -7hdsdbechb- Jht
Jodedbocbl- {htms containersh139b42boadn

@ oulput fiekds container image. (eposit...

-generator-geplay

@ outpur_fiids.container image.tag

¢ output fekde vt arg.poth > May 7, 2020 € 18:04:29,999 22:84:29,999113048; Error File belon knom binary directory renamed/removed (useraroot comandsevent_generator pl:ndhnelclm» perationsrenane falex<iks resd oldpaths/bin)true ne
WPATh=/BAN/true  event-generator-sh container_id=b139b42bce4e image=<NA») k8s.ns=falco k8s.pod=fal g Jhtax container=b 8s.n3=fal

¢ outpu tieids.evtarg uia <o kes.p , ployment- Jhtmx container=b139b42bees kes.ns=falco kes.p ploy Jhtm

€ output fieids.eviargs > May 7, 2020 © 18:04:29.999  22:04:29.999155393: Error File below knomn binary directory rensmed/removed (user=root comand-event_generator pcndline=<Ni> cperstions: file=a> res=a aldpsth=/bin/true.ev

containersbi30b42beadn kés.ns=fal
tor-deployent-Tbdédbeebb- Jhtmx container=b139b42bcadd

nt-generator-sh newpatha/bin/true container.idsb130b42bco4d images<hA») kbs.ns=falco kés.podsfs g
<o kBs.pod=fal g ~deploy Jhtmx container k8s.ns=falco k8s.pod=fal

# output_fields.evitime

output fieids.vLtype nanaratar =ihin dirartaru-rraatad rantatnar skl

Mau 7 7000 & 1R-A4-7R G0A  I3-A4-70 GGATIGARI: Fremr Mdrartary heloe knewn hinary diractare crasted (isarsraat



Top 10 - Falco Process CMO Line

Pracess Command Lino
N
]
H
i

Top 10 - Faico Rules

Top 10 Rules.
Read sensitive e untrusted
Wodiy binary dirs

Change thread namespace
Create fles beiow dev

DE program spawnsd process

System procs netwark sctivity

Export: Rawd Formatted &

New Visualization

U Filter

Gauge

.

A

"

Line

(0

Region Map

tacpback |2

Controls

)

Goal

F="

1T

[

Markdown

Al

TSVB

<[>

Vega

©

Coordinate
Map

&8

Heat Map

Metric

Tag Cloud

[H1

Vertical Bar

wa  Top Falco Priorities

® Eror
® Notice

Debug (5.98% @ Warning
® Debug
Warning (17,99 ® citical

Motice (3401%)

Top § - Falco Process Names

Q

Top Process Names Caunt
1
mysakt o
huipa 108
event_generstor 28
containerd 2

Export: Rawd Formatted &

Data Table

=

Horizontal Bar

@

Pie

@

Timelion

Select a visualization type

Start creating your visualization by
selecting a type for that visualization.



New Pie / Choose a source

Q) Search... Sort ~ Types 2 ~

() Falco Alerts

2 falco*
falco*
Data  Options [ X
Metrics

~ Slice size

Aggragation Count help
Count b
Custom label
B

» Advanced



Buckets

~ Split slices @ M
Aggragation Terms help
Terms e
Field

priority. keyword v
Order by

Metric: Count o
Order Size

Descending e 9

Group other values in separate bucket
Show missing values

Custom label



@ Error
@ Motice
@ Warning
@ Debuy




Save visualization

Titha

Falco - Priority Count

Description

I

Cancel Save

Dashboard | Editing New Dashboard

N

Save Cancel Add Options Share

@
[~ |search
@
& — + Add filter
3
&0
@ Add an existing or new
& object to this dashboard

Create new -~



Faka - Pricety Count

Add panels

1 Search... Sort ~ Types 2 v
® Falco - Priority Count

1 Falco Alerts

= Top 5 Falco Modified Files

IE Top 5 Falco Rules

G i

® count ® cown

B _

PR

& |

- o

& Edit visualization
< Replace panel
¢ Customize panel
[E Inspect

" Full screen

[<]
LU

o
b



Save dashboard

Title

Falco Dashboard

Description

> Store time with dashboard
This changes the time filter to the curantly selected time
aach time this dashboard is loaded.

Cancel Save




Chapter 13: Backing Up Workloads

velero /

Used: 15.90 GE

Mame




backup

|t e
=
it
=
(=]

i

Name :

|

<
[1M]
]

[iK]

MNamespace:
Labels:
Annotaticons:

5]

/storage—location=default
fsource—cluster-ks—gitversion=v1l.18
/source-cluster—-k8s-major-version=1
fsource—cluster-kBs-minor-version=18

i1]
i1}
I '

M
]
I Ju I '

] i}
00000 W
0000

Completed

Namespaces:

Included:

Excluded
Resources:
Included: i
Excluded: <none
Cluster—-scoped: auto
Label selector: <none>
Storage Location default
Velero-Native Snapshot PVs: auto

TTTL: 720h0m0s

Hooks: <none>

Started:

Completed:

items to be backed up
backed up:

ero—-Native Snapshots: <none included>




Minute Day of month

--schedule="01 * * *-L‘

Day of week
Hour Month




nginx-lab.10.2.1.121.nip.io

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

nginx-lab.10.2.1.121.nip.io

404 Not Found

nginx/1.17.7
nginx-lab.10.2.1.121.nip.ic

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nainx.



CUREENT




Chapter 14: Provisioning a Platform

>Commit to Git > Build Container > Rollout >

>Comm\t to Git >> Build Code >> Build Container >> Scan for Vulnerabilities >> Automated Tests >> Production Approval >> Rollout >
> Commit to Git >> Build Code >> Build Container >> Scan for Vulnerabilities >> Automated Tests >> Production Approval >> Rollout >

Code Container
Scanner Scanner

> Commit to Git >> Build Code >> Build Container >> Scan for Vulnerabilities >> Automated Tests >> Production Approval >> Rollout

Code Container
Scanner Scanner

Commit to Git > G\lOpsConlroIIer> API Server Update >

D https://docker.apps.192-168-2-7 x | +
< O £ https://docker.apps.192-168-2-114.nip.io 5 rEI 3=

X
Connection is secure

Your informaticn (for example, passwords or credit card
numbers) is kept private when it's sent to this site.

E‘Q Certificate {valid)
Cookies (20 in use)

@:3 Site permissions

Tracking prevention

Balanced (recommended) Manage for all sites

D docker.apps.192-168-2-114.nip.io On ~

5% Trackers (0 blocked)



Developer Workflow

Infrastructure Admin

Approve
)
c
3
c Request Approve Approve
Q Mew Application Access erge Reques
m
2
o
o
<
@
o Request
o Access Fork Application
ﬂb.) to Repo
L Application [ 4
()
c
(=]
wn Create Objects
5 in:
- GitLab ]
] Kubernetes
o Tekton
o] ArgoCD 3




Gitlab

application-production namespace

application

bulld
trigger template

trigger binding

webhook

\

operations

— Reelld Only Deploy Key —

application-production namespace

Groups - Maiyjainerd/ Opprations /

Developers

Ilaperations |—

Reatli Only Deploy Key

Read Only Deploy Key——l build git registry & private key :

ArgoCD

| Roles - dev - Read Only / operations Edit

| prod operations git registry & private key |
—| dev operations git registry & private key l—\

Kubernetes r

build

pull secret

pull service account

push secret

git source pipeline resource

webhook secret

webhook service account

event listener

vy WJ

webhook ingress

dev rolebinding - view

ops rolebinding - admin

dev

argocd

dev rolebinding - view

project

ops rolebinding - admin

~— build application
_L_ dev operations -

prod operations

1

prod

dev rolebinding - view

ops rolebinding - admin




