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Preface

Download the exercise files
You can download exercise files for this book from github.com/bill-lcf/Learn-
Computer-Forensics.

Employed academic faculty can also download PowerPoints for each 
chapter and a question bank after validation. Send an email to verify@
learncomputerforensics.com from an .edu email address requesting access. If 
you do not have an .edu email address, please send proof that you are an instructor.

Once the files are downloaded, please make sure that you unzip or extract the folder using 
the latest version of:

•	 WinRAR / 7-Zip for Windows

•	 Zipeg / iZip / UnRarX for Mac

•	 7-Zip / PeaZip for Linux

We also have other code bundles from our rich catalog of books and videos available at 
https://github.com/PacktPublishing/. Check them out!
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Figure 1.1: Unison application
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Figure 1.2: Transmission application
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Figure 1.3: Gophish login
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Figure 1.4: Gophish import emails

Links
•	 Stalking information: https://web.archive.org/web/20201028110630/

https://members.victimsofcrime.org/our-programs/past-
programs/stalking-resource-center/stalking-information

•	 Computer Forensics: Computer Crime Scene Investigation, Charles River Media, 
2002, available at: https://www.amazon.com/Computer-Forensics-
Investigation-CD-ROM-Networking/dp/1584500182
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Figure 2.1: An evidence form
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Figure 2.2: A description of the evidence

Figure 2.3: A hard drive



Images     9

Figure 2.4: The hash text

Figure 2.5: The Jacksum values

Figure 2.6: The change in the text

Figure 2.7: The change in the Jacksum values
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Figure 2.8: A file signature mismatch

Figure 2.9: A file header

Figure 2.10: filesignatures.net
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Figure 2.11: The results for a JPG file signature

Figure 2.12: Image mounting
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Figure 2.13: Mount the image

Figure 2.14: A mounted image

Links
•	 Tableau TK8u USB 3.0 forensic bridge: https://security.opentext.com/

tableau/hardware/details/t8u

•	 CFTT: https://www.nist.gov/itl/ssd/software-quality-group/
computer-forensics-tool-testing-program-cftt

•	 Some open-source forensic tools include the following:

	� Autopsy: https://www.autopsy.com.
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	� SIFT Workstation: https://digital-forensics.sans.org/
community/downloads.

	� PALADIN Forensic Suite: https://sumuri.com/software/paladin/.

	� CAINE: https://www.caine-live.net/.

•	 Here are some commercial forensic tools available for Windows-based users:

	� X-Ways Forensics: https://www.x-ways.net/

	� EnCase: https://www.guidancesoftware.com/encase-forensic

	� Forensic Toolkit (FTK): https://accessdata.com/products-
services/forensic-toolkit-ftk

	� Forensic Explorer (FEX): http://www.forensicexplorer.com/

	� Belkasoft Evidence Center: https://belkasoft.com/ec

	� Axiom: https://www.magnetforensics.com/products/magnet-
axiom/

•	 Here are some Macintosh-based tools:

	� Cellebrite Inspector: https://cellebrite.com/en/inspector/

	� RECON LAB: https://sumuri.com/software/recon-lab/

	� RECON ITR: https://sumuri.com/software/recon-itr/

•	 A Linux-based tool is SMART http://www.asrdata.com/forensic-
software/smart-for-linux/)

•	 This is a list of some of the certifications available:

	� Certified Forensic Computer Examiner (CFCE) (Tool-Agnostic): https://
www.iacis.com/

	� EnCase Certified Examiner (EnCE) (tool-specific): https://www.Opentext.
com/products-and-solutions/services/training-and-
learning-services/encase-training/certifications

	� ACE (tool-specific): https://training.accessdata.com/exams

	� Computer Hacking Forensic Investigator (CHFI) (tool-agnostic): https://
www.eccouncil.org/programs/computer-hacking-forensic-
investigator-chfi/

	� Global Information Assurance Certification (GIAC) (tool-agnostic): https://
www.giac.org/certifications
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	� Certified Forensic Mac Examiner (CFME) (tool-agnostic): https://sumuri.
com/mac-training/

•	 NIST chain of custody: https://www.nist.gov/document/sample-
chain-custody-formdocx 

•	 Free Jacksum utility: https://jacksum.loefflmann.net/en/index.
html

•	 FTK Imager: https://accessdata.com/product-download/
ftk-imager-version-4.2.0

•	 Warren Kruse and Jay Heiser, Computer Forensics: Incident Response Essentials 
(Addison Wesley, 2001).  You can purchase the book from https://
www.amazon.com/Computer-Forensics-Incident-Response-
Essentials/dp/0201707195
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Figure 3.1: URI from thumbnail

Figure 3.2: URI image: bobby

Figure 3.3: DCFL control image hash values
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Figure 3.4: DCFL control image – file types

Figure 3.5: DCFL control image – X-Ways logical files
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Figure 3.6: DCFL control image – metadata of jpg

Figure 3.7: DCFL control image – X-Ways metadata of JPG
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Figure 3.8: PALADIN toolbox

Figure 3.9: PALADIN toolbox – Results of wiping
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Figure 3.10: X-Ways – Properties menu

Figure 3.11: X-Ways – Hashing configuration
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Figure 3.12: X-Ways – Selecting Checksum (64 bit)

Figure 3.13: X-Ways – Checksum result
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Figure 3.14: Tableau Writeblocker

Figure 3.15: PALADIN toolbox – Disk Manager
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Figure 3.16: PALADIN toolbox – Disk Manager Mode status

Figure 3.17: DD image example

Figure 3.18: Expert Witness Format file layout
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Figure 3.19: FTK Imager – Creating a hash value

Figure 3.20: FTK Imager – Drive/Image Verify Results
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Figure 3.21: FTK Imager – Create Disk Image menu
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Figure 3.22: FTK Imager – Select Source menu

Figure 3.23: FTK Imager – Select Drive menu
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Figure 3.24: FTK Imager – Create Image menu

Figure 3.25: FTK Imager – Select Image Type menu
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Figure 3.26: FTK Imager – Evidence Item Information window

Figure 3.27: FTK Imager – Select Image Destination window
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Figure 3.28: FTK Imager – Create Image window

Figure 3.29: FTK Imager – Completed Creating Image window
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Figure 3.30: FTK Imager – Final verification window

Figure 3.31: PALADIN – Desktop
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Figure 3.31: PALADIN – Desktop

Figure 3.32: PALADIN toolbox
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Figure 3.33: PALADIN – Hash results

Figure 3.34: PALADIN – Toolbox imaging screen
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Figure 3.35: PALADIN – Toolbox Select Source Device drop-down menu

Figure 3.36: PALADIN – Toolbox Image Format drop-down menu

Figure 3.37: PALADIN – Toolbox Destination drop-down menu
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Figure 3.38: PALADIN – Toolbox imager

Figure 3.39: PALADIN – Completed imaging screen

Links
Zatyko, K., 2011. Commentary: Defining Digital Forensics. Retrieved from http://
www.forensicmag.com/
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Images

Figure 4.1: Boot process
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Figure 4.2: Rufus
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Figure 4.3: Hard drive

Figure 4.4: Drive diagram
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Figure 4.5: MBR map

Figure 4.6: Partition tables

Figure 4.7: Partition map

Figure 4.8: Extended partition map
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Figure 4.9: GPT hex

Figure 4.10: EFI PART
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Figure 4.11: GPT header format
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Figure 4.12: GPT sector 2
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Figure 4.13: GUID

Figure 4.14: How HPA may appear in X-Ways

Figure 4.15: How HPA may appear in FTK Imager

Figure 4.16: FAT areas
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Figure 4.17: VBR

Figure 4.18: Cluster example

Figure 4.19: Non-fragmented file entry
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Figure 4.20:Fragmented file entry

Figure 4.21: FAT directory entry
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Figure 4.22: FAT directory map

Figure 4.23: Packed byte
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Figure 4.24: LFN

Figure 4.25: Deleted entry

Figure 4.26: Boot record

Figure 4.27: Deleted FAT
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Figure 4.28: NTFS table

Figure 4.29: NTFS MBR
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Figure 4.30: NTFS VBR
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Figure 4.31: $Boot record
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Figure 4.32: NTFS file record
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Figure 4.33: NTFS file record map
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Figure 4.34: File attributes table

Figure 4.35: $Standard_Information Attribute
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Figure 4.36: File attribute map
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Figure 4.37: $File_Name Attribute

Figure 4.38: Filename attribute map
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Figure 4.39: $Data Attribute

Figure 4.40: Data attribute map

Figure 4.41: Resident data file
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Figure 4.42: Resident data example

Figure 4.43: Non-resident data

Figure 4.44: Non-resident data example
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Figure 4.45: Run list

Figure 4.46: Run list map

Links
•	 You can find a full list of partition identifiers at https://www.win.tue.

nl/~aeb/partitions/partition_types-1.html

•	 Carrier, B. File System Forensic Analysis. Addison-Wesley, Reading, PA., Mar. 
2005 (available at https://www.kobo.com/us/en/ebook/file-system-
forensic-analysis-1)
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Figure 5.1: X-Ways

Figure 5.2: Filter results

Figure 5.3: Jean’s email
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Figure 5.4: Jean’s email header
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Figure 5.5: image_export

Figure 5.6: CLI map

Figure 5.7: log2timeline
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Figure 5.8: Results of the info modifier

Figure 5.9: Output
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Figure 5.10: Filter

Figure 5.11: pinfo

Figure 5.12: psort
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Figure 5.13: List of analysis plugins

Figure 5.14: psteal



Tables     63

Figure 5.15: Deleted entry

Figure 5.16: Boot record

Figure 5.17: Deleted FAT

Tables

Table 5.1 – Sources of information for the event list feature
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Name Description
dynamic Output events to a delimiter (comma by default) separated value out-

put format, that supports a dynamic selection of fields.
elastic Output events to an ElasticSearch database.

Requires elasticsearch-py.
elastic_ts Output events to an ElasticSearch database for use with Timesketch. 

Requires elasticsearch-py.

Solely intended to be used by the Timesketch backend.
json Output events to JSON format.
json_line Output events to JSON line format.
kml Output events with geography data into a KML format.
l2tcsv Output events to log2timeline.pl legacy CSV format, with 17 fixed 

fields.
l2ttln Output events to log2timeline.pl extended TLN format, with 7 fixed 

fields.
null Do not output events.
rawpy Output events in “raw” (or native) Python format.
tln Output events to TLN format, with 5 fixed fields.
xlsx Output events to an Excel spreadsheet (XLSX).

Table 5.2 – List of available output formats

Path
MD5 hash value of m57plan.xls: e23a4eb7f2562f53e88c9dca8b26a153

Further down the screen, you will see detailed explanations for the modifiers. Note that 
I will only cover the most used options; there is additional documentation that we will 
not discuss here.

	� --names NAMES. The filter on filenames. This option accepts a comma-separated 
string denoting all filenames, for example, x enn-tee-user.dat,UsrClass.dat.

	� -w PATH, --write PATH. The directory in which extracted files should be stored.

	� --data PATH. The path to a directory containing the data files.

	� -x EXTENSIONS, --extensions EXTENSIONS. The filter on filename extensions. 
This option accepts multiple comma-separated values, for example, csv, docx, and 
pst.
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•	 The info modifier: c.\tools\plaso>log-2-timeline.exe --info 

•	 Output file of log-2-timeline: log2timeline C:\tools\plaso\export\
files\jean.plaso C:\tools\plaso\image\jean.001

•	 Plaso installation folder: log2timeline -f filter_windows.txt C:\
tools\plaso\export\files\jeanfilter.plaso C:\tools\plaso\
image\jean.001

•	 To search for an IP address, you can use the following regular expression: 
\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}. The \d specifies that the 
following will match on a digit (number). The curly brackets, {1,3}, indicate the 
number can be from one to three digits. \. specifies a search for the . character. 
The \d{1,3} pattern then repeats an additional three times until it has the value 
for an IPv4 address.

•	 To search for a US phone number, you can use the following expression: ((\
(\d{3}\) ?)|(\d{3}-))?\d{3}-\d{4}. The \( will match the open 
bracket. \d{3} will match on a three-digit number. \) will match on the closed 
bracket. This pattern will give you the area code, (###), in this format. The 
remaining regular expression will give you the first three digits, \d{3}, the dash, -, 
and the final four digits, \d{4}, of the US phone number. If the phone number is 
not formatted as (###) ###-#### or ###-###-####, you will not get a hit.

Commands and outputs

Command 5.1
image underscore export --names ‘m57plan.xls’

C.\tools\plaso\image\jean.001 -w C.\tools\plaso\export\files 

Command 5.2
log-2-timeline OUTPUT INPUT

Command 5.3 
psort -q --slice ‘2008-07-20 01:26:17’ 

:/tools/plaso/export/files/jean.plaso -w 

:/tools/plaso/export/files/jeansliceoutput.csv

The command will create a .csv file, which contains events 5 minutes before and 5 
minutes after the timestamp placed in the CLI.
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Command 5.4
psteal --source C:/tools/plaso/image/jean.001 -o l2tcsv -w 

:/tools/plaso/export/files/jean.csv

Here’s the command. It creates a .csv file that is almost 1 GB in size. However, if I 
change the output to .xlsx, it reduces the size to 35 MB. So, keep in mind that you are 
processing and analyzing your datasets.

output 5.1: Output of the ping command
---------------------------------------------------------------

*********************** Plaso Storage Information 
***********************

Filename: jeanfilter.plaso 

Format version: 20190309 

Serialization format: JSON 

---------------------------------------------------------------

*********************************** Sessions 
*****************************

276a7520-999e-428b-a6b4-11fcf9cf987d : 
2019-07-19T22:19:36.092703Z 

---------------------------------------------------------------

Output 5.2 System information
---------------------------------------------------------------
-----------

******* System configuration: 276a7520-999e-428b-a6b4-
11fcf9cf987d *******

Hostname: N/A 

Operating system: Windows NT 

Operating system product: Microsoft Windows XP 

Operating system version: 5.1 

Code page : cp1252 

Keyboard layout: N/A 

Time zone: GMT 

---------------------------------------------------------------
-----------
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Output 5.3
************************** Analysis report: 0 

*************************

String: Report generated from tagging 

Generated on:2019-07-20T20:04:46.000000Z 

Report text: Tagging plugin produced 9754 tags

---------------------------------------------------------------

Links
•	 Belkasoft Evidence Center: belkasoft.com/ec

•	 Autopsy: www.sleuthkit.org/autopsy

•	 Recon Lab: sumuri.com/software/recon-lab

•	 Paladin: sumuri.com/software/paladin
Plaso: https://github.com/log-2-timeline/plaso

•	 If you want to download some premade filters, you can do so at https://
github.com/mark-hallman/plaso_filters.	

•	 Plaso Documentation: https://buildmedia.readthedocs.org/media/
pdf/plaso/latest/plaso.pdf

•	 Windows forensic analysis toolkit: Advanced analysis techniques for Windows 
8; Waltham, MA: Syngress: https://www.abebooks.com/servlet/
SearchResults?sts=t&cm_sp=SearchF-_-home-_-Results&an=&tn=
Windows+forensic+analysis+toolkit&kn=&isbn=

Output
Output 5.1
---------------------------------------------------------------

*********************** Plaso Storage Information 
***********************

Filename. jeanfilter.plaso 

Format version. 20190309 

Serialization format. Jason 

---------------------------------------------------------------
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*********************************** Sessions 
*****************************

276a7520-999e-428b-a6b4-11fcf9cf987d . 
2019-07-19T22.19.36.092703Z 

---------------------------------------------------------------

Output 5.2
---------------------------------------------------------------
-----------

******* System configuration. 276a7520-999e-428b-a6b4-
11fcf9cf987d *******

Hostname. N/A 

Operating system. Windows NT 

Operating system product. Microsoft Windows XP 

Operating system version. 5.1 

Code page . cp1252 

Keyboard layout. N/A 

Time zone. G.M.T 

---------------------------------------------------------------
-----------

Output 5.3
************************** Analysis report. 0 
**************************

String. Report generated from tagging 

Generated on.2019-07-20T20.04.46.000000Z 

Report text. Tagging plugin produced 9754 tags

---------------------------------------------------------------

Exercise
Data set
Chapter 5 Emails.xlsx

Chapter 5 Carving.dee-dee



Exercise     69

Software needed
Timeline Explorer - https://ericzimmerman.github.io/#!index.md

Microsoft .NET 6 or newer is required. You will get errors without at least .NET 6. When 
in doubt, install it! Make sure you get the Desktop runtime if you plan on running any of 
the gooey programs.
Autopsy - https.//www.autopsy.com/

Email exercise
An individual outside of m57.biz purchased a laptop from Craigslist. The laptop the 
individual purchased contained child pornography and they decided to inform the police 
about it.

Investigators were able to trace the laptop back to m57.biz. When the police contacted the 
CEO of m57.biz, the CEO reported that the laptop, as well as other items, had been stolen 
from the m57 inventory.

The m57 CEO gave consent for the police investigators to search m57.biz and image all of 
the m57.biz computers, company phones, as well as U.S.B drives.

Analyze the emails found in the Chapter 5 emails.xlsx spreadsheet and identify potential 
suspects and a timeline of their activity.

Data carving exercise
•	 Load Autopsy and start a new case.

•	 Select Disk Image or VM file for the data source.

•	 Navigate to the folder where you stored the image Chapter 5 Carving.dee-dee. Select 
only the following Ingest Modules.

•	 PhotoRec Carver Embedded File Extractor

•	 From the drop-down menu, select All files, Directory, and Unallocated Space.

Analyze the results.
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Chapter 6

Images

Figure 6.1: Registry Editor showing the USBSTOR registry key
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Figure 6.2: Registry Explorer showing the USERS key and subkeys

Figure 6.3: Registry subkey X3E9
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Figure 6.4: RegRipper output for the jcloudy account

Figure 6.5: Breakdown of the SID
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Figure 6.6: Event Viewer displaying event information
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Figure 6.7: Event Viewer showing the logon type
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Figure 6.8: Microsoft logon types

Figure 6.9: Thumbcache Viewer output

Figure 6.10: Filtered database results
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Figure 6.11: Filename display in the database

Figure 6.12: Thumbnail name in the database

Figure 6.14: File Explorer showing the WebCacheV01.dat file
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Figure 6.15: X-Ways display of the contents of the WebCache

Figure 6.16: Content of NTUSER.DAT key - OpenSavePidlMRU
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Figure 6.17: Recent Docs entries

Figure 6.18: Content of NTUSER.DAT key - Software\Microsoft\Windows\CurrentVersion\Explorer\
RecentDocs for CSV files

Figure 6.19: Content of NTUSER.DAT key - Software\Microsoft\Windows\CurrentVersion\Explorer\
RecentDocs\.docx

Figure 6.20: Content of NTUSER.DAT key - Software\Microsoft\Windows\CurrentVersion\Explorer\
RecentDocs\.html
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Figure 6.21: Content of NTUSER.DAT key - Software\Microsoft\Windows\CurrentVersion\Explorer\
RecentDocs\Folders

Figure 6.22: Deleted directory

Figure 6.23: Link File contents
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Figure 6.24: JumpList display

Figure 6.25: Shellbag Explorer: a graphical representation of shellbags
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Figure 6.26: RegRipper output Google Drive

Figure 6.27: Prefetch files displayed by WinPrefetchView

Figure 6.28: RegRipper output - SYSTEM\CurrentControlSet\Control\TimeZoneInformation
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Figure 6.29: XML Output of WLAN Profile

Figure 6.30: RegRipper output - SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList

Figure 6.31: Event log for WIFI access
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Figure 6.32: Contents of NTUSER.DAT\Software\Microsoft\Windows\Currentversion\Explorer\
UserAssist

Figure 6.33: Shimcache output

Figure 6.34: Content of Registry key - SYSTEM\CurrentControlSet\Enum\USB
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Figure 6.35: Content of Registry key - SYSTEM\CurrentControlSet\Enum\USBSTOR

Figure 6.36: Content of Registry key - SYSTEM\MountedDevices
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Figure 6.37: Content of Registry key - Software\Microsoft\Windows\CurrentVersion\Explorer\
MountPoints2

Links
•	 A full list of Microsoft Windows Event IDs can be found at: https://www.

ultimatewindowssecurity.com/securitylog/encyclopedia/

•	 RegRipper available for download from: https://github.com/keydet89/
RegRipper3.0

•	 Eric Zimmerman’s work is available for download from: https://
ericzimmerman.github.io/#!index.md

•	 SANS catalog descriptions of the artifacts: https://digital-forensics.
sans.org/community/posters

•	 Thumbcache Viewer: https://thumbcacheviewer.github.io/

•	 ESEDatabaseView: https://www.nirsoft.net/utils/ese_database_
view.html

•	 JumpLists ID list: https://community.malforensics.com/t/list-of-
jump-list-ids/158

•	 WinPrefetchViewtool: https://www.nirsoft.net/utils/win_
prefetch_view.html

•	 Altheide, C., Carvey, H. A., and Davidson, R. (2011). Digital Forensics with Open 
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Source Tools. Amsterdam: Elsevier/Syngress: https://www.amazon.com/
Digital-Forensics-Open-Source-Tools/dp/1597495867)

•	 Carvey, H. A. (2005). Windows forensics and incident recovery. Boston: Addison-
Wesley: https://www.amazon.com/Windows-Forensics-Incident-
Recovery-Harlan/dp/0321200985)

•	 Bunting, S. (2012). EnCase Computer Forensics: The Official EnCE: EnCase 
Certified Examiner; Study Guide. Indianapolis, IN: Wiley: https://www.
amazon.com/EnCase-Computer-Forensics-Official-EnCE/
dp/0470901063

Static URLs
This section contains static URLs such as path URLs and keys.

•	 Folders within Roaming folder:

	� \Users\$USER$\AppData\Roaming\Microsoft\Windows\Cookies

	� \Users\$USER$\AppData\Roaming\Microsoft\Windows\Network 
Shortcuts

	� \Users\$USER$\AppData\Roaming\Microsoft\Windows\Printer 
Shortcuts

	� \Users\$USER$\AppData\Roaming\Microsoft\Windows\Recent

	� \Users\$USER$\AppData\Roaming\Microsoft\Windows\SendTo

	� \Users\$USER$\AppData\Roaming\Microsoft\Windows\Start 
Menu

	� \Users\$USER$\AppData\Roaming\Microsoft\Windows\Templates

•	 Folders within Local folder:

	� \Users\$USER$\AppData\Local

	� \Users\$USER$\AppData\Local\Microsoft\Windows\History

	� \Users\$USER$\AppData\Local\Microsoft\Windows\Temporary 
Internet Files

•	 The following path will contain information about the user accounts on the system: 
C.\windows\system32\config\Sam\Domains\Account\Users

•	 In Windows Vista through Windows 10, we can find the event logs at the following 
path: C.\Windows\System32\winevt\logs
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•	 The thumbcache can be found in the user’s profile at the following path: AppData\
Local\Microsoft\Windows\Explorer

•	 Windows Search Indexing database can be found at the following path: C.\
ProgramData\Microsoft\Search\Data\Applications\Windows\
Windows.edb

•	 JumpLists can be found at the following paths:

%UserProfile%\AppData\Roaming\Microsoft\Windows\Recent\
Automaticdesti nations

%UserProfile%\AppData\Roaming\Microsoft\Windows\Recent\
CustomDestinations

•	 The following is the information contained in the file. You can see that the user was 
using Chrome to view PDF files and offline HTML files. It also contains the date/
time the user opened the files.

	� 7 04/06/2018 03.56.32 +0 C.\Users\jcloudy\Desktop\
LeftUsesBoycotts.pdf

	� 6 04/06/2018 03.55.00 +0 C.\Users\jcloudy\Desktop\AMEN.
pdf

	� 5 04/05/2018 05.51.41 +0 C.\Users\jcloudy\Desktop\
UKknifeBan.pdf

	� 4 04/05/2018 05.48.40 +0 C.\Users\jcloudy\Desktop\
SelfDefenseisMurder.pdf

	� 3 03/30/2018 04.32.25 +0 C.\Users\jcloudy\Desktop\Cubs’ 
Anthony Rizzo Praises Parkland Kids, Says ‘It’s too Easy 
to Get a Gun’.html

	� 2 03/30/2018 04.29.48 +0 C.\Users\jcloudy\Desktop\
Larry King_ Time to Repeal the ‘Poorly Written’ Second 
Amendment.html

	� 1 03/27/2018 09.51.18 +0 C.\Users\jcloudy\OneDrive\
Getting 

	� started with OneDrive.pdf desktop-pm6c56d

•	 Another key to view most recently used files: NT-user.dat\Software\
Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

•	  This is an example of the file extension subkeys I described earlier, and it 
shows the recently used C.S.V files: Software\Microsoft\Windows\
CurrentVersion\Explorer\RecentDocs\.csv
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•	 This is an example of the file extension subkeys I described earlier, and it 
shows the recently used DOCX files: Software\Microsoft\Windows\
CurrentVersion\Explorer\RecentDocs\.docx

•	 This is an example of the file extension subkeys I described earlier, and it 
shows the recently used HTML files: Software\Microsoft\Windows\
CurrentVersion\Explorer\RecentDocs\.html 

•	 There is also an additional subkey, \Folder, that lists when the user opened 
folders on the system, which is shown as follows: Software\Microsoft\
Windows\CurrentVersion\Explorer\RecentDocs\Folder 

Exercise
Data set
Chapter 6 Owl Exercise.e01

Software needed
Autopsy - https.//www.autopsy.com/

Scenario
In a jurisdiction where owls are illegal to trade and buy, two users are discussing the ille-
gal trade of owls. A computer is taken into evidence belonging to a user who is attempt-
ing to purchase owls illegally. It has been requested that you conduct an analysis of the 
digital evidence. A forensic image has been obtained and is ready for you. You may use 
Autopsy or any other tool.

Some artifacts you may want to look for include.

•	 Web searches

•	 Shopping searches

•	 Chat clients

•	 Email

•	 Documents

•	 Social networks

•	 Oh-ess artifacts

•	 ell-enn-kay files
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•	 Recycle Bin

•	 Shellbag
Potential keywords.

•	 Owl

•	 Owlet

•	 Feathers

•	 Eggs

•	 Crossbreeding

•	 Nocturnal

•	 Nest

•	 Hoot

•	 Conservation

•	 Wingspan
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Chapter 7

Images

Figure 7.1: DRAM image

Figure 7.2: Search bar

Figure 7.3: Run as administrator
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Figure 7.4: DumpIt screen

Figure 7.5: DumpIt successful

Figure 7.6: FTK Imager menu
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Figure 7.7: FTK Imager memory capture

Figure 7.8: FTK Image successful
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Figure 7.9: Bulk Extractor output options
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Figure 7.10: Bulk Extractor menu – the run bulk extractor option
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Figure 7.11: Bulk Extractor menu options to run
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Figure 7.11: Bulk Extractor menu options to run
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Figure 7.12: Bulk Extraction window

Figure 7.13: Bulk Extractor Viewer – extracted content
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Figure 7.14: Volix settings

Figure 7.15: Volix RAM location



Images     99

Figure 7.16: VOLIX wizard
\

Figure 7.17: Volix scan results
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Links
•	 Converting dump files: https://www.comae.com

•	 DumpIt: https://github.com/thimbleweed/All-In-USB/tree/
master/utilities/DumpIt

•	 Bulk Extractor: http://digitalcorpora.org/downloads/bulk_
extractor

•	 Volatility: https://www.volatilityfoundation.org

•	 VOLIX II v2: https://www.fh-aachen.de/en/people/schuba/
forschung/it-forensik/projekte/volix-en 

•	 Ligh, M. H., Case, A., Levy, J., & Walters, A. (2014). The Art of Memory Forensics: 
Detecting Malware and Threats in Windows, Linu. John Wiley & Sons: https://
www.amazon.com/Art-Memory-Forensics-Detecting-Malware/
dp/1118825098

Static URLs
This section contains static URLs such as path URLs and keys.

•	 Crash dump enable: SYSTEM\CurrentControlSet\Control\
CrashControl\CrashDumpEnable
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Images

Figure 8.1: Diagram of an email sent by SMTP

Figure 8.2. SMTP-POP map

Figure 8.3: IMAP map
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Figure 8.4: Windows Live Mail folder

Figure 8.5: Thunderbird folder structure

Figure 8.6: Thunderbird inbox
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Figure 8.7. Email, History

Figure 8.8. Chrome cache displayed

Figure 8.9: Firefox folder structure
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Figure 8.10: Firefox Cache

Emails and messages
Content of the email:

Jean,

One of the potential investors that I’ve been dealing with has 
asked me to get a background check of our current employees. 
Apparently they recently had some problems at some other 
company they funded.

Could you please put together for me a spreadsheet specifying 
each of our employees, their current salary, and their S.S.N? 
Please do not mention this to anybody.

Thanks.

(P.S. because of the sensitive nature of this, please do not 
include the text of this email in your message to me. Thanks.)

The following is the email header for the email Jean received from Alison:
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-----HEADERS-----

Return-Path: simsong@xy.dreamhostps.com

X-Original-To: jean@m57.biz

Delivered-To: x2789967@spunkymail-mx8.g.dreamhost.com

Received: from smarty.dreamhost.com (sd-green-bigip-81.
dreamhost.com [208.97.132.81]) by spunkymail-mx8.g.dreamhost.
com (Postfix) with ESMTP id E32634D80F for <jean@m57.biz>; Sat, 
19 Jul 2008 16:39:57 -0700 (PDT)

Received: from xy.dreamhostps.com (apache2-xy.xy.dreamhostps.
com [208.97.188.9]) by smarty.dreamhost.com (Postfix) with 
ESMTP id 6E408EE23D for <jean@m57.biz>; Sat, 19 Jul 2008 
16:39:57 -0700 (PDT)

Received: by xy.dreamhostps.com (Postfix, from userid 558838) 
id 64C683B1DAE; Sat, 19 Jul 2008 16:39:57 -0700 (PDT)

To: jean@m57.biz From: alison@m57.biz 

subject: background checks 

Message-Id: 20080719233957.64C683B1DAE@xy.dreamhostps.com

Date: Sat, 19 Jul 2008 16:39:57 -0700 (PDT)

 The Message field

Message-Id: <20080719233957.64C683B1DAE@xy.dreamhostps.com>

The first server the email touched:

Received: by xy.dreamhostps.com (Postfix, from userid 558838) 
id 64C683B1DAE; Sat, 19 Jul 2008 16:39:57 -0700 (PDT)

The receieved lines from subsequent servers:

Received: from smarty.dreamhost.com (sd-green-bigip-81.
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dreamhost.com [208.97.132.81])

by spunkymail-mx8.g.dreamhost.com (Postfix) with ESMTP id 
E32634D80F for <jean@m57.biz>; 

Sat, 19 Jul 2008 16:39:57 -0700 (PDT)

Received: from xy.dreamhostps.com (apache2-xy.xy.dreamhostps.
com [208.97.188.9]) 

by smarty.dreamhost.com (Postfix) with ESMTP id 6E408EE23D for 
<jean@m57.biz>; 

Sat, 19 Jul 2008 16:39:57 -0700 (PDT)

The return path field:

Return-Path: <simsong@xy.dreamhostps.com>

Optional fields:

X-Priority: 3 

X-Mailer: PHPMailer 5.2.9 (https://github.com/PHPMailer/
PHPMailer/)

Message-Id: ff176aaf06e2f6958ada6e2d3c43b095@x3.netcomlearning.
com

X-Report-Abuse: Please forward a copy of this message, 
including all headers, to abuse@mandrill.com 

X-Report-Abuse: You can also report abuse 
here: http://mandrillapp.com/contact/
abuse?id=30514476.1925a088d66f450cb25a4034f3ec6942 X-Mandrill-
User: md_30514476

MIME version email attachment:

MIME-Version. 1.0 
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Content-Type. text/html; charset=us-ascii 

Content-Transfer-Encoding. 7bit

Artifacts
{“endpoint_info_list”.[{“endpoint”.”smtp.badguy27@yahoo.com”,

“c_eye-dee”.”d24c.2d00”,

“c_name”.”Joe Badguy Smith”},

{“endpoint”.”smtp.bad-guy-needs-love@gmail.com”,

“c_eye-dee”.”e80f.5b71”,”c_name”.”John Badguy Smith”},

{“endpoint”.”smtp.yahoo@mail.comms.yahoo.net”,

“c_eye-dee”.”624f.10f0”,”c_name”.”Yahoo! Inc.”}]}

Links
Jones, R. (2006). Internet forensics: Beijing: Oreilly: http://shop.oreilly.com/
product/9780596100063.do

Exercise
Data set
Jean outlook.pst

Software needed
Autopsy - https.//www.autopsy.com/

Scenario
A company, XYZ L.L.C, finds that a spreadsheet containing confidential information was 
Posted as an attachment in the “technical support” forum of a competitor’s website.

The spreadsheet came from the CFO of XYZ L.L.C, Jean’s computer.

Interviews
You are tasked with investigating the leak of confidential information. To that end, you 
conduct interviews with the President and Chief Financial Officer of XYZ L.L.C, Alison and 
Jean respectively. Here are excerpts from their interviews.
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Alison (President).

•	 I don’t know what Jean is talking about.

•	 I never asked Jean for the spreadsheet.

•	 I never received the spreadsheet by email.
Jean (CFO).

•	 Alison asked me to prepare the spreadsheet as part of a new funding round.

•	 Alison asked me to send the spreadsheet to her by email.

•	 That’s all I know.

Email accounts
Alison (President).

alison@m57.biz

Jean (CFO).

jean@m57.biz

Question to answer
Examining Jean’s email, How did the documents get on the competitor’s website? Use 
Autopsy (or your tool of choice) to analyze the emails contained in the .pst file.
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Images

Figure 9.1: JSON BBC bookmark
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Figure 9.2: JSON root folder

Figure 9.3: JSON children
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Figure 9.4: JSON bookmarks

Figure 9.5: DCode tool used for translating the Google Chrome Value
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Figure 9.6: User’s Chrome History

Figure 9.7: User’s Search History

Figure 9.8: User’s Internet History
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Figure 9.9: Cookies

Figure 9.10: Cookie View

Figure 9.11: Cache view

Figure 9.12: IE bookmarks

Figure 9.13
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Figure 9.14: ESE database showing the Containers table

Figure 9.15: The Daily history folder naming convention

Figure 9.16: Weekly history naming convention. This data spans the time period from August 26, 2019, 
to September 2, 2019.

Figure 9.17: Contents of table 12
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Figure 9.18: DCode tool used to convert the Windows Time value

Figure 9.19: TypedURLsTime registry entry

Figure 9.20: The output of cache view



116     Chapter 9

Figure 9.21: Content of the Containers table

Figure 9.22: Content of the Cookies table

Figure 9.23: Example of contents of cookie file
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Figure 9.24. Firefox history is shown in MZHistoryView

Figure 9.25: Typed URL is shown in record 3

Figure 9.26: Password shown in PasswordFox
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Figure 9.27: Password properties in Password Fox

Figure 9.28: Favorites are shown in FavoritesView

Figure 9.29: Facebook URL
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Figure 9.30: Bulk Extractor output for Facebook

Figure 9.31: Bulk Extractor output for Twitter
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Figure 9.32: Twitter ID

Figure 9.33: eMule User ID

Figure 9.34: eMule Search Terms
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Figure 9.35: MetViewer

Figure 9.36: Shareaza path

Figure 9.37: Shareaza Search

Links
•	 Dcode: https://www.digital-detective.net/dcode/

•	 Chrome Pass: https://www.nirsoft.net/utils/chromepass.html

•	 Internet Explorer Cache Viewer: https://www.nirsoft.net/utils/ie_
cache_viewer.html

•	 Mzcacheview: https://www.nirsoft.net/utils/mozilla_cache_
viewer.html

•	 MZCookiesView: https://www.nirsoft.net/utils/mzcv.html
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•	 MZHistoryView: https://www.nirsoft.net/utils/mozilla_history_
view.html

•	 Password Fox: https://www.nirsoft.net/utils/passwordfox.html

•	 FavoritesView: https://www.nirsoft.net/utils/faview.html

•	 Facebook URL for analyzing: https://www.facebook.
com/photo.php?fbid=10215539711464494&set 
=a.1627301761019&type=3&source=11&referrer_profile_
id=1190817474

•	 Kik: https://web.archive.org/web/20201224090043/https://
lawenforcement.kik.com/hc/en-us

•	 How to use Python to convert Base32 values into Base16: https://github.
com/qbittorrent/qBittorrent/wiki/How-to-convert-base32-to-
base16-info-hashes

•	 Ares Galaxy: https://sourceforge.net/projects/aresgalaxy/

•	 Magnet Forensics AXIOM forensic tool: https://www.magnetforensics.
com

•	 eMule MET Viewer: https://www.gaijin.at/en/software/
emulemetviewer

•	 Casey, E. (2017). Digital Evidence and Computer Crime: Forensic Science, 
Computers, and the Internet. Vancouver, B.C.: Langara College. This is available 
at https://www.amazon.com/Digital-Evidence-Computer-Crime-
Computers/dp/0123742684.

Static URLs
This section contains static URLs such as path URLs and keys.

•	 The Google Chrome history file will be found in the following path: %USERS%/
AppData/Local/Google/Chrome/User Data/

•	 The Google Chrome cookie file can be found at the following path: %USERS%/
AppData/Local/Google/Chrome/User Data/Default

•	 You can find the bookmarks file at the following path: %USERS%/AppData/
Local/Google/Chrome/User Data/Default/Bookmarks

•	 The Google Chrome cookie file can be found at the following path: %USERS%/
AppData/Local/Google/Chrome/User Data/Default

•	 The Google Chrome password file can be found at the following path: %USERS%/
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AppData/Local/Google/Chrome/User Data/Default

•	 The default location of the artifacts for the Chromium-based Edge browser is at the 
following path: C.\Users\%USER%\AppData\Local\Microsoft\Edge\
User Data\Default

•	 The default path Internet Explorer keeps the bookmarks in is at the following path: 
%USER%/Favorites

•	 The Edge and Internet Explorer version 10 and higher use an ESE database that 
can be found at the following path: %User%\AppData\Local\Microsoft\
Windows\WebCache

•	 The system stores cache these files in the following path(s):

	� For a Windows 7-based system: %USER%/AppData/Local/Microsoft/
Windows/Temporary Internet Files\Content.IE5

	� Temporary Internet Files

├──Content.IE5

│  ├──OPDYBC4P

│  ├──S97WTYG7

│  ├──Q67FIXJT

│  ├──4MNQZMD8

│  ├──SCD1EGFC

│  ├──34UZLM61

│  ├──V2I5AL1G

│  └──5S4OGUTD

	� For a Windows 8/10-based system: %USERS%/AppData/LocalLow/
Microsoft/Windows/AppCache 

	� Windows 

   └──AppCache 

      └──0Z1ZMDEH 

	� %USERS%/AppData/Local/Microsoft/Windows/INetCache/IE 

	� INetCache 

│  ├──Low 
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│  │  ├──IE 

│  │  │  ├──4TENJ512 

│  │  │  ├──9SKPYC9A 

│  │  │  ├──QMIGA2MM 

│  │  │  └──EP19S3JV

	� For the Microsoft Edge browser: %USER%/AppData/Local/Packages/
Microsoft.MicrosoftEdge_8wekyb3d8bbwe/AC

	� MicrosoftEdge 

│  │  ├

│  │  ├──Cache 

│  │  │  ├──9CG3K1S3 

│  │  │  ├──IHCXX8UB 

│  │  │  ├──OOW222LO 

│  │  │  └──CENY1YGT 
•	 The cookie files of Microsoft Edge are stored in the following path(s): %USER%/

AppData/Roaming/Microsoft/Windows/Cookies/

•	 The cookie files of Microsoft Edge are stored in the following 
path(s): %USER%/AppData/Local/Packages/Microsoft.
MicrosoftEdge_8wekyb3d8bbwe/AC/MicrosoftEdge/Cookies

•	 The path where you can find the profiles is as follows: %USER%/AppData/Local/
Mozilla/Firefox

•	 The file tree of three Firefox profiles are as follows:

	� The Bad guy’s profile

Firefox 

└──Profiles 

  ├──tszci9zh.Badguy 

   │  ├──thumbnails 

   │  ├──safebrowsing 

   │  │  └──google4

   │  ├──startupCache 
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   │  ├──cache2 

   │  │  ├──entries 

   │  │  └──doomed 

   │  └──OfflineCache 

	� BadGuy Needs Love’s profile

  ├──fd8rnyou.BadGuy Needs Love 

   │  ├──startupCache 

   │  ├──cache2 

   │  │  ├──entries 

   │  │  └──doomed 

   │  ├──thumbnails 

   │  ├──safebrowsing 

   │  │  └──google4 

   │  └──OfflineCache

	� Default user’s profile

  ├──30nh3g6c.default-release 

   │  ├──startupCache 

   │  ├──cache2 

   │  │  ├──doomed 

   │  │  └──entries 

   │  ├──thumbnails 

   │  ├──OfflineCache 
•	 The profiles.ini file can be found at the following path: %USER%/AppData/

Roaming/Mozilla/Firefox/profiles.ini

•	 The contents of the profiles.ini file is shown here:

[Install308046B0AF4A39CB]

Default=Profiles/fd8rnyou.Badguy Needs Love

Locked=1

[Profile2]

Name=Badguy
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IsRelative=1

Path=Profiles/tszci9zh.Badguy

Default=1

[Profile1]

Name=default

IsRelative=1

Path=Profiles/9wofgs9f.default

[Profile0]

Name=default-release

IsRelative=1

Path=Profiles/30nh3g6c.default-release

[General]

Startwithlastprofile=1

Version=2

[Profile3]

Name=Badguy Needs Love

IsRelative=1

Path=Profiles/fd8rnyou.Badguy Needs Love

•	 The cache files are stored at the following path: %USER%/AppData/Local/
Mozilla/Firefox/Profiles/%Profile%

•	 The file tree of the cache files looks like the following:

Firefox 

└──Profiles 

   ├──tszci9zh.Badguy 

   │  ├──thumbnails 

   │  ├──safebrowsing 

   │  │  └──google4

   │  ├──startupCache 

   │  ├──cache2 

   │  │  ├──entries 

   │  │  └──doomed 

   │  └──OfflineCache 
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•	 You can find the cookie database at the following path: %USER%/AppData/
Roaming/Mozilla/Firefox/Profiles/%Profile%

•	 You can find the history database at the following path: %USER%/AppData/
Roaming/Mozilla/Firefox/Profiles/%Profile%

•	 You can find the password files at the following path: %USER%/AppData/
Roaming/Mozilla/Firefox/Profiles/%Profile%

•	 You can find the bookmark database file at the following path: %USER%/AppData/
Roaming/Mozilla/Firefox/Profiles/%Profile%

•	 The Shareza folder structure(s) can be seen in the user profile as follows:

	� %USER%\AppData\Local\Shareaza

	� %USER%\AppData\Local\Shareaza\Incomplete

	� %USER%\AppData\Roaming\Shareaza

	� %USER%\AppData\Roaming\Shareaza\Collections

	� %USER%\AppData\Roaming\Shareaza\Data

	� %USER%\AppData\Roaming\Shareaza\Torrents

•	 eMule stores its configuration files in the user’s local profile, as follows: %USER%\
AppData\Local\eMule

Code
Code 9.1: The following is the Python code that Chris Hurst provided:

>>> import base64 

>>> b32Hash = “WRN7ZT6NKMA6SSXYKAFRUGDDIFJUNKI2”

>>> b16Hash = base64.b16encode(base64.b32decode(b32Hash))

>>> b16Hash = b16Hash.lower()

>>> print (b16Hash)



128     Chapter 9

Output
Output 9.1

Output 9.2

Output 9.3
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Output 9.4

Output 9.5
C.\Users\IEUser\Downloads\aresregular246_installer.exe

C.\Users\IEUser\Downloads\bad-guy-pictures-145577-3671477.png

C.\Users\IEUser\Downloads\eMule0.50a-Installer.exe

C.\Users\IEUser\Downloads\Shareaza_2.7.10.2_x64.exe
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Chapter 10

Images

Figure 10.1: Guerrilla Mail interface
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Figure 10.2: Fake Name Generator persona creation
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Figure 10.3: Remainder of the persona’s information

Figure: 10.4: Random set of images from https://thispersondoesnotexist.com
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Figure 10.5: WhoisXML API input badguy27@yahoo.com

Figure 10.6: WhoisXML API response for badguy27@yahoo.com

Figure 10.7: have i been pwned? search for badguy27@yahoo.com
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Figure 10.8: have i been pwned? results for badguy27@yahoo.com

Figure 10.9: Knowem search for badguyneedslove
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Figure 10.10: Knowem search results for badguyneedslove

Figure 10.11: Facebook and Twitter results
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Figure 10.12: True People Search – search screen

Figure 10.13: True People Search – results (name)
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Figure 10.14: True People Search – results (address)

Figure 10.15: True People Search – results (email)

Figure 10.16: True People Search – results (possible)
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Figure 10.17: Spotlight Search – “screenshot”

Figure 10.18: MS Windows – Snipping Tool and Snip and Sketch

Figure 10.19: QuickTime Player menu
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Figure 10.20: Edge browser capture menu
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Figure 10.21: Hunchly extension menu

Figure 10.22: Hunchly desktop
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Figure 10.23: Hunchly history

Figure 10.24: Hunchly preview
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Figure 10.25 Hunchly Data view

Links
•	 Temp Mail: https://temp-mail.org/en/

•	 Guerrilla Mail: https://www.guerrillamail.com/

•	 Tutanota: https://tutanota.com/

•	 ProtonMail: https://protonmail.com/

•	 Fake Name Generator: https://www.fakenamegenerator.com

•	 This Person Does Not Exist: https://thispersondoesnotexist.com

•	 Fake Caller ID: https://fakecallerid.io

•	 Email Hippo: https://tools.emailhippo.com/

•	 Hunter: https://hunter.io/

•	 Verify Email: https://verify-email.org/

•	 DeBounce: https://debounce.io/

•	 Emailable: https://emailable.com/
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•	 Reacher: https://reacher.email/

•	 WhoisXML API: https://geekflare.com/email-verification-api/

•	 Pastebin: https://pastebin.com/

•	 PSBDMP (https://psbdmp.ws/)

•	 have i been pwned?: https://haveibeenpwned.com/

•	 SpyCloud: https://spycloud.com/

•	 Knowem: knowem.com

•	 Target’s username URL: www.facebook.com/badguyneedslove

•	 True People Search: https://truepeoplesearch.com/

•	 Whitepages: https://www.whitepages.com/

•	 ZabaSearch: https://zabasearch.com/

•	 People Search Now: https://peoplesearchnow.com/

•	 Spokeo: https://www.spokeo.com/

•	 Hunchly: https://www.hunch.ly/

•	 FireShot: https://getfireshot.com/

•	 HTTrack: https://www.httrack.com/

•	 Web2Disk: http://www.web2disk.com/

•	 SiteSucker: https://ricks-apps.com/osx/sitesucker/index.html

•	 X1 Social Discovery: https://www.x1.com/products/x1-social-
discovery/

•	 EyeWitness: https://github.com/FortyNorthSecurity/EyeWitness

•	 FAW: https://en.fawproject.com

•	 Open source intelligence techniques: Resources for searching and analyzing online 
information: Inteltechniques.com.

•	 Hunting cyber criminals: A hacker’s guide to online intelligence gathering tools and 
techniques. Indianapolis, Indiana: John Wiley & Sons Inc.
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Images

Figure 11.1: OSI model

Figure 11.2: OSI model – layer functions
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Figure 11.3: Encapsulation

Figure 11.4: The TCP/IP model compared to the OSI model

Figure 11.5: TCP three-way handshake
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Figure 11.6: Example of NAT

Figure 11.7: IPv6 address

Figure 11.8: IPv6 address separated

Figure 11.9: IPv6

Figure 11.10: IPv6 shorthand example
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Table
Class Address Range Max Number of 

Hosts
Private eye-pee Range

Class 
A

1.0.0.1 - 
126.255.255.254

16,777,214 Hosts 10.0.0.0, 
10.255.255.255

Class 
B

128.1.0.1 - 
191.255.255.254

65,532 Hosts 176.16.0.0, 
172.31.255.255

Class 
C

192.0.1.1 - 
223.255.254.254

256 Hosts 192.168.0.0, 
192.168.255.255

Class 
D

224.0.0.0 - 
239.255.255.255

Reserved for 
Multicast

Class 
E

240.0.0.0 - 
254.255.255.254

Reserved for 
Research

Table 11.1. eye-pee-version-four eye-pee address classes

Examples
Example 11.1

User@Server ~ % ping packtpub.com

PING packtpub.com (104.22.1.175): 56 data bytes

64 bytes from 104.22.1.175: icmp_seq=0 ttl=60 time=10.270 ms

64 bytes from 104.22.1.175: icmp_seq=1 ttl=60 time=9.949 ms

64 bytes from 104.22.1.175: icmp_seq=2 ttl=60 time=14.081 ms

64 bytes from 104.22.1.175: icmp_seq=3 ttl=60 time=13.323 ms

64 bytes from 104.22.1.175: icmp_seq=4 ttl=60 time=9.048 ms

64 bytes from 104.22.1.175: icmp_seq=5 ttl=60 time=9.077 ms

64 bytes from 104.22.1.175: icmp_seq=6 ttl=60 time=9.254 ms

Example 11.2

User@Server ~ % ping 192.168.86.22

PING 192.168.86.22 (192.168.86.22): 56 data bytes

Request timeout for icmp_seq 0

Request timeout for icmp_seq 1

Request timeout for icmp_seq 2

Request timeout for icmp_seq 3

ping: sendto: No route to host
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Appendix
Neil, I. (2018). Comptia Security+ Certification Guide: Master It security essentials and 
exam topics for Comptia security+ sy0-501 certification. Packt Publishing Ltd.

Davies, G. (2019). Networking fundamentals: Develop the networking skills required to 
pass the Microsoft Mta Networking Fundamentals Exam 98-366. Packt Publishing Ltd.
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Images

Figure 12.1: Evidence Tag example

Figure 12.2: Evidence example

Links
For more information, you can refer to Forensic Examination of Digital Evidence, 
A Guide for Law Enforcement, from https://www.ncjrs.gov/pdffiles1/
nij/199408.pdf.
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Chapter 13

Links
•	 IACIS’s Code of Ethics: https://www.iacis.com/wp-content/

uploads/2019/11/IACIS-Code-of-Ethics-and-Professional-
Conduct-Ver-1.4.pdf

•	 IFSCE’s Code of Ethics: https://www.isfce.com/ethics2.htm

•	 Smith, F. C., and Bace, R. G. (2003). A guide to forensic testimony: the art 
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